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MEMORANDUM
TO: James M. Eagen, III
ief Administragve Officer
FROM: James J. Cornell
Inspector General
DATE: December 14, 2006

SUBJECT: Final Report - Audit Of The Financial Statements For The Year Ended
December 31, 2005 (Report No. 06-HOC-08)

The attached report presents the results of the audit of the U.S. House of Representatives’
(House) annual financial statements for the year ended December 31, 2005. Once again, the
House received an “unqualified opinion” on its financial statements. An “unqualified opinion” is
the best rating given by auditors to financial statements. It means the auditors did not find any
financially material discrepancies and found nothing to suggest the amounts on the financial
statements were misstated. The Office of Inspector General contracted with Cotton & Company
LLP, Certified Public Accountants, to perform the audit. Their report was compiled in
November 2006. We have highlighted the results of the audit in the attached executive
summary.

The results of the audit were discussed with your office throughout the audit, and you
concurred with all but one of the reported internal control weaknesses and recommendations for
corrective action. You partially concurred with one recommendation and we believe your
office’s alternative solution will satisfy the intent of the recommendation. Your response is
included in the Management Comments section of the report on page 89.

If you have any questions or require additional information regarding this report, please call
me or David Smith at (202) 226-1250.

Attachments



Financial Statements
Audit Report

Audit Of The Financial Statements
For The Year Ended

December 31, 2005

Report No. 06-HOC-08
December 14, 2006




Report No. 06-HOC-08

December 14, 2006
Tableof Contents

Transmittal Memorandum

Executive Summary

Independent AUdItor’S REDOIT .......coouiiiiiiiie e 1

Financial StatemMENTS.... ..o 5
Statement of Financial POSILION ..........cooiiiiiiiiiii e 6
Statement Of OPEraliONS ........ueviiiiiee e sare e e e 7
Statement Of Cash FIOWS.......oooeiiiiiee e e 8

Notes to the Financial Statements ... 9

Supplemental Financial Schedules ... 23

Independent Auditor’s Report on Compliance with Laws and Regulations ..... 37

Independent Auditor’s Report on Internal Control .........ccceeevieeeiieneniiee e, 41

Management COMMENTS.........uuiiiiiiee e e e e e eneeeeas 87

CAO Response to the 2005 Financial Statement Audit Report

Cotton & Company LLP



EXECUTIVE SUMMARY

Results Of Audit

The House continued to make progress during the past year in improving its financial
management and operations. For the eighth year, the independent auditors expressed an
“unqualified opinion” on the House’s financial statements; reporting that the financial statements
fairly present, in all material respects, the financial position of the House and the results of its
operations and cash flows in conformity with generally accepted accounting principles. In
addition, the Independent Auditor’s Report on Compliance with Laws and Regulations identified
no instances of noncompliance.

The Independent Auditor’s Report on Internal Control identified two internal control
weaknesses--both of which are reportable conditions. One of these internal control weaknesses
was previously reported for the year ended December 31, 2004. The second weakness
incorporates a weakness from last year, but is broader in its scope.

During calendar year 2005, the House implemented or initiated corrective actions to address the
21 prior audit recommendations contained in last year’s report. Due to the House’s progress
towards improving financial-related activities, we were able to close (i.e., fully implemented or
otherwise resolved) 6 of the 21 prior recommendations. The closure of these recommendations
resulted in the removal of one reportable condition, contained in last year’s report. The two
remaining reportable conditions are associated with the financial information system and the
financial reporting internal control framework.

Recommendations

This report contains 46 recommendations consisting of 15 prior recommendations, for which
corrective actions are in varying stages of implementation, and 31 new recommendations.

Management Response

The CAO responded to the draft Independent Auditor’s Report on Internal Control on

October 26, 2006. In his response, which is included in its entirety as an appendix to this report,
the CAO concurred with the reported internal control weaknesses and all but one of the
recommendations for corrective action. The CAO partially concurred with the recommendation
to annually inventory capitalized internal-use software. As an alternative, the CAO proposed
including capitalized internal use software on inventory listings that would be verified by each
office using the software. The OIG believes this approach will satisfy the intent of the auditor’s
recommendation.
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I NDEPENDENT AUDITOR’S REPORT

To the Inspector General
U.S. House of Representatives

Cotton & Company L LP hasaudited the accompanying Consolidated Statement of Financial Position of the
U.S. House of Representatives as of December 31, 2005, and 2004, and the related Consolidated
Statements of Operationsand Cash Fowsfor theyearsthenended. Thesefinancial satementsarethe
responsibility of the Membersand administrative management of theHouse. Our responsibility isto express
anopinion onthesefinancia statementsbased on our audits.

We conducted our auditsin accordance with auditing standards generally accepted inthe United States of
Americaand standards applicableto financial statement audits contained in the Government Auditing
Sandards, issued by the Comptroller General of the United States. Those standardsrequirethat we plan
and performthe auditsto obtain reasonable assurance about whether the consolidated financia statements
arefreeof material misstatement. Anaudit includesexamining, onatest basis, evidence supporting the
amountsand disclosuresinthefinancial statements. Anaudit aso includesassessing the accounting
principles used and significant estimates made by management, aswell asevauating the overal financid
statement presentation. We believethat our audits provide areasonable basisfor our opinion.

Inour opinion, thefinancia statementsreferred to above present fairly, inal materia respects, thefinancia
position of the House as of December 31, 2005 and 2004, and the results of itsoperationsand its cash
flowsfor the yearsthen ended December 31, 2005, and December 31, 2004, in conformity with accounting
principlesgeneraly accepted inthe United Statesof America

Our auditswere conducted for the purpose of forming an opinion on the consolidated financial statements
takenasawhole. The supplemental schedules, the Consolidating Statementsof Financial Position,
Operations, and Cash Flows, are presented for purposes of additional analysisand are not arequired part
of thebasic consolidated financia statements. The supplementa scheduleshave been subjected to the
auditing proceduresapplied in the audit of the basic consolidated financial statementsand, inour opinion,
suchinformationisfairly stated in al material respectsin relation to the basic consolidated financial
satementstaken asawhole.
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I n accordance with Gover nment Auditing Standards, we have also issued reportsdated May 15, 2006,
onour consideration of the House'sinterna control over financial reporting and our testsof itscompliance
with applicablelaws, rules, and regulations. Our reportsoninternal control and compliance are anintegral
part of an audit conducted in accordance with Government Auditing Sandards and, in considering the
resultsof the audits, those reports should be read together with thisreport.

CotrtoN & Company LLP

Matthew H. Johnson, CPA
Partner

May 15, 2006
Alexandria, Virginia
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U.S. House of Representatives
Consolidated Statement of Financial Position
as of December 31, 2005 and December 31, 2004

ASSETS
Fund Balance with U.S. Treasury (Note 4)
Cash (Note 4)
Fund Balance with U.S. Treasury and Cash

Accounts Receivable, Net (Note 5)
Advances and Prepayments (Note 6)
Inventory

Property and Equipment, Net (Note 7)

Total Assets

LIABILITIESAND NET POSITION
Accounts Payable (Note 9)
Capital Lease Liabilities (Note 8)
Accrued Funded Payroll and Benefits (Note 10)
Accrued Unfunded Annual Leave and
Workers Compensation (Note 10)
Deferred Credits (Note 11)
Unfunded Workers' Compensation
Actuarial Liability (Note 12)
Other Liahilities
Tota Liabilities

Unexpended Appropriations
Cumulative Results of Operations

Total Net Position (Note 13)

Total Liabilities and Net Position

2005 2004
Consolidated Consolidated
$ 1,122,063,296 $ 1,058,766,878

9,001 1,459
1,122,072,387 1,058,768,337
612,666 235,323
8,308,915 8,944,880
951,865 1,349,661
52,773,270 58,563,358

$ 1,184,719,103 $ 1,127,861,559
$ 45,395,986 $ 31,724,258
1,242,379 3,044,279
7,820,285 7,560,399
10,205,387 8,796,422
4,009,194 2,392,917
18,225,352 18,537,652
294,159 102,059
87,192,742 72,157,986
1,056,666, 770 1,010,204,361
40,859,591 45,499,212
1,097,526,361 1,055,703,573
$ 1,184,719,103 $ 1,127,861,559
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U.S. House of Representatives
Consolidated Statement of Operations
for the Years Ended December 31, 2005 and December 31, 2004

2005 2004
Consolidated Consolidated
REVENUE AND FINANCING SOURCES
Revenue from Operations
Sales of Goods $ 3008449 $ 3,038,484
Sales of Servicesto Federal Agencies 6,226,875 5,657,051
Sales of Servicesto the Public 770,163 666,382
Interoffice Sales (Note 14) 0 0
Other Revenue 610,756 596,667
Total Revenue from Operations 10,616,243 9,958,584
Financing Sources
Appropriationsto Cover Expenses.
Appropriations Received (Note 15) 1,204,077,790 1,149,428,934
Appropriations Yet To Be Received (Note 15) 2,405,838 3,590,661
Imputed Financing Source (Note 16) 53,798,438 51,550,355
Total Revenue and Financing Sources $ 1,270,898309 $ 1,214,528534
EXPENSES
Personnel Compensation $ 679677621 $ 654,137,238
Benefits (Note 16) 280,020,618 264,071,089
Postage and Delivery 23,648,096 26,585,386
Repairs and Maintenance 51,733,169 54,363,907
Depreciation and Amortization (Note 7) 21,516,574 16,464,803
Rent, Utilities, and Communications 26,132,912 24,083,469
Telecommunications 29,371,375 24,496,635
Suppliesand Materials 16,553,590 16,261,392
Travel and Transportation 34,998,183 31,346,396
Contract, Consulting, and Other Services 68,097,583 64,648,171
Printing and Reproduction 19,010,465 19,879,241
Subscriptions and Publications 10,336,035 9,536,413
Cost of Goods Sold 8,431,614 7,953,574
(Gain)/Loss on Disposal of Assets 216,608 350,960
Bad Debts 127,971 74,753
Interest on Capital Leases 240,136 126,156
Total Expenses $ 1,270,112550  $ 1,214,379,583
Excess (Shortage) of Revenue and
Financing Sources over Total Expenses $ 78575¢ $ 148,951
CHANGE IN NET POSITION
Net Position, Beginning Balance $ 1,055503573  $ 1,043,686,438
Adjustments (Note 8) 0 939,390
Net Position, Beginning Balance 1,055,503,573 1,044,625,828
Excess (Shortage) of Revenue and Financing
Sources over Total Expenses 785,759 148,951
Plus (Minus) Non-Operating Changes 41,237,029 10,928,794
Net Position, Ending Balance $ 1097526361 $ 1055703573
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U.S. House of Representatives
Consolidated Statement of Cash Flows
for theYears Ended December 31, 2005 and December 31, 2004

CASH FLOWSFROM OPERATING ACTIVITIES
Excess/(Deficiency) of Revenueand
Financing Sourcesover Expenses
Adjugmentsaffecting Cash Flow
AppropriationsAffecting Cash
(Increase)/Decreasein Accounts and Interoffice Receivable
(Increase)/Decreasein Advances and Prepay ments
(Increase)/Decreasein Inventory
Increase/(Decrease) in Accounts and Interoffice Payable
Increase/(Decrease) in Other Accrued Liabilities
(Gain)/Losson Digposal of Assts
Depreciation and Amortization

Net Cash Provided/(Used) by Operating Activities

CASH FLOWSFROM INVESTING ACTIVITIES
Purchase of Property and Equipment

Net Cash Provided/(Used) by Investing Activities

CASH FLOWSFROM FINANCING ACTIVITIES
Appropriations
FundsReturned to theU.S. Treasury
Principal Payment on Capital Lease Liabilities
Net Cash Provided/(Used) by Financing Activities

Net Cash Provided/(Used) by Operating,
Investing, and Financing Activities

Fund Balance with U.S. Treasury and Cash, Beginning

Fund Balance with U.S. Treasury and Cash, Ending

2005 2004

Consolidated Consolidated
$ 785,759 $ 148,951
(1,086,419,694) (1,144,335,404)
(377,343) (34,795)
635,965 (4,438,161)
397,796 86,876
13,671,728 5,241,292
1,437,930 4,744,565
216,608 350,960
21,516,574 16,464,803
(1,048,134,677) (1,121,770,913)
(15,806,126) (24,260,102)
(15,806,126) (24,260,102)
1,135,073,378 1,166,754,493
(7,753,623) (5,706,603)
(74,902) (316,664)
1,127,244,853 1,160,731,226
63,304,050 14,700,211
1,058,768,337 1,044,068,126
$ 1,122,072,387 $ 1,058,768,337

Cotton & Company LLP

Page 8



Report No. 06-HOC-08
2005 Financial Statements December 14, 2006

Notesto the Financial Statements

Cotton & Company LLP Page 9



2005 Financial Statements

Report No. 06-HOC-08
December 14, 2006

NOTE 1-DESCRIPTION OF THE REPORTING ENTITY

The U.S. House of Representatives (House) is one of two
separate legislative chambers that comprise the Congress
of the United States. The other isthe U.S. Senate (Senate).
All lawmaking powers of the Federal government are given
to the Congress under Article | of the Constitution of the
United States. The House and Senate jointly agree on a
budget for the Legislative Branch and submit it to the
President of the United States. The Members of the House
serve two-year terms of office, which coincide with the
sequential numbering of the entire Congress. Thesefinancial
statements cover the years ended December 31, 2005 and
2004 and reflect the financial activities of the first session
of the 109th Congress and the second session of the 108"
Congress.

Tohelp carry out its constitutional duties, the House creates
committees of Members and assigns them responsibility
for gathering information, identifying policy problems,
proposing solutions, and reporting billsto the full chamber
for consideration. The House appoints unelected officers
to administer both legislative and non-legislative functions,
which support the institution and its Membersin carrying
out its legislative duties. The consolidated comparative
financial statements of the House provide financial
information on the activities of all entities, which are subject
to the authority vested in the House by the U.S.
Constitution, public laws, and rules and regulations adopted
by the membership of the House.

These financial statements reflect the organizational
structure of the House under the 109" Congress. The
following is a summary of the entity groupings as they
appear in the calendar year 2005 consolidating financial
Statements:

House M ember sare elected from congressional districts of
approximately equal population. The financial information
aggregates transactions of the Member districts and
Washington, D.C. offices, and includes 435 Representatives;
four Delegates, one each, from the District of Columbia,
Guam, Virgin Islands, and American Samoa; and one
Resident Commissioner from Puerto Rico.

The Committees financial information aggregates
transactions of the Standing and Special and Select
Committees of the 109" Congress. Committeesare organized
at the beginning of each Congress according to their
jurisdictional boundaries incorporated in the Rules of the
House. The Committees of the House under the 109™
Congressare:

Committeeon Agriculture
Committee on Appropriations

Committeeon Armed Services

Committee onthe Budget

Committee on Education and the Workforce

Committee on Energy and Commerce

Committee on Financial Services

Committee on Government Reform

Committee on Homeland Security

Committee on House Administration

Committee on International Relations

Committeeto Investigate the Preparation for and
Response to Hurricane Katrina

Committee on the Judiciary

Committee on Resources

Committee on Rules

Committee on Science

Committee on Small Business

Committee on Standards of Official Conduct

Committee on Transportation and I nfrastructure

Committee on Veterans Affairs

Committee on Ways and Means

Permanent Select Committee on Intelligence

The House L eadership Offices financial information
aggregates transactions of:

Speaker of the House

Magjority and Minority Leaders

Magjority and Minority Whips

Party Steering Committees, Caucus or
Conference, which consist of Representatives
of the same political party

The Officersand L egidlative Officesfinancial information
aggregates transactions of all legislative support and
administrative functions provided to Members, Committees,
and L eadership offices, including:

Chaplain

Chief Administrative Officer

Office of Emergency Planning, Preparedness and
Operations

Clerk of theHouse

Office of the General Counsel

Office of Inspector General

Office of the Historian

Office of the Law Revision Counsel

Office of the L egislative Counsel

Parliamentarian

Sergeant at Arms

The Joint Functions financial information aggregates
transactions of the joint activities of the House and the

Cotton & Company LLP
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Senate to the extent that the House funds these functions
inwholeor inpart. House administrative management does
not exert direct control over the expenditures of these
functions. The joint functions in these statements include:

Attending Physician
Joint Committee on Taxation, which has members
from both the House and the Senate

Eliminations on the consolidating financial statementsare
used to negate the effect of financial transactions between
House entities. Consolidated House financial information
would be misleading if inter-entity transactions were not
eliminated.

NOTE 2 - SUMMARY OF SIGNIFICANT ACCOUNTING POLICIES

A.Basis of Consolidation

The financial statements include the accounts and
significant activities of the House. The consolidated
financial statementsdo not include legislative agenciesthat
support the House and that receive separate appropriations.
These agencies are:

Library of Congress
Congressional Budget Office
Government Accountability Office
Government Printing Office

U.S. Botanic Garden

Architect of the Capitol

U.S. Capitol Police

Functionsjointly shared between the House and the Senate
areincluded inthe consolidating financial statementsto the
extent their operations are funded by House appropriations.
These consist of :

Attending Physician
Joint Committee on Taxation, which has
members from both the House and the Senate

All significant interoffice balances and transactions have
been eliminated to arrive at consolidated financial information.

B. Basis of Accounting

The House, in accordance with generally accepted
accounting principles, utilizes the accrual basis of
accounting, which provides for the recognition of events
as they occur, as opposed to when cash is received or
disbursed. Therefore, revenues are recorded when earned
and expenses are recorded when a liability is incurred,
without regard to receipt or payment of cash. The accrual
basis of accounting contributes significantly to the
development of accurate cost information needed to report
the financial position and results of operations.

C. Fund Balance with the U.S. Treasury and Cash
Funds available to the House to pay current liabilities and
finance authorized purchasesareheld withthe U.S. Treasury.

* Fund Balance with the U.S. Treasury includes
House accounts, aswell asthe Congressional Use
of Foreign Currency account, whichisheld at the
U.S. Treasury and ismaintained and administered
by the Department of State on behalf of the House.

»  For purposes of the Consolidated Statement of
Cash FHows, funds held with the U.S. Treasury
are considered cash.

D. Accounts Receivable

Accounts receivable consists of money owed the House
by Federal agencies, Members, employeesand/or vendors
less an Allowance for Doubtful Accounts.

E. Advances and Prepayments

Advances consist of payments to Federal government
entitiesfor contractua servicesand for mailingsthat require
address corrections or additional postage. Prepayments
primarily consist of prepaid subscriptionsfor publications
and data communication services.

F. Inventory

The Gift Shop and the Supply Store maintain an inventory
of goodsfor sale. These entitiesareincluded with Officers
and Legislative Offices in the consolidating financial
statements. Inventories for sale are valued at the moving
weighted average method.

The Furniture Support Services, also included with
Officersand L egislative Offices, maintains inventories of
such items as hardwood, carpet, leather, fabric, furniture
components, and repair materials. Theseitemsare not for
sale and are reflected in the financial statements at an
estimated value based on the first in/first out inventory
valuation method.

Cotton & Company LLP
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G. Property and Equipment

Property and equipment including computer purchases are
capitalized if the unit acquisition cost isequal to or greater
than $25,000 and the item has auseful life greater than one
year. Software is capitalized if the unit acquisition cost is
equal to or greater than $10,000 and theitem hasauseful life
greater than oneyear. The costs of such itemsare recognized
asassetswhen acquired. An appropriate portion of anasset’s
value is reduced and an expense recognized over the
accounting periods benefited by the asset’s use. See Note
7, Property and Equipment, for additional information on
property and equipment held by the House.

The House has possession of humerous assets that may be
of significant historical and artistic value. The House does
not include these assets in the financial statements. The
land and buildings occupied and used by Members, officers,
and employees in Washington, D.C. are under the custody
of the Architect of the Capitol and are not included in the
financial statements of the House.

H. Leases

The House leases office space, vehicles, computers and
other equipment. These leases are generally classified as
operating leases. House regulations require that leases
entered into by Membersfor space and vehicles be no longer
than the elected term of the Member. The House also enters
into leases, which are structured such that their terms
effectively finance the purchase of the item. Such leases
convey the benefitsand risks of ownership and are classified
as capital leases, if the net present value of the minimum
lease payments due at lease inception meets House
capitalization criteria. Items acquired by capital leases are
recorded as House assets. The asset and corresponding
liability arerecorded at the net present value of the minimum
lease payments at lease inception. The portion of capital
lease payments representing imputed interest is expensed
asinterest on capital leases. See Note 8, Lease Commitments,
for additional lease information.

I. Deferred Credits

The House receives advance payments from other Federal
government entities for shared services, in advance of the
delivery of these services. These advance payments are
recorded as deferred credits. As the services are rendered
the deferred credit account is drawn down and the
appropriate revenueisrecognized.

J. Revenue from Operations
Revenue is recognized when goods have been delivered or
services rendered.

e Sales of goods consist of Gift Shop and Supply
Store sales.

e Sales of services to the public are comprised of
Photography sales, Child Carefees, and Attending
Physician fees.

* Interoffice sales between House entities consist
of computer services, telecommunications, office
supplies, framing, recording, office equipment,
photography, tape duplication charges, and are
eiminated onthe consolidating financial statements.

¢ Other revenue consists of Page School room and
board, and vendor commissions.

K. Appropriations to Cover Expenses

Like other Federal government organizations, the House
finances most of its operations with appropriations. The
expensesof Members, Committees, and L eadership officesare
entirely financed with appropriations. Other House entities
require gppropriationsto the extent the revenue generated does
not cover expenses. Appropriations are considered a
financing source, not a revenue, since appropriations do
not result from an earnings process.

L. Postage and Delivery

Postage and delivery consists of franked mail expensesand
miscellaneous postage expenses. Members postage
includes the use of the Frank, which is charged to the
Members' Representational Allowance. Miscellaneous
postage expenses include courier charges, stamps, and
rental of post office boxes.

M. Repairs and Maintenance

Repairs and maintenance include all expensesrelated to the
maintenance and upkeep of House equipment in both
Washington, D.C. and in Members' district offices, aswell
as related operating lease payments on various types of
equipment. I n addition, property and equipment purchases
below the capitalization thresholds discussed in Note 2G,
Property and Equipment, are classified as repairs and
maintenance.

N. Depreciation and Amortization

The cost of capital assetsisallocated ratably over an asset’s
useful life as depreciation or amortization expense. The
House calculates depreciation and amortization expense
based on the straight-line method over an asset’s estimated
useful life. Depreciation expense is applicable to tangible

Cotton & Company LLP
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assets such as furniture, equipment, and vehicles.
Amortization expenseisapplicableto intangible assets such
as software and capital leases. Assetsacquired under capital
leases are generally amortized over the leaseterm. However,
if alease agreement contains a bargain purchase option or
otherwise transferstitle of the asset to the House, the asset
isamortized on the same basisassimilar categories of owned
assets.

O. Rent, Utilities, and Communications

Rent and utilities consist primarily of the rental of district
offices by Members and any related utility payments.
Communications costs consist of charges for news wire
services, satellite fees, and external network access services.

P. Telecommunications

Telecommunications expense includes local and long
distance telephone service in Washington, D.C. and in
Members' district offices.

Q. Supplies and Materials

Supplies and materials include office supplies used by the
House and medical supplies used by the Attending
Physician. Supplies and materialsdo not includeinventories
held for sale by retail entities such asthe Gift Shop and the
Supply Store.

R. Travel and Transportation

Travel and transportation expenses include official travel
by Members, Committees, and Leadership offices; travel by
other House officers and employees and congressional
delegations; freight and shipping costs; and expensesrelated
to the lease and maintenance of vehicles.

S. Contract, Consulting, and Other Services
Contract, consulting, and other servicesinclude the cost of
management services in House Postal Operations, annual
audit fees, the cost of studies and analyses requested by
Committees, aswell ascomputer, recording, janitorial, and
catering services.

T. Printing and Reproduction

Thiscategory primarily includes printing and reproduction
of constituent communications. Also included are
photography services, and printing and reproduction of

items such as informational publications and reference
materials.

U. Subscriptions and Publications
Subscriptions and publications include the cost of
periodicals and news services.

V. Cost of Goods Sold

Cost of goods sold includes the cost of products sold in the
retail operations of the Gift Shop and the Supply Store, and
the cost of services provided to federal and non-federal
entities, such as the House postal facility.

W. Loss or Gain on Disposal of Assets

A lossisrecognized when the net book value of the asset at
the time of disposal exceeds any proceeds received. A gain
is recognized when the net book value of the asset at the
time of disposal is less than any proceeds received.

X. Annual Leave

Annual leave for the House Officers and their employeesis
accrued as earned, and the liability is reduced as leave is
taken. The accrued annual leave balance as of September
30, 2005 is calculated according to Public Law 104-53,
November 19, 1995, 109 Stat. 514. See Note 10, Accrued
Payroll and Benefitsand L eave, for additional information.

Y. Federal Employee and Veterans Benefits
Thisbenefit expense includesthe current cost of providing
future pension benefitsto eligible employeesat thetime the
employees' services are rendered. Also included is the
current period expense for the future cost of providing
retirement benefits and lifeinsurance to House employees.
SeeNote 16, Benefits, for additional information.

Z.Use of Estimates

The preparation of financial statements requires management
to make estimates and assumptions that affect the reported
amount of assetsand liabilities, aswell asthe disclosure of
contingent assets and liabilities at the date of the financial
statements, and the amount of revenue and expense reported
during the period. Actual results could differ from those
estimates.

Cotton & Company LLP
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NOTE 3-INTRA-GOVERNMENTAL FINANCIAL ACTIVITIES

The House has significant intra-governmental financial
activities with Executive and Legislative Branch entities.
These financial activities include transactions and
agreements to purchase goods and services.

Transactions with Executive Branch Agencies
The House's most significant interagency transactions are
withthe:

* U.S. Postal Servicefor postage.

* Department of Defense for communication
equipment

e U.S Department of Labor (DOL) for unemployment
and workers compensation.

*  Genera ServicesAdministration (GSA) for theuse
and upkeep of office space in certain Members
district offices, office supplies and leased vehicles.

¢ U.S. Department of the Interior, U.S. Geological
Survey, National Business Center for financial
system contract and consulting services.

¢ U.S. Department of Transportation for transit
benefits program.

¢  Other Executive Branch agenciesfor special studies
as requested by House Committees.

Significant cash disbursements to Executive Branch
agencies during the years ended December 31, 2005 and
2004 were gpproximately:

Disbursementsto Executive
Branch Agencies

U.S. Postal Service

2005 2004

$ 19,447,000 $ 28,190,000

Department of Defense 2,844,000 10,814,000
CGeneral Services Administration 4,542,000 4,748,000
U.S. Department of Labor 2,746,000 2,074,000
U.S. Department of Transportation 1,653,000 1,381,000
U.S. Department of the Interior 533,000 503,000
Other Executive Branch Agencies 10,000 430,000

The House also reports significant financial transactions
with the U.S. Department of State, which maintains and

administers the Congressional Use of Foreign Currency
account on behalf of Congress. This account, which was
established in 1948 and made permanent in 1981, is
authorized by legidlation codified in Title 22, Sec. 1754 of
the United States Code. The funds are available to
Congressional Committees and delegations to cover local
currency expensesincurred whiletraveling abroad. The fund
balance related to the account isincluded in Fund Balance
with U.S. Treasury under Officersand Legislative Offices.

Use of the foreign currency account for Congressional
delegations and other official foreign travel of the Houseis
authorized by either the Speaker of the House or the chairman
of a Standing, Special and Select, or Joint Committee.
Therefore, al foreign currency account financial activity is
reported as Committee and L eadership officetravel expense.

Foregn Currency Balancewith

the US. Department of State 2005

2004

Beginning Balance $ 26366837 $ 11,344,688
Appropriation Received 17,000,000 23,500,000
Travel Expenses
Leadership (1,151,607) (1,687,864)
Committees (7983135) _ (6789.937)
Ending Balance $ 427145 $ 26366837

Transactions with Legislative Branch Entities

The House pays for support services provided by other
Legidlative Branch entities. These entitiesreceive their own
appropriations and operate autonomoudly fromthe House's
administrative functions. The House received support
servicesfrom the United States Senatein 2005. The House
also receives support servicesfromthe Government Printing
Office and the Architect of the Capitol.

Cash Disbursementsto L egidative

Branch Entities 2005 2004

Architect of the Capitol $ 225000 $ 307,000
Government Printing Office 119,000 152,000
Government Accountability Office - 434,000
United States Senate 1,507,000 -

Cotton & Company LLP
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The House also receivespayments for services provided to
the Congressional Budget Office and the Architect of the
Capitol and for the reimbursement of services shared with
other Federal government entities. In 2005, the House shared
serviceswiththe Library of Congress, and the United States
Senate.

Cash Recaptsfrom Legidative

Branch Entities 2005 2004
Architect of the Capitol $ 3600 $ 2000
Congressiond Budget Office 92,000 -
Library of Congress 7,235,000 3652000
United States Senate 315000 831,000

NOTE 4 - FUND BALANCE WITH THE U.S. TREASURY AND CASH

TheHouse hasappropriated and revolving fund balanceswith
theU.S. Treasury. The balances, asof December 31, 2005 and
2004 were:

Fund/Cash Accounts Maintained by
the House

Fund Balance with Treasury/Cash
Congressional Use of Foreign Currency
Total

2005 2004
$1,087,836,151 | $1,032,401,450

34,227,145 26,366,887
$1,122,063,296 | $1,058,768,337

NOTE5-ACCOUNTS RECEIVABLE

Accounts Receivable balances represent amounts owed the
House by Federal agencies, Members, employees and/or
vendors less an allowance for doubtful accounts. The
Allowance for Doubtful Accounts was derived from the
receivables amount owed to the House for more than six
months.

NOTE 6 - ADVANCES AND PREPAYMENTS

Advances and prepayments are transfers of cash to cover
future expenses or the acquisition of assets. These goods
and/or servicesaredelivered inincrementsthat span several
months. Advance payments are recorded as assets. Asthe
goods and/or services are rendered, the Advance account
is drawn down and the appropriate asset or expense is
recognized. Prepayments are made for subscriptions and
software licenses and are charged as expenses. At year-
end, all such payments made for the previous, current and
succeeding years are analyzed to determine the proper

The House usually receives the full amount of its
appropriation at the beginning of each fiscal year.

Cash onHand representsdepositsintransit and amountsheld
inacommercial bank account asof December 31, 2005 witha
balance of $9,091.

Aoocounts Receiveble 2005 2004

Accounts Recdvable $ N70/5 | $ 360345
Less Allowancefor Doubtful Accounts (253493) (125522
Accounts Receivable, Net $ 653582 $ 235323

expense and prepayment amounts applicable to the current
accounting period for financial statement purposes.
Advances and Prepayments are:

2005 2004
Advances $ 126261 $ 3198338
Prepayments 70436A 5746512
Totd $ 83BIS $ 8B
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NOTE 7—-PROPERTY AND EQUIPMENT

Software, and vehicles and equipment, including computers,
are capitalized if their acquisition cost equals or exceeds
$10,000 and $25,000, respectively. Work in processconsists
of capitalized costs associated with assets received, but not
placed in service asof December 31, 2005. Depreciation and

amortization expense is based on the straight-line method
over an asset’s estimated useful life.

Property and equipment as of December 31, 2005 and the
related depreciation and amortization expense are:

2005 Seryice Estlmated Aocumule_lted Etimated Net Amortiz_ati_on/
Classes of Property and Equipment Life Acquisition Amortlgat!on/ Book Value Depreciation
(Years) Value Depreciation Expense

Work in Process N/A | $ 4861708 $ -'$ 4861708 $ -
Computer Software and Hardware 3 83,296,734 64,410,038 18,886,696 14,574,172
Computer Software and Hardware 5 790,911 790,911 - -
Equipment 5 35,369,928 23,571,631 11,798,297 4,740,699
Motor Vehicles 5 10,278,797 1,434,435 8,844,362 998,780
Furnishings and Other Equipment 10 1,738,469 1,583,817 154,652 61,829
Assets Under Capital Lease 10 3,234,787 646,956 2,587,831 323,479
L easehold I mprovements 10 7,934,730 2,389,244 5,545,486 712,617
Total $ 147506064 | $ 94827032 $ 52679032 $ 21411576

Property and equipment as of December 31, 2004 and the related depreciation and amortization expense are:

2004 Service.  Estimated Accumulated Amortization/
Classes of Property and Equipment Life | Acquisition | Amortization/ = Estimated Net | Depreciation
(Years) Value Depreciation | Book Value Expense
Work in Process N/A | $ 15503938 $ -|'$ 15503938 $ -
Computer Software and Hardware 3 76,546,471 53,822,860 22,723,611 11,001,914
Computer Software and Hardware 5 790,911 790,911 - -
Equipment 5 32,684,266 20,753,069 11,931,197 4,381,753
Motor Vehicles 5 - - - -
Furnishings and Other Equipment 10 2,542,630 2,354,550 188,080 59,472
Assets Under Capital Lease 10 3,234,787 323,479 2,911,308 323,479
L easehold I mprovements 10 6,981,852 1,676,628 5,305,224 698,185
Total $ 138284855 | $ 79,721,497 $ 58563358 $ 16,464,803
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NOTE 8 - LEASE COMMITMENTS

Capital Leases

The House entersinto leases, which are structured such that
their terms effectively finance the purchase of theitem. Such
leases convey the benefits and risks of ownership and are
classified as capital leases, if the net present value of the
future minimum lease payments due at lease inception meets
House capitalization criteria. Itemsacquired by capital leases
are recorded as House assets. The asset and corresponding
liability are recorded at the net present value of the future
minimum lease payments due at lease inception. Assets under
capital leases consist solely of building structures.

Future Capitd L ease Payments Due as of December 31, 2005:

Y ear

2006 $ 422,998
2007 422,998
2008 422,998
2009 422,998
2010 422,998
Thereafter 1,268,995
Total Future Capital Lease Payments $3,383,985
Less: Imputed Interest (685,248)
Net Capital Lease Liabilities $2,698,737
Unfunded Liability $2,698,737

Operating L eases

TheHouse entersinto various operating leasesfor temporary
usage of office space, vehicles, hardware, and software.
Leases that convey the benefits and risks of ownership, but

NOTE 9- ACCOUNTS PAYABLE

Accounts Payable balances represent amounts owed for the
cost of goods and services received but not yet paid.
Accounts Payable also includes amounts owed to DOL for
unemployment compensation.

do not meet House capitalization criteriaare also recognized
as operating leases. Operating lease payments are recorded
asexpenses. Future operating lease paymentsare not accrued
asliabilities. Membersmay lease office spacein their districts
through GSA or may directly lease space from the private
sector. TheMembers Congressional Handbook statesthat a
Member cannot enter into a lease for office space beyond
his/her elected term. Members and officers also enter into
leases to rent vehicles for official business purposes. A
Member may lease a vehicle for a period that exceeds the
current congressional term, but the Member remains
personally responsiblefor thelease liabiluty if serviceto the
House concludes prior to lease termination. House
administration also leases hardware and software.

Future Operating L ease Payments Due as of December 31,
2005:

Softwereand

Year Hardware Vehicles | Office Space Parking Total

2006 $ 187,032 $1011,069| $22804541| $6752 $24,060,164

2007 - - - - -
Thereafter - - - - -
Totd $ 187,03z $1011,06S $22804541 $57,522  $24,060,164

Leaseexpensefor officegpacewas$22,558,436 and $21,310,416
for the yearsended December 31, 2005 and 2004, respectively.
Leaseexpensefor vehicleswas$1,604,368 and $1,321,377 for
theyearsended December 31, 2005 and 2004, respectively.

Accounts Payable 2005 2004

Vendor Payables $ 45275586 $ 31,575,166

Unemployment Compensation 120,400 149,092
Totd $ 45305986 $ 31,724,258
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NOTE 10 - ACCRUED PAYROLL AND BENEFITS AND LEAVE

The accrued annual leave balances are calculated according to
Public Law 104-53, November 19, 1995, 109 Stat. 514 (i.e,, the
lesser of theemployee' smonthly pay or the monthly pay divided
by 30 days and multiplied by the number of days of accrued
leave). Sick and other types of paid leave are expensed asthey
are taken. Accrued payroll and benefits include salaries and
associated benefits earned in December 2005 and payable in
January 2006.

TheMembers and Committees Congressional Handbooks
allow officesto adopt personnel policiesthat provide for the
accrual of annual leave and use of such leave. Leadership
offices have also adopted similar policies. While leave is
tracked from one pay period to the next, a consistent policy
has not been formally adopted by these entities regarding
the accrual and payment of leavetime. Therefore, an accrued

NOTE 11 - DEFERRED CREDITS

The Housereceived paymentsin advance of receipt of shared
services from the Library of Congress, the Senate and the
Department of State. The deferred credit balance as of

leave liability for Members, Committees, and Leadership
offices is estimated on the financial statements. Accrued
annual leave and accrued payroll and benefits as of December
31, 2005 and 2004 were:

Acrued Leave Payrdl and Bendits

and Warkers Compensation 2005 2004
Funded

Accrued Payroll and Bendfits $ 780286 |$ 7580309
Unfunded

Accrued Annud Leave 7810964 6,739,723
Accrued Workers Compensation 2394423 2086,69
Totd Unfunded $ 1026387 $ 87642

December 31, 2005 and 2004 were $4,009,194 and $2,392,917,
respectively.

NOTE 12 - UNFUNDED WORKERS' COMPENSATION ACTUARIAL LIABILITY

The Federal Employees Compensation Act (FECA) provides
income and medical cost protectionto covered Federa civilian
employeesinjured on the job, employeeswho haveincurred
a work-related occupational disease, and beneficiaries of
employeeswhose deathisattributable to ajob-related injury
or occupational disease. Claims incurred for the benefit of
House employees under FECA are administered by DOL,
which paystheinitial claim and obtains reimbursement from
the House. The unfunded workers' compensation actuarial
liability isan estimate based on actuarial calculationsusing

historical payment patterns to predict what costs will be
incurred in the future. The liability is adjusted annually by
applying actuarial procedures. Any upward or downward
adjustment to the liability is recorded as an annual increase
or decreaseto benefits expense. In 2005, the actuarial liability
was calculated by the House based on a model developed
by DOL. The projected Unfunded Workers Compensation
Actuarial Liabilitiesasof December 31, 2005 and 2004 were
$18,225,352 and $18,537,652 , respectively.
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NOTE 13 - NET POSITION

The components of Net Position are:

¢ Unexpended Appropriations- Appropriationsare
not considered expended until goods have been
received or services have been rendered.

¢ Tota Cumulative Results of Operations:

Cumulative Results of Operations - The net
difference between expenses and revenue and
financing sourcesincluding appropriations,
revenues from operations and imputed financing
Sources.

Invested Capital - Funds used to finance capital
assets such as computer hardware and software,
vehicles, equipment, and inventory.

Future Funding Requirements - Known liabilities
to be funded by future appropriations for
accrued Annual Leave and Workers
Compensation.

Unexpended appropriations cancel at the end of the second
fiscal year following the year in which appropriated. As
required by law, these funds must be returned to the U.S.
Treasury general account. Funds that were canceled and
returned to the U.S. Treasury during calendar years 2005
and 2004 are:

Appropriations 2005 2004

2003 $ 7753623 $ -

2002 - 5,706,603
Total $ 7753623 $ 5,706,603

Net Position as of December 31, 2005 and 2004 for Appropriated Funds and Revolving Funds, including the House
Recording Studio, Net Expenses of Equipment, Page School, Restaurant, House Services, Barber and Beauty Shops, and
Office Supply Servicerevolving funds are shown in the following table:

Net Position Net Position
Net Position December 31, 2005 December 31, 2004
Totals Totals

Unexpended Appropriations
Cumulative Results of Operations:

Cumulative Results of Operations $16,807,571
Invested Capital 50,998,972
Future Funding Requirements 28,430,738

Tota Cumulative Results of Operations
Total Net Position

Changesin net position may include prior period adjustments,
excesses or shortages of revenue and financing sources
over expenses, and non-operating changes, such as
investments in capital assets and inventory. Increases (or
decreases) in non-operating changes result when amounts
invested in capital assets and inventory exceed (or areless
than) the amounts of liabilities to be funded by future

$ 1,056,707,686 $ 1,010,204,361

$15,964,547
56,868,739
27,334,074
39,375,805 45,499,212
$ 1,096,083,491 $ 1,055,703573

appropriations. The increase in Cumulative Results of
Operationsis primarily the result of purchases of Property,
Plant and Equipment.

The Net Position table above reflects an additional cumulative
results of operationsline which further disaggregates activity
other than invested capital or future funding requirements.
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NOTE 14 - REVOLVING FUNDS, INTEROFFICE SALES, AND TRANSFERS

Some House entitiestransfer coststo Members, Committees,
and other House offices for goods and services provided.
These entitiesare primarily:

* House Support Services, which transfers costs of
equipment to the Members and Committees,

e House Information Resources, which transfers
telecommunication charges, and

e Office Supply Service, whichtransfersoffice supply
purchases and flag sales.

Some House business-like entities operate as revolving
funds. A revolving fund is a budgetary structure
established by statute that authorizes certain government
agencies to collect user fees or revenue to finance
operating expenses. In 2005, the House operated
revolving fund type activities for the House Recording
Studio, Net Expenses of Equipment, Page School, Office
Supply Service, Child Care Center, House Services,
Restaurant, and Beauty and Barber Shops.

NOTE 15 - APPROPRIATIONS TO COVER EXPENSES

Appropriations Received include current and prior year
funds necessary to finance House operating expenses such
aspersonnel and benefits costs, contract services, and travel
expenses. The House recognizes appropriations to cover
expensesinthe same period in which the associated expense
isincurred. Appropriationsto cover investmentsin capital

NOTE 16 -BENEFITS

House Members and employees are covered by either the
Civil Service Retirement System (CSRS) or the Federal
Employees Retirement System (FERS). Both Membersand
employees are eligible for retirement benefits under CSRS
or FERS. A CSRS basic annuity, unreduced for age, debtsto
the fund, or survivor’s benefits, is calculated by multiplying
the highest 3 consecutive years average salary by a
percentage factor which is based on the length of Federal
service. However, Members benefitsare different fromthose
of employees. For example, aMember covered by CSRSis
eligibleto receive unreduced retirement benefitsat age 60 if
he or she has 10 years of Member service. An employeeis
eligible to receive reduced benefits at age 50 with 20 years
of service or at any age with 25 years of service. The FERS
basic benefit plan provides the same benefits for either
Members or employees.

assets and inventory are recognized in the same period in
which they arereceived.

AppropriationsYet ToBeReceived consist of expensesthat
are incurred in the current period, but will be funded by
future appropriations. Such amounts include accrued
actuarial liahilities, annual leave and workers' compensation
expenses.

CSRS employees contribute a portion of their earnings to
the Civil Service Retirement Fund. The House also
contributes an amount to this fund. FERS employees, in
addition to paying Social Security, contribute a portion of
their base earningsto the FERS retirement fund. The House
also contributes an amount toward the FERS retirement and
Social Security funds.

Both FERS and CSRS employees can contribute to the Thrift
SavingsPlan (TSP). Effective July 2001, both FERS and CSRS
employees TSP contribution limits increase by one percent
each year for five yearsto amaximum of 15% and 10% of the
base pay of FERS and CSRS employees respectively, but not
to exceed the RS limit.
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FERS employeesaso receive an automatic one percent House-
paid contribution, as well as an additional House matching
TSP contribution up to five percent of their basic pay. CSRS
employee contributionsto TSP do not receive matching House
contributions. FERS employees could receive benefits from
FERS, the Social Security System, and TSP. CSRS employees
could receive benefitsfrom CSRSand TSP

Membe and Enployee Bxpensss 2005 2004
Retiramat Fan Cortributions $ 126511042 $ 118336600
Fedrd Enployeeand Velarars Bendlits 53798438 51565035
Sadd Sounity 24,180820 42192147
Heglth Ireurance 40406925 37580913
Sudat LoanFinessCata Pogars 8171831 7,334,082
Unenployment and Workers Conperegtion 2500904 1512819
Amud Leae 1,071,241 666,697
Detth Berdits 1,003,031 948429
Trarst Berdits 1642416 1,389,806
Lifelnaurance 1,028270 97634
Workers Comparsstion Aduarial Adusiment (312300) 1573327
Totd $ 20020618 $ 26407108

Benefits costs for the past 3 years have averaged
approximately $262 million per year.

Federal-employing entitiesrecognize their share of the cost
of providing future pension benefits to eligible employees
at the time the employees’ services are rendered. This cost
is included in Federal Employee and Veterans Benefits
expense. The pension expense recognized in the Statement
of Operations is the current service cost for House
employees less the amount contributed by the employee.

NOTE 17 - EMERGENCY PREPAREDNESS

The House continues to develop contingency plans to
ensurethe continuation of all House Operationsinthe event
of an emergency evacuation.

NOTE 18 - CONTINGENCIES

The Houseis currently involved in alawsuit, the probable
outcome of which is unfavorable. The precise amount is

The measurement of the service cost requires the use of
actuarial cost methods and assumptions, with the factors
applied by the House provided by the Office of Personnel
Management (OPM), the federal agency that administers
the plan. The excess of the recognized pension expense
over the amount contributed by the House represents the
amount being financed directly through the Civil Service
Retirement and Disability Fund administered by OPM.

The House does not receive an appropriation to fund this
expense. Therefore, this portion of the pension expenseis
considered an imputed financing source to the House, and
is included in the Imputed Financing Sources on the
Statement of Operations. Thisamount was $12,458,987 in
2005 and $16,092,978in 2004.

Federal-employing entities also recognize a current period
expensefor thefuture cost of post-retirement health benefits
and life insurance for its employees while they are still
employed. This cost isincluded in Federal Employee and
Veterans Benefits expensein the Statement of Operations.
Employees and the House do not currently make
contributions to fund these future benefits, and the House
does not receive an appropriation to fund this expense.
Therefore, this portion of the post-retirement health benefits
and lifeinsuranceis considered an imputed financing source
totheHouse, and is included in |mputed Financing Sources
on the Statement of Operations. This amount was
$41,339,451in2005 and $35,457,377in 2004.

Federal Endoyeeand Veerans Benefits
(Imputed Finanang Souroce) 2005 2004

$41,239133 | $ 35,362,210
12458987 16092978
100318 95,167

Curat Savice Cod - Fedard Enyloyess Hedth Berdits
Curat Srvice Cod - Fedard Pansiors
Curat Savice Cod - Fedard Enployees Goup Life lnarance

Totd $ 53798438 $ 51560356

Approximately $24.9 million and $28.8 million were expended
in 2005 and 2004, respectively.

unknown based on the best information available as of the
reporting date.
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U.S. House of Representatives
Organization and Composition of
Consolidating Financial Statements

Members
Representatives, Delegates and Resident
Commissioner
Members' Allowances and Expenses

Committees
Committeeon Agriculture
Committee on Appropriations
Committeeon Armed Services
Committee onthe Budget
Committee on Education and the Workforce
Committee on Energy and Commerce
Committee on Financial Services
Committee on Government Reform
Committee on Homeland Security
Committee on House Administration
Committee on International Relations

Committeeto Investigate the Preparation for and

Response to Hurricane Katrina
Committee onthe Judiciary
Committee on Resources
Committee on Rules
Committee on Science
Committee on Small Business
Committee on Standards of Official Conduct

Committee on Transportation and I nfrastructure

Committeeon Veterans' Affairs
Committee on Ways and Means
Permanent Select Committee on Intelligence

Leadership Offices
Office of the Speaker
Office of the Majority Leader
House Majority Whip
Office of the Democratic Leader
Democratiac Whip
House Republican Conference
House Republican Policy Committee
Democratic Caucus

Officers and Legislative Offices
Office of the Clerk
ImmedaeOffice
Officed Higory and Rresarvtion
Offi ced House Employment Counsd
HousePage Frayam

L egidative Computer Systems
Office of Legidative Operations
L egidative Resource Center
Official Reporters

Office of Publication Services
Capitol Service Groups

Office of the Sergeant at Arms

Immediate Office

Chamber Security

Capitol Guide Service and Congressional Special
Services Office

House Garages and Parking Security

Chief Administrative Officer (CAO)

Immediate Office

PressGallery

Periodical PressGallery

Radio/TV Correspondents Gallery
CAO BusinessImprovement Team

House Information Resources
Client Services Group
Communications Group
Information Management

Office of Human Resources
Office of Employee Assistance
ADA Services
Office of Personnel and Benefits
Child Care
Office of Administration
Outplacement Services
Office of Training

Payroll
Office of Member Services

House Support Services (HSS)
Contractor Management
Furniture Support Services
House Office Service Center
First Call Customer Service Center
House Gift Shop
Mail List/Processing/ Mass Mail
Office Supply Service
Office Services
Specia Events
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House Recording Studio

Operations Support Center
Acquisition and Account Management
Central Receiving/Warehouse
Logisticsand Distribution

Vendor Management

Production Management

Photography

Office of Finance and Procurement
Accounting
Budget
Financial Counseling
Financial Systems
Procurement

Revolving Funds
Child Care Center
House Services

House Recording Studio
Page School Revolving Fund

Office of the Chaplain

Office of Interparliamentary Affairs

Parliamentarian
Office of the Parliamentarian
Compilation of Precedents

Office of the Law Revision Counsel

Office of the Legidlative Counsel

Office of the General Counsel

Office of Inspector General

Office of Emergency Planning, Preparedness and
Operations

Office of House Historian

Technical Assistants to the Attending Physician

Congressional Executive Commission onthe
People’'s Republic of China

Commission on Security and Cooperation in Europe

House Beauty Shop
House Barber Shop Joint Functions
Hou_se Restaurant Office of the Attending Physician
Stationery Joint Committee on Taxation
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U.S. House of Representatives
Consolidating Statement of Financial Position
as of December 31, 2005

Members Committees
ASSETS
Fund Balance with U.S. Treasury $ 506764522 $ 116,223325
Cash 0 0
Fund Balance with U.S. Treasury and Cash 506,764,522 116,223,325
Accounts Receivable, Net 441,254 56,968
Interoffice Receivable 59,555 0
Advances and Prepayments 3,106,944 606,300
Inventory 0 0
Property and Equipment, Net 380,630 3,321,144
Total Assets $ 510,752,905 $ 120,207,737
LIABILITIESAND NET POSITION
Accounts Payable $ 15766497 $ 1,140,803
Interoffice Payable 1,508,670 146,864
Capital Lease Liabilities 0 0
Accrued Funded Payroll and Benefits 7,803,307 9,230
Accrued Unfunded Annual Leave and
Workers Compensation 4,738,801 1,471,390
Deferred Credits 0 0
Unfunded Workers' Compensation
Actuarial Liability 0 0
Other Liahilities 0 0
Tota Liabilities 29,817,275 2,768,287
Unexpended Appropriations 485,322,151 115,609,201
Cumulative Results of Operations (4,386,521) 1,830,249
Total Net Position 480,935,630 117,439,450
Total Liabilitiesand Net Position $ 510,752,905 $ 120,207,737
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Officersand
Leader ship Legislative

Offices Offices Joint Functions Eliminations Combined
$ 18,102,380 $ 470,841,893 $ 10,131,176 $ 0 $ 1,122,063,296
0 9,091 0 0 9,091
18,102,380 470,850,984 10,131,176 0 1,122,072,387
21,633 92,443 368 0 612,666
0 1,801,213 0 (1,860,768) 0
122,270 4,310,593 162,808 0 8,308,915
0 951,865 0 0 951,865
304,077 47,582,077 1,185,342 0 52,773,270
$ 18,550,360 $ 525,589,175 $ 11,479,694 $ (1,860,768) $ 1,184,719,103
$ 115,403 $ 28,329,343 $ 43,940 $ 0 $ 45,395,986
51,078 146,510 7,646 (1,860,768) 0
0 1,242,379 0 0 1,242,379
1,192 6,021 535 0 7,820,285
188,630 3,765,763 40,803 0 10,205,387
0 4,009,194 0 0 4,009,194
0 18,225,352 0 0 18,225,352
0 294,159 0 0 294,159
356,303 56,018,721 92,924 (1,860,768) 87,192,742
18,078,610 427,526,427 10,130,381 0 1,056,666, 770
115,447 42,044,027 1,256,389 0 40,859,591
18,194,057 469,570,454 11,386,770 1,097,526,361
$ 18,550,360 $ 525,589,175 $ 11,479,694 $ (1,860,768) $ 1,184,719,103
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U.S. House of Representatives
Consolidating Statement of Operations
for the Year Ended December 31, 2005

Members Committees
REVENUE AND FINANCING SOURCES
Revenue from Operations
Sales of Goods $ 0o $ 0
Sales of Servicesto Federal Entities 0 0
Sales of Servicesto the Public 0 0
Interoffice Sales 0 0
Other Revenue 0 0
Total Revenue from Operations 0 0
Financing Sources
Appropriationsto Cover Expenses:
Appropriations Received 755,611,533 190,757,443
Appropriations Yet To Be Received 1,763,477 557,935
Imputed Financing Source 34,733,507 10,364,889
Total Revenue and Financing Sources $ 792108517 $ 201,680,267
EXPENSES
Personnel Compensation $ 452,121,000 $ 123717485
Benefits 185,133,186 51,801,812
Postage and Delivery 23,224,468 23,663
Repairs and Maintenance 25,164,219 4,402,193
Depreciation and Amortization 400,221 1,507,263
Rent, Utilities, and Communications 24,399,128 75,019
Telecommunications 14,401,949 1,603,977
Supplies and Materials 9,572,276 1,379,694
Travel and Transportation 22,367,323 9,363,769
Contract, Consulting, and Other Services 8,533,845 6,294,860
Printing and Reproduction 18,688,837 130,900
Subscriptions and Publications 8,079,356 1,268,458
Cost of Goods Sold 0 0
(Gain)/Loss on Disposal of Assets 22,700 111,174
Bad Debts 0 0
Interest on Capital Leases 0 0
Total Expenses $ 792108517 $ 201,680,267
Excess (Shortage) of Revenue and
Financing Sources over Total Expenses $ 0 $ Q
CHANGE IN NET POSITION
Net Position, Beginning Balance $ 456,256,071 $ 110,397,423
Adjustments 0 0
Net Position, Beginning Balance 456,256,071 110,397,423
Bxcess (Shortage) of Revenue and Financing
Sources over Total Expenses 0 0
Plus (Minus) Non-Operating Changes 24,679,559 7,042,027
Net Position, Ending Balance $ 480935630 $ 117,439,450
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Officersand
Leader ship Legislative

Offices Offices Joint Functions Eliminations Combined
$ 0 $ 3,008,449 $ 0 $ 0 $ 3,008,449
0 6,226,875 0 0 6,226,875
0 658,314 111,849 0 770,163
0 32,882,759 0 (32,882,759) 0
0 610,756 0 0 610,756
0 43,387,153 111,849 (32,882,759) 10,616,243
26,249,544 218,214,694 13,244,576 0 1,204,077,790
122,479 (70,980) 32,927 0 2,405,838
1,338,105 6,761,801 600,136 0 53,798,438
$ 27,710,128 $ 268,292,668 $ 13,989,488 $ (32,882,759) $ 1,270,898,309
$ 15,965,121 $ 80,709,160 $ 7,164,846 $ 0 $ 679,677,621
6,746,467 33,218,309 3,120,844 0 280,020,618
15,754 378,719 5,492 0 23,648,096
787,324 20,907,473 471,960 0 51,733,169
224,262 18,922,103 462,725 0 21,516,574
64,960 1,593,370 435 0 26,132,912
817,020 12,441,621 106,808 0 29,371,375
783,899 4,343,795 473,926 0 16,553,590
1,453,431 1,777,328 36,332 0 34,998,183
403,870 51,011,148 1,853,860 0 68,097,583
87,362 99,466 3,900 0 19,010,465
323,634 488,076 176,511 0 10,336,035
0 41,314,373 0 (32,882,759) 8,431,614
37,024 45,710 0 0 216,608
0 127,971 0 0 127,971
0 240,136 0 0 240,136
$ 27,710,128 267,618,758 $ 13,877,639 $ (32,882,759) $ 1,270,112550
$ 0 $ 673,91C $ 111,84¢ $ 0 $ 785,758
$ 17,089,291 $ 460,732,722 $ 11,028,066 $ 0 $ 1,055,503573
0 0 0 0 0
17,089,291 460,732,722 11,028,066 0 1,055,503,573
0 673,910 111,849 0 785,759
1,104,766 8,163,822 246,855 0 41,237,029
$ 18,194,057 $ 469,570,4A4 $ 11,386,77C $ 0 $ 1,097,526,361
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U.S. House of Representatives
Consolidating Statement of Cash Flows
for the Year Ended December 31, 2005

Members Committees
CASH FLOWSFROM OPERATING ACTIVITIES
Excess/(Deficiency) of Revenueand
Financing Sourcesover Expenses $ 0 $ 0
Adjugmentsaffecting Cash Flow
AppropriationsAffecting Cash (547,015,822) (144,901, 759)
(Increase)/Decreasein Accounts and Interoffice Receivable (425,615) (50,088)
(Increase)/Decreasein Advances and Prepayments 21,496 126,241
(Increase)/Decreasein Inventory 0 0
Increase/(Decrease) in Accounts and Interoffice Payable 6,893,365 (231,379)
Increase/(Decrease) in Cther Accrued Liabilities 1,145,485 330,133
(Gain)/L osson Digposal of Assets 22,700 111,174
Depreciation and Amortization 400,221 1,507,263
Net Cash Provi ded/(Used) by Operating Activities (538,958,170) (143,108,415)
CASH FLOWSFROM INVESTING ACTIVITIES
Purchase of Property and Equipment (97,010 (805,334)
Net Cash Provi ded/(Used) by Investing Activities (97,010) (805,334)
CASH FLOWSFROM FINANCING ACTIVITIES
Appropriations 557,995,569 149,057,836
FundsReturned to theU.S. Treasury (1,574,030) (617,164)
Appropriated FundsAllocated 15,166,789 3,195,175
Principal Payment on Capital LeaseLiabilities 0 0
Net Cash Provi ded/(Used) by Financing Activities 571,588,328 151,635,847
Net Cash Provided/(Used) by Operating,
Investing, and Financing Activities 32,533,148 7,722,098
Fund Balance with U.S. Treasury and Cash, Beginning 474,231,374 108,501,227
Fund Balance with U.S. Treasury and Cadh, Ending $ 506764522 $ 116,223325
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Officersand
L eader ship L egislative
Offices Offices Joint Functions Eliminations Combined

$ 0 $ 673,910 $ 111,849 0 $ 785,759
(32,716,748) (350,621,166) (11,164,199) 0 (1,086,419,694)
(11,964) 315,192 (223 (204,645) (377,343)
(25,544) 580,963 (67,191) 0 635,965

0 397,796 0 0 397,796

(138,810) 6,950,702 (6,795) 204,645 13,671,728
90,535 (146,965) 18,742 0 1,437,930

37,024 45,710 0 0 216,608
224,262 18,922,103 462,725 0 21,516,574
(32,541,245) (322,881,755) (10,645,092) 0 (1,048,134,677)
(95,020) (14,271,865) (536,897) 0 (15,806,126)
(95,020) (14,271,865) (536,897) 0 (15,806,126)
18,666,118 398,472,933 10,880,922 0 1,135,073,378
(902,882) (4,199,469) (460,078) 0 (7,753,623)
16,013,028 (35,104,202) 729,210 0 0
0 (74,902) 0 0 (74,902)

33,776,264 359,094,360 11,150,054 0 1,127,244,853
1,139,999 21,940,740 (31,935) 0 63,304,050
16,962,381 448,910,244 10,163,111 0 1,058,768,337

$ 18,102,380 $ 470,850,984 $ 10,131,176 0 $ 1,122,072,387
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| NDEPENDENT AUDITOR’S REPORT ON
ComPLIANCE WITH L Aws AND REGULATIONS

To the Inspector General
U.S. House of Representatives

Cotton & Company LLP has audited the financial statements for the U.S. House of Representatives (House)
as of December 31, 2005 and for the year ended, and have issued our reports thereon dated May 15, 2006.
We conducted our audit in accordance with auditing standards generally accepted in the United States of
America and standards applicable to financial audits contained in Government Auditing Standards, issued by
the Comptroller Genera of the United States.

Compliance with laws, rules, and regulations is the responsibility of the Members and administrative
management of the House. As part of obtaining reasonable assurance about whether the House's financial
statements are free of material misstatement, we performed tests of its compliance with certain provisions of
laws and House rules and regulations, noncompliance with which could have a direct and material effect on
the determination of financial statement amounts. Providing an opinion on compliance with those provisions
was not, however, an objective of our audit and, accordingly, we do not express such an opinion. The results
of our tests disclosed no instances of noncompliance that are required to be reported under Government
Auditing Standards.

Compliance with laws, rules, and regulations for the House is significantly different than for Executive
Branch departments and agencies. First, many of the laws that apply to the Executive Branch, such as the
Federal Managers Financial Integrity Act of 1982, Government Management Reform Act of 1994, and
Chief Financial Officers Act of 1990, do not apply to the House. Second, Executive Branch departments
and agencies are subject to regulations that implement their authorizing statutes and to regulations imposed
by other agencies, such as the Office of Management and Budget and the Office of Personnel
Management. The House is subject to specific laws and its own rules and to regulations contained in its
Members' Congressional Handbook and Committees Congressional Handbook.

The sole, official purpose of this report is for informational use by Members of the U.S. House of

Representatives, Office of the Chief Administrative Officer, and Office of Inspector General. It is not
intended to be, and should not be, used by anyone other than these specified parties in an officia capacity.

CottoN & Company LLP

Matthew H. Johnson, CPA
Partner

May 15, 2006
Alexandria, Virginia
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Cottono o o
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| NDEPENDENT AUDITOR’S REPORT ON I NTERNAL CONTROL

To The Inspector Genera
U.S. House of Representatives

Cotton & Company LLP has examined the effectiveness of U.S. House of Representatives internal control
over financial reporting as of December 31, 2005, based on Sandards for Internal Control in the Federal
Government, issued by the Comptroller General of the United States. House management is responsible for
maintaining effective internal control over financial reporting. Our responsibility isto express an opinion on the
effectiveness of internal control based on our examination.

We conducted our examination in accordance with attestation standards established by the American Institute
of Certified Public Accountants (AICPA) and Government Auditing Standards, issued by the Comptroller
Generd of the United States, and, accordingly, obtained an understanding of internal control over financial
reporting; tested and evaluated design and operating effectiveness of the internal control; and performed such
other procedures as considered necessary in the circumstances. We believe that our examination provides a
reasonable basis for our opinion.

Because of inherent limitations in any internal control, misstatements due to error or fraud may occur and not
be detected. Also, projections of any evaluation of internal control over financial reporting to future periods
are subject to the risk that internal control may become inadequate as the result of changes in conditions, or
that the degree of compliance with policies or procedures may deteriorate.

In our opinion, the House of Representatives maintained, in all material respects, effective internal control
over financial reporting as of December 31, 2005, based on Sandards for Internal Control in the Federal
Government.

We did note certain matters involving internal control and its operations that we consider reportable conditions
under standards issued by AICPA. Reportable conditions are matters coming to our attention related to
significant deficiencies in the design or operation of internal control that, in our judgment, could adversely
affect the House's ahility to record, process, summarize, and report financial data consistent with
management assertions in the financial statements. These conditions are:

? Weaknesses in the financial information system reduced the integrity of financial data and
reporting.
? The financial reporting internal control framework was inadequate.

Material weaknesses are reportable conditions in which the design or operation of one or more of the internal
control components does not reduce to arelatively low level the risk that misstatements in an amount that
would be material in relation to the financial statement being audited may occur and not be detected within a
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timely period by employees in the normal course of performing their assigned functions. We consider neither
of these reportable conditions to be a material weakness. Additional details on the reportable conditions shown
above are attached to this report.

The sole, official purpose of this report is for informational use by Members of the U.S. House of
Representatives, Office of the Chief Administrative Officer, and Office of Inspector General. It is not

intended to be, and should not be, used by anyone other than these specified parties in an officia capasity.
Thisreport is however, available to the public for informational purposes only.

CottoN & Company LLP

Mathew H. Johnson, CPA, CISA, CGFM

May 15, 2006
Alexandria, Virginia
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StaTusoF | NTERNAL CoNTROL WEAKNESSES
CALENDAR YEAR 2005 FINANCIAL STATEMENT AUDIT

Cotton & Company L L P assessed the status of weaknessesidentified inthe Calendar Year (CY') 2004

I ndependent Auditor’sReport on Internal Control. Implementation of the new, non-member payroll system,
Paylinks, has successfully addressed alongstanding audit recommendation that the payroll system needsto
be replaced. While the House continuesto make progresstoward implementing recommendationsfor other
conditions, weaknesses till exist, and we recommend that the Chief Administrative Officer (CAO) continue
to implement past recommendations.

Our criteriafor assessing control weaknesses are provided below along with asummary statusof control
weaknesses and detailed descriptions of these weaknesses.

CRITERIA

In determining the status of new and existing interna control weaknesses, we applied thefollowing criteria

Substantial Progress New financial system and/or new policies and procedures put in place substantially
address the more significant recommendations made in the prior audit.

Some Progress New financial system and/or new policies and procedures put in place partially address
the more significant recommendations made in the prior audit.

Limited Progress Steps taken to address | ess significant recommendations; more significant
recommendations addressed only with proposals or remain open.

New Condition Newly identified weakness.

We based our assessment of the statusof prior recommendationson areview of the House' s progresstoward
implementation. Thefollowing criteriawere used to assessthat progress:

Closed The House fully implemented recommended corrective actions, or changesin House
operations remedied or eliminated the need for recommended corrective action.

Substantial Progress The House has substantially addressed the more significant aspects of the
recommendation.

Some Progress The House has partially addressed the more significant aspects of the recommendation.
Limited Progress The House has made progress on the less significant aspects of the recommendation.
Not Started The House has taken no action to implement the recommendation.
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SUMMARY STATUSOF INTERNAL CONTROL WEAKNESSES

Thefollowing matrix providesasummary of new and existing internal control weaknesses:

Status as of April 28, 2006
Substantial Some Limited New

Weakness Progress Progress Progress Condition
1 Wesaknessesin the financial information system

reduced the integrity of financial data and X

reporting.

(Reportable Condition)
2 Thefinancial reporting internal control

framework was inadequate. X

(Reportable Condition)

STATUSOF PRIOR-YEAR RECOMMENDATIONS

With theimplementation of Paylinksin CY 2005, we removed the prior-year reportable condition pertaining
to replacement of the non-member payroll system. One other recommendationis, however, ill not fully
resolved. We recommend that the Chief Administrative Officer:

Recommendation

Status of Recommendation

M anagement Response

05-HOC-07, 1.2

Develop a proposal, for Committee on
House Administration approval,
which corrects the payroll inefficiency
of preparing and processing
supplemental payroll.

Limited Progress

The CAO and CHA are researching
alternative procedures which will
minimize the number of supplemental
monthly payroll payments.

CONCURE

The CAO concurs with this
recommendation which corrects the
payroll inefficiency in preparing and
processing supplemental payroll. The
CAO will work together with the OIG
and OIG contract support to help
analyze the various pay cycle options
and their impact on reports and other
payroll-related processes. The OIG
support isintended to provide valuable
advisory support to the CAO. Based on
the findings, the CAO will develop a
proposal to correct the payroll
inefficiency in preparing and processing
supplemental payroll. The CAO
intends to develop the proposal by
April 30, 2007.

Thefollowing prior-year recommendationswere closed when changesin House operationsremedied the

associated underlying weaknesses:
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05-HOC-07,1.1

Replace the non-member payroll and Human Resources systems.

05-HOC-07, 1.3

Develop adeguate controls to manage and account for annual and sick leave for applicable employees.
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DISCUSSION OF INTERNAL CONTROL WEAKNESSES

Weakness 1: Weaknesses in the financial information system reduced the integrity of financial
dataand reporting.

Summary Status: ReportableCondition
Prior Condition
Limited Progress

Aspart of the CY 2005 financia statement audit, wereviewed physical, logical, and management controls
over CAO information systemsthat process and report information on the annual financial statements. We
reviewed controls used to secure and safeguard financial information traveling over the CAO network and
residing on Housefinancid systems. Our audit waslimited to the CAO portion of the House network (generd
support system) and related financid information systems.

Werelied uponindustry best practices, such as Control Objectivesfor Information and Related Technology
(CohiT) and the Center for Internet Security (CIS), for review criteria. CobiT providesaframework to help
meet multiple needs of management by bridging gaps among businessrisks, control needs, and technical
issues. It providesaframework of generdly accepted information system management and automated control
practicesand proceduresthat can be applied acrossavariety of domainsand systems. The CobiT missionis
to research, develop, publicize, and promote an authoritative, up-to-date, internationa set of generdly accepted
informationtechnology (1T) control objectivesfor daily use by busnessmanagersand auditors. The CAO has
accepted CobiT asan authoritative sourceof I T control and guidance.

In conducting our review, we examined internal control over I T for both the general support systemand
individual financial applications using Federal | nformation System Controls Audit Manual (FISCAM), an
accepted I T audit methodology developed by the Government Accountability Office (GAO). We examined
controlsinthefollowing Six aress.

? Entity-wide security program planning and management controlsto provideaframework and
continuing cycle of activity for managing risk, developing security policies, assgning responsibilities,
and monitoring the adequacy of computer-related controls.

? Accesscontrolsto limit or detect accessto computer resources (data, program, equipment, and
facilities), thereby protecting these resources against unauthorized modification, loss, and disclosure.

? System softwar e controlsto limit and monitor accessto powerful programsand sensitivefilesthat
control computer hardware and secure applications supported by the system.

?  Service continuity controlsto ensurethat when unexpected eventsoccur, critical operationscontinue
without interruption or are promptly resumed, and critical and sensitive data are protected from
destruction.

Cotton & Company LLP Page 48



Report No. 06-HOC-08
Independent Auditor’s Report on Internal Control December 14, 2006

? Application softwar e development and program change contr olsto prevent implementation of
unauthorized programs or modificationsto existing programs.

?  Segregation-of-duty controlsto providepolicies, procedures, and organizationa structureto prevent
oneindividua from controlling key aspects of computer-related operations and thereby conducting
unauthorized actions or gaining unauthorized accessto assetsor records. These controls must be
applied within an application and at the mainframe and network systemlevel.

Thefinancid and related information systemsincluded in our audit are below:

Federa Financia System (FFS)

Procurement Desktop (PD)

Fixed Asset and I nventory Management System (FAIMS)
Lawson Financia (Paylinks)

House CAO Network

NN ) ) N

We also reviewed management actionsto address prior-year recommendations. Although CAO made some
progressin addressing prior-year weaknesses, 14 of 16 recommendationsremain open.

Our audit identified weaknessesin all FI SCAM control areas. Although none of theweaknessesdiscussed in
thisreport by itself representsareportable condition, they collectively comprise areportable condition.

Weaknesses in each of the six FISCAM areas are discussed below.

Entity-Wide Security Program Planning and M anagement

CAO'sinformation system security program policies and procedures covering its network and financial
applications need improvement. We identified the following entity-wide weaknesses during our CY 2005
audit:

1 Security AwarenessTraining

Inour CY 2004 financia statement audit report, we noted that CAO did not have asecurity awarenesstraining
programin placeto ensurethat al CAO personne received annud security awarenesstraining. \Werecommended
that the CAO:

Ensure full attendance at annual security awareness training by all CAO employees
and implement procedures to track attendance of the training program.

CAO implemented a security awarenesstraining program and took stepsto ensurethat personnel
attended training. It had not, however, instituted controlsto ensure that new CAO employeesand
contractorsattend security awarenesstraining before being granted network access.

House Information Security Policy (HISPOL) 002.0, General Information Security Guidelinesfor Protecting
Systems from Unauthorized Use, states:
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Offices must keep appropriate records to institute a process of security training that
usersmust compl ete before being granted accessto systems, and periodically thereafter.

In addition, CobiT DS7.3, Security Principlesand Awareness Training, states:

All personnd must betrained and educated in syssemsecurity principles, including periodic
updates with special focus on security awareness and incident handling.

We conducted teststo determine if new employees and contractors completed security awarenesstraining
before being granted network access. Our testing determined thefollowing:

? Asof thedate of testing, the House had hired 30 new employeesduring CY 2005. None of the 30
employeestested completed security awarenesstraining before being granted network access, as
required by HISPOL 002.

?  Of the30 new CAO employeestested, 8 had not completed security awarenesstraining as of December
31, 2005.

?  Of the22 new CAO employeeswho completed security awarenesstraining in CY 2005, training was
completed an average of 87 daysafter hire dates.

? CAOdid not require contractorsto take security awarenesstraining.
2. Certification and Accreditation

CAO had not developed and put in place aformal certification and accreditation process. Security certification
and accreditation areimportant activitiesthat support arisk management processand should beanintegra
part of anagency’sinformation security program. Our review of the draft Compliance Programdid not identify
policiesor proceduresthat would specifically support or address stepsin a certification and accreditation
process.

Thefour certification and accreditation phasesare:

? Initiation Phase. Thepurposeof thisphaseisto obtainauthorizing official and senior agency informetion
security officer agreement with the contents of the system security plan (SSP), including the system’s
documented security requirements, before the certification agent beginsthe assessment of security
controlsintheinformation system. Thisphase consstsof threetasks:

?  Preparation
?  Notificationand Resource I dentification
?  System Security Plan Analysis, Update, and Acceptance
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?

Security Certification Phase. The purpose of this phaseisto determine the extent to which
security controlsintheinformation sysemareimplemented correctly, operating asintended, and
producing the desired outcome with respect to meeting system security requirements. Thisphase
also addresses specific actionstaken or planned to correct security control deficienciesand reduce
or eliminate known vulnerabilitiesinthe information system.

Upon successful completion of thisphase, the authorizing official will havetheinformation needed
fromthe security certificationto determinerisk to agency operations, assets, and individuas—and
thus, will be ableto render an appropriate security accreditation decison for theinformation system.
Thisphase consstsof two tasks:

?  Security Control Assessment
?  Security Certification Documentation

Security Accreditation Phase. The purpose of thisphaseisto determineif remaining known
vulnerabilitiesin theinformation system pose an acceptable level of risk to agency operations,
agency assets, or individuals. Upon successful completion of thisphase, theinformation system
owner will have:

?  Authorizationto operate theinformation system;
? Interimauthorizationto operate theinformation system under specific termsand conditions; or
? Denid of authorizationto operatetheinformation system.

Thisphase consstsof two tasks:

?  Security Accreditation Decison
?  Security Accreditation Documentation

Continuous M onitoring Phase. The purpose of this phaseisto provide ongoing oversight and
monitoring of security controlsin theinformation systemand informthe authorizing officiad when
changes occur that may impact system security. Thisphase conssts of threetasks:

?  Configuration Management and Control
?  Security Control Monitoring
?  StatusReporting and Documentation

Completing security accreditation ensuresthat an information systemwill be operated with appropriate
management review, have ongoing monitoring of security controls, and be reaccredited in accordance with
policy. House policy requiresrisk assessmentsevery 2 yearsor when mgjor changes occur to asystem.

Activitieswithinthefour phasesinclude:

?  Conducting system-leve risk assessmentsto identify necessary operationd, physical, and logica

systemcontrols.

Cotton & Company LLP Page 51



Report No. 06-HOC-08

Independent Auditor’s Report on Internal Control December 14, 2006
?  Agreeing oninformation documented in SSPs.
?  Conducting security control assessmentsto determineif documented security controlsare operating
asintended.
? Mitigating identified weaknesses,
?

Updating SSPsaccordingly.

Finally, the certification and accreditation processrequiresthat management approvethe sysemfor
operationin production by sgning certification and accreditation statements.

Weidentified the following weaknessesthat would be addressed with aformal security certification and
accreditation process.

o

System owners have not been specificaly identified and were not required to and did not sign off on
systems before they were placed into production. System owners have not beenidentified and
documented in SSPsfor Paylinks, Procurement Desktop, and the network.

CAO had not developed and documented a SSP for itsgeneral support system (network).

The Paylinks SSP was not developed and findlized before Paylinkswas placed into production. The
find SSPisdated December 1, 2005. Security requirements should have beenidentified during the
requirements-and-development phase of the Paylinksimplementation project and documented inthe
SSP. The Paylinks SSP aso did not includeall information required by House | nformation Security
Publication 24, Guidelinesfor Devel oping System Security Plans.”  Specificinformation missing
fromthe Paylinks SSPisidentified below:

? TheSystemIdentification section did not includetheleve of information sensttivity.

? The System I dentification section did not includetheindividua or officeresponsiblefor the
system.

)

The System Name section did not identify the system asamajor application.
?  TheGenera Description and Purpose section did not include the determination and description
of thecriticality of the system.

? Thelnformation Senstivity section did not describethe sensitivity of the syssemand the
information it processes. (If the systemisdesignated sengitive, thissection should also describe
the estimated magnitude of harmthat may result fromlossor unauthorized use of the syssemor
itsinformetion.)

?  TheAssgnment of Security Responsibility section did not document application security
responsibility. (House I nformation Resources (HIR) islisted with security responsibility;
however, HIR security isnot responsiblefor Paylinks application security.)
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? The SystemInterconnection section did not include sensitivity level of dataprocessed by
externa systems, short discussions of mgjor concernsor considerationsindetermining
interconnection, or name and title of authorizing management official(s) and date of
authorization.

?  TheRisk Assessment section did not provide the estimated completion date of aHuman
Resources Paylinksrisk assessment.

?  ThePanning for Security inthe Systems Development Life Cycle section did not outlinethe
structured process of planning adequate and cost-effective security protection for the system
throughout the system development lifecycle (SDLC).

?  TheProduction Input and Output Controls section did not document control mechanisms used
in processing, storing, and disposing of information media.

? The Software and Maintenance Controls Datal ntegrity/Validation Controls section did not
document how to manage emergency softwarefixes, software owner, and copyright
informetion.

? TheDocumentation section wasnot included to identify al completed system documentation
and physical locations of such documentation or identify system documentation not yet
completed along with estimated completion dates.

?  TheUser Identification and Authentication section did not include password change frequency
and the processfor authenticating UNIX accounts.

? ThelLogical AccessControlssectiondid not include policiesregulating how userscan delegate
access permissionsor make copies of filesor information accessibleto other usersand how
often Access Control Listsarereviewed to identify and remove userswho haveleft the
organization or whose dutiesno longer require system access.

? TheAudit Trail section described logging and monitoring eventsat the operating-systemleve,
but did not addresslogging and monitoring of application and database activitiesor describe
which activities should be logged and monitored on aregular basis.

0 Risk assessmentsor security audits (other than operating-system level) were not performed on
Paylinks beforeit was placed in production. Specifically, security auditswere not performed at the
database, application, and management levels.

0 Procurement Desktop, FAIMS, FFS, Paylinks, and the network have not been formally certified
and accredited.

HISPOL 002.1, Section 2.4, System Security Plan, states:
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Prior to authorization for connection to networks or operation of major applications,
each system's security policy and procedural rules should be devel oped and
documented. The security policy and procedural rules should be implemented, and
processes defined to monitor security to ensure reasonable and effective management
of the system and compliance with the system security plan.

HISPOL 003.0 states:

Audits are conducted on new systems prior to implementation and on existing systems
every two years. Systems that undergo major modifications will also be reviewed
prior to implementation. If an audit reveals significant vulnerabilities, corrective
action must be taken within the time period specified by the HIR Information Systems
Security Office.

3. Rules of Behavior

CAO personnel and contractorswith accessto the House network and financial applicationswere not
required to sign systemrulesof behavior. HISPOL 002.0 documents Principles of Behavior for General Use
of House Information Systems and Principlesof Behavior for Special Circumstancesand providesHouse
network userswith general House | nformation Security Rulesof Behavior. Further, it ispublished onthe
Houseintranet, and security awarenesstraining includesarecommendation that HISPOL sand HISPUBSs
befollowed. The Housedid not, however, requireitsemployeesand contractorsto provide signed
statements acknowledging that they had received, read, and agreed to the House Network Rules of
Behavior (the House' sPrinciplesof Behavior).

While CAO hasmade improvementsinthisarea, werecommend that the Chief Administrative Officer:

Recommendation Status of Recommendation M anagement Response

1. Develop, document, and New Recommendation CONCUR.

implement proceduresto ensure .
that all new CAO employees and The CAO coneurs with the
recommendation for all employees

contractors complete security and contractors utilizing the House

awareness training within 30 days ) .
after being granted accessto the netV\_/ork_ and CAQ ;upporte(_j financial
applications to receive security

network and financial applications. awareness training. The CAO

provides annual security awareness
training online and through the House
Learning Center. Most userstake
advantage of the online option, which
requires a network account. To ensure
timely completion of the training by
new network account holders, the
CAO will modify the notification
process and ensure new employees
complete security awareness training
within 30 days after receiving a
network account. The CAO will
implement this modification for CAO
employees by December 31, 2006.
Contingent on availability of funding
through the CAO unfunded process,
the CAO will incorporate contractors
into this process by May 31, 2007.
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Recommendation

Status of Recommendation

Management Response

2. Develop, document, and
implement aformal certification
and accreditation program to
achieve:

? Certification and accreditation
of the general support system
and all mgjor financial
applications.

? Recertification every 3 years or
when major changes occur.

? Development of a SSP for the
House general support system
(network) to include
requirementsidentified in
HISPUB 024.

? Identification of system owners
and administrators including
security administrators.

Developing and fully
implementing a formal
certification and accreditation
process should help resolve prior-
year recommendations.

New Recommendation

CONCUR.

The CAO concurs with the
recommendation to establish aformal
certification and accreditation
program and to certify the general
support system (network) and
financial systems. The CAO has
established the Security Compliance
Program, documented in House
Information Security Policy 007,
which requires initial certification and
subsequent two-year recertification of
systems. The CAO isin the process
of completing formal certification of
all financial systems, including cited
deliverables. Given the complexity of
the House network, the CAO will
complete its certification in phases.
The first phase will include a baseline
System Security Plan and a plan for
completing the remaining phases. The
CAO will have taken the appropriate
actions to close this recommendation
by August 31, 2007.

3. Require all CAO employees and
contractors users of the
Network/Financial systemsto read
and sign expected rules of
behavior annually as part of
security awareness training.

Signed statements should be
retained for future use if necessary.

New Recommendation

CONCUR.

The CAO concurs with the
recommendation to require CAO
employees and contractorsthat have
been provided access to the CAO
network and/or a CAO supported
financial system to read and sign
expected rules of behavior. Such
documentation of users acceptance of
rules of behavior is outlined in the
System Security Plan for each specific
financial system. The CAO isinthe
process of acquiring user
documentation for each financial
system and the general support
system. Once completed, the CAO
believes these actions will sufficiently
mitigate the risk identified. The CAO
will explore ways to require all
employees and contractorsto read and
sign expected rules of behavior
annually as resources become
available. The CAO will have
acquired all user documentation for
the aforementioned systems by May
31, 2007.
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Thefollowing audit recommendationswere madein past Office of the Inspector Generd (Ol G) audit
reports. Based ontestsconducted during CY 2005, the underlying weakness of these recommendations
till exists. To resolvethem, werecommend that CAO continueto implement the partialy resolved

recommendations.

Recommendation

Status of Recommendation

Management Response

03-HOC-05 3.02

Establish a compliance program that
would monitor and report on CAO
business units' compliance with
HISPOL and CAO policies for
implementing computer security
controls at the financial application
level.

Limited Progress

Management established a three-phase
approach to the recommendation.
Phase 1 of the CAO compliance
program was funded and ended
January 31, 2004. The second phase
has started and will be completed in
CY 2005.

CONCUR.

The CAO concurs with the
recommendation and has completed
the implementation and deployment of
the Security Compliance Program.
Thefinal phase of the program wasto
develop the risk assessment
methodology and that phase was
completed in June of 2006. The CAO
believes we have taken necessary
action to close this recommendation.

04-HOC-07, 2.02

Develop, document, and put in place
procedures to ensure compliance with
HISPOL 003.0. These procedures
should include risk assessments
performed at al levels (application,
database, and server) before new
systems are installed and when
enhancements are made to existing
systems. In addition, this would
include developing a schedule of risk
assessments for existing and new
financial systems and developing
procedures to identify, implement, and
track corrective actions designed to
resolve weaknesses identified in the
risk assessment.

Limited Progress

Policies and procedures have not been
finalized and put in place. Risk
assessments at the application level
are occurring; however, we
determined they are not being done
consistently or effectively to ensure
controls are in place and effective.

CONCUR.

The CAO concurs with the
recommendation and has completed
the implementation and deployment of
a Security Compliance Program. The
final phase of the program was to
develop the risk assessment
methodology and that phase was
completed in June of 2006. The CAO
believes we have taken necessary
action to close this recommendation.

04-HOC-07, 2.03

Develop procedures to ensure that
system-specific security plans are
developed and updated as needed to
reflect changesto software, hardware,
and business operations.

Limited Progress

CAO developed and documented
HISPUB 024, which identifies the
information that should be included in
a SSP. Procedures are not, however, in
place for ensuring that security plans
are developed in atimely manner and
address all areas identified in HISPUB
024. A security plan has not been
developed for the network, and the
Paylinks security plan, which was put
in place after Paylinks wasin
production, does not address all areas
of HISPUB 024.

CONCUR.

The CAO concurs with the
recommendation and has revised,
approved, and forwarded to the
Committee, the House Information
Security Publication modifications
reguired to establish system security
plans for financial systems. The
Paylinks system security plan has
been developed and approved in this
format. The CAO iscurrently inthe
process of revising existing security
plans for financial systems with the
new format and content, and
developing a baseline System Security
Plan for the general support system
(network). These activities will be
completed by August 31, 2007.
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Recommendation

Status of Recommendation

Management Response

05-HOC-07, 2.02
Modify HISPUB 024 (pending) to
require CAO SSPs to identify specific

individuals as system and data owners.

Not Started

HISPUB 024 does not require specific
individuals be identified as system
owners and our review of SSPs noted
that specific individuals have not been
identified.

CONCUR.

The CAO concurs with the
recommendation and has revised,
approved, and forwarded to the
Committee, the House Information
Security Publication modifications. In
addition, the CAO isin the process of
revising System Security Plans for all
financial systems with the
identification of specific system and
data owners. The system security
plans will be updated and required
actions necessary to close this
recommendation will be taken by
August 31, 2007.

05-HOC-07, 2.03

Modify HISPUB 024 to include
guidance on what expected behaviors
should be documented within CAO
SSPs. CAO should fully implement
all requirements identified in HISPUB
024 by updating CAO SSPsto comply
with HISPUB 024.

Limited Progress

The Paylinks SSP did not address
HISPUB 24 in all areas.

CONCUR.

The CAO concurs with the
recommendation and has revised,
approved, and forwarded to the
Committee, the House Information
Security Publication modifications. In
addition, the CAO isin the process of
revising System Security Plans for all
financial systems with the
identification of expected behaviors.
The system security plans will be
updated and required actions
necessary to close this
recommendation will be taken by
August 31, 2007.

Thefollowing prior-year recommendationswere closed when changesin House operations remedied the

associated underlying weaknesses:

04-HOC-07, 2.01

Ensure full attendance at annual security awareness training sessions by all CAO employees and implement proceduresto

track attendance of the training program..

Access Controls

Accesscontrolsover CAO magjor gpplicationsand the general support syssemwereinadequate. We

identified thefollowing weaknesses:

1 Paylinks User Access Request Forms

Controlswereinadequateto ensurethat Paylinks access authorizationswere documented on standard
forms, maintained onfile, approved by senior managers, and securely transferred to security personnel.
Management did not document and put in place access authorization policy or proceduresfor the Paylinks
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application beforeit was placed in production. Asaresult, wenoted thefollowing user account
adminigtrationissues.

? Accessreguest formswerenot used to grant initial users of Paylinksaccessto the application.
Management did not start using accessrequest formsuntil the end of October 2005. Of the 45
individuals selected in our sample, 12 had completed accessrequest forms. Inaddition, 55 of the 81
accountsin Paylinksat thetime of our testing did not include accessrequest forms. All individuals
with accessto Paylinks should have an accessrequest form onfile that shows approved access
withinthesystem.

? Management did not adhereto account administration procedures documented in the Paylinks SSP.
Section 7.1.1, Application User Request Formstates:

The HR PAYLINKS Application Manager requiresthe supervisor of each user
to fill out an application user request form prior to being given access to the
System.

Requestswere emailed or conveyed by telephoneto the administrator, who thenfilled out theform
and processed therequest. In addition, the only signature spaces onthe accessrequest formwere
for network, UNIX, and Lawson administrators. The accessrequest formdid not have spacefor
the supervisor to signwhen completing theform.

?  Management had not identified asecurity administrator for Paylinksto review and approveall
accessrequestsand ensurethat individual accessin the application agreed with accessrequested
and approved on accessrequest forms.

2. Periodic Account Reviews

Controlswere not adequate to ensurethat Paylinks accountswere periodicaly reviewed and inactive user
accounts monitored and removed when not needed. Management had not developed, documented, and
put in place policiesand proceduresto ensurethat ownersperiodically review Paylinks access
authorizationsto determineif they remain appropriate and ensurethat inactive user accountsare monitored
and removed when not needed.

3. Terminated Employees
Controlswere not adequate to ensure that termination and transfer proceduresincluded prompt revocation

of system network access. Network accountswere not consistently disabled or deleted eventhough
monthly notificationswere sent out to notify system administrators of employee departuresor retirements.
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Our network account testing identified 4 of 28 accountstested (or 14 percent) that had not been disabled
or deleted as of thetest, October 15, 2005. The accountsidentified were open for an average of 45 days
fromthe employee'sdeparture dateto our test date.

4, WarningBanners

Controlswere not adequateto ensurethat the opening screen viewed by CAO users(bothinternaly and via
remote access) provided awarning that the systemisfor authorized use only, and that user activity will be
monitored. The CAO did not consistently implement use of logon warning banners. We observed
computersin HIR logged onto aHouse server without warning banners.

HISPOL 002.0, General Information Security Guidelines for Protecting Systems from Unauthorized
Use, specificaly requiresimplementation of logon warning bannersto notify individualsthat House systems
areto beusedfor officia businessonly, unauthorized system use may violate Houserulesor United States
Code, and disciplinary sanctions could result from unauthorized actions. In addition, the CAO’s server
checklists have specific stepsfor determining if awarning banner has been implemented on each server
audited. Thischeckligt, if completed properly, would have identified and corrected thisweakness.

5. Database Weaknesses

Controlswere not adequate to ensurethat databases supporting House financial applicationswere securely
configured to prohibit unauthorized or malicious activities. CAO had not developed, documented, and put in
place specific proceduresfor auditing databases and implementing standard security configuration baselines
that documented accepted database security settings. Weidentified the following high-risk weaknesses
when performing detailed reviews of the Paylinksand PD Oracle databases:

Paylinks Oracle Database

?  Strong passwordswere not being used asrequired by House policy. Weidentified default and weak
passwords.

?  Themost recent security patches had not been applied.

? Logging wasnot activated.

Procurement Desktop Oracle Database (8i)

? Theverson of Oraclebeing use, (8i), wasunsupported.
?  Themost recent security patches had not been applied.
?  Strong passwordswere not being used, asrequired by House policy:
? Default or weak passwordswereidentified.
? Clear Text passwordswereidentified.
? Old passwordswere identified for 248 accounts.
? Default or easily-guessed passwordsfor privileged accountswere identified.
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6. L ogging, Monitoring, and Incident Response

Controlswere not adequate to ensurethat unauthorized or mdicious activitiesin Paylinkswerelogged,
reviewed, and responded to inatimely manner. Logging, monitoring, and incident response policiesand
proceduresfor Paylinks have not been sufficiently identified, documented, and put in place. Weidentified
thefollowing logging and monitoring issuesrelated to Paylinks:

?  When Paylinkswas placed into production, logging and monitoring controlswerein place at the
network level (Secure Enclave). Management had not, however, put in placelogging, monitoring,
and incident response controlsfor the database and application. The Paylinks SSP did not identify
or discusslogging and monitoring at the application and database levels. Logging and monitoring
controlsidentified inthe SSP wererelated to Secure Enclave.

During our audit period, management enabled logging at the applicationlevel. Logsfileswere,
however, too large and unorganized for management to effectively review them on aperiodic basis.
We did note that management wasin the process of identifying and purchasing automated software
to adinthereview of logs. Thiseffort wasincomplete as of December 31, 2005.

Management had not assigned responsibility for review of database and applicationlogs. The
review of logsistraditionally performed by system security administrators. Management had not
identified asystem security administrator for Paylinks.

U.S House of Representatives Chief Administrative Officer IT Systems Audit Log Review Policy
dates

Systems or security administrators should review audit and exception logs weekly, or
more frequently in the case of mission-critical IT systems, for anomal ous events such
as unusual activity on user accounts, misuse of administrative privileges, and
unauthorized access to sensitive files. Anomal ous events should be referred to the
HIR Security Office for further investigation as needed. The Security Office will
conduct a semi-annual random review of audit logs for CAO-supported I T systems.

Inaddition, Cobi T states:

I'T security administration should ensure that security activity islogged and any
indication of imminent security violation is reported immediately to all who may be
concerned, internally and externally, and is acted upon in a timely manner.

Management controls should guarantee that sufficient chronological informationis
being stored in operations logs to enable the reconstruction, review and examination
of the time sequences of processing and the other activities surrounding or
supporting processing.

I'T security administration should ensure that violation and security activity islogged,
reported, reviewed and appropriately escalated on a regular basisto identify and

Cotton & Company LLP Page 60



Report No. 06-HOC-08

Independent Auditor’s Report on Internal Control December 14, 2006

resolve incidents involving unauthorized activity. Thelogical accessto the computer
resour ces accountability information (security and other logs) should be granted
based upon the principle of least privilege, or need-to-know.

Without effectivelogging, monitoring, and incident response controlsin place, management cannot ensure
that financial dataprocessed and stored in Paylinks are accurate and authorized.

Werecommend that the Chief Administrative Officer:

Recommendation

Status of Recommendation

Management Response

4. a Develop proceduresto ensure
that access request forms are
used for granting accessto
Paylinks in accordance with
procedures documented in the
Paylinks SSP.

b. Complete user access request
formsfor all individualsin
Paylinks who do not have an
access request form. Access
reguest forms should document
the access level each user has
been authorized.

¢. Update the Paylinks user access
request form to include a space
for the requesting supervisor
and security administrator to
sign and clearly show what
access in Paylinks the user has
been authorized in the system.

New Recommendation

CONCUR.

The CAO concurs with the
recommendation. The CAO updated
the user account request forms as
requested, recertified each individual
with a current user account, and
follows the aforementioned procedure
for new account assignment. The
CAO believes we have taken
appropriate action to close this
recommendation.

5. Develop, document, and put in
place policies and procedures to
ensure that Paylinks accounts are
periodically reviewed and disabled
or deleted when no longer needed.

New Recommendation

CONCUR.

The CAO concurs with the
recommendation. The CAO has
updated the Paylinks System Security
Plan and Paylinks Access Control
Manual to reflect the policies and
procedures for review of user
accounts. The CAO certified all
current users of Paylinks. Further, the
CAO will continue the User Account
Management processto assist
individual system ownersin
monitoring of user accessto CAO
maintained systems. The CAO
believes we have taken appropriate
action to close this recommendation.
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Recommendation

Status of Recommendation

Management Response

6. Take stepsto ensurelogon
warning banners are in place and
operating effectively for all CAO
network users.

New Recommendation

CONCUR.

The CAO will ensure logon warning
banners are in place for all CAO
network users by November 30, 2006.

7. a. Develop policies and
procedures to ensure that
standard security configuration
baselines are developed, tested,
and implemented for all CAO
financial applications before
placing them into production.

b. When management must
configure a database against
industry best practice for
functionality reasons, clearly
document thisin the security
baseline.

New Recommendation

CONCUR.

The CAO concurs with the
recommendation to ensure standard
security configuration baselines are
developed, tested and implemented
for adl CAO financial applications.
The House has established policy
guidelines for systems connected to
the House network. The CAO
maintains systems within this policy
by utilizing established standards, or
baselines, and regularly testing these
baselines against House approved
Information Security Checklists.
Further, the CAO maintains systems
within strict configuration
management practices documenting
system configuration and change to
the standard baseline required by each
application. Thisisdocumented and
tracked within the configuration
management procedures for each
system. The CAO believes these
actions mitigate the risk identified;
however, the CAO will take action to
ensure these operational procedures
are properly documented and
maintained to further ensure
mitigation of thisrisk. The CAO will
document standard security
configuration baselines for all
financial systems by June 29, 2007.

8. Update Paylinks SSP to address
logging and monitoring at the
application and database levels.
The SSP should identify what
information or activities are to be
logged, how long logs are to be
retained, who has access to logs,
and who should review logs.

New Recommendation

CONCUR.

The CAO concurs with the
recommendation and has updated the
Paylinks System Security Plan to
address logging and monitoring of the
system at the application and database
levels. The System Security Plan is
currently compliant with HISPUB
007.2.1, System Security Plan
Template for Mgjor Applications.
The CAO believes we have taken
appropriate action to close this
recommendation.
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Thefollowing audit recommendationswere madein past Ol G audit reports. Based on tests conducted
during CY 2005, the underlying weaknesses of these recommendations ill exist. To resolvethem, we
recommend that the CAO continueto implement the partialy resolved recommendations.

Recommendation

Status of Recommendation

M anagement Response

05-HOC-07, 2.04

Take stepsto ensure that all CAO
network access requests are
documented and retained for future
reference.

Not Started

HIR has not developed, documented,
or implemented policies and

procedures requiring network access
reguests be documented and retained.

CONCUR.

The CAO concurs with the
recommendation. The CAO intends
to establish and implement a
procedure for granting network access
including documenting and retaining
access requests. The CAO intendsto
take required action by May 31, 2007.

05-HOC-07, 2.05

Modify existing procedures to ensure
that CAO system administrators are
notified immediately when employees
leave or are terminated from
employment with the House.

Assign responsibility for quarterly
review of all CAO network accounts
and require all reviews be
documented for future reference.
Reviewers should look for active
accounts that have not been used in a
specified period of time. These
accounts should be followed up to
determine if they are still necessary
and disabled or deleted if not.

Limited Progress

Policy was developed, documented,
and finalized but not implemented.

CONCUR.

The CAO concurs with the
recommendation. The proceduresto
notify systems administrators have
been established and implemented.
Because of the natural tie between
network accounts and email accounts,
the CAO will conduct review and
recertification of al CAO network
users in conjunction with deployment
of Exchange 2003. The CAO intends
to establish and implement a
procedure for granting network access
including documenting and retaining
access requests. The CAO intendsto
take required action by May 31, 2007.

05-HOC-07, 2.06

| dentify and document specific
activities that security administrators
should be logging and reviewing on a
weekly basis such as failed logon
attempts, changes to security profiles,
and unsuccessful attempts to access
unauthorized systems or data by users
and outsiders.

Limited Progress

HISPUB 024 has a section for logging
however this only partially addresses
our recommendation that specific
activities be identified that
administrators should be logging and
reviewing.

Our recommendation is referring to
specific activities the CAO requires to
be logged, such as failed logon
attempts. These activities should be
identified in a CAO-wide policy.
Security plans would include these
activities and additional system-
specific activities based on specific
risks to the system.

CONCUR.

The CAO concurs with the
recommendation and has revised,
approved, and forwarded to the
Committee, the House Information
Security Publication modifications.
In addition, the CAO isin the process
of revising System Security Plans for
all financial systemswith the
identification of expected behaviors.
The system security planswill be
updated and required actions
necessary to close this
recommendation will be taken by
August 31, 2007.
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Recommendation

Status of Recommendation

M anagement Response

05-HOC-07, 2.07

Finalize and implement HISPUB
022.0, Computer Security Incident
Management. Effective
implementation would include taking
stepsto ensure that all CAO system
administrators are aware of the
HISPUB and fully understand their
roles and responsihilities for
identifying and reporting potential
security incidents.

Limited Progress

HISPUB 022.0 has not been approved
and implemented.

CONCUR.

The CAO concurs with the
recommendation and has revised,
approved, and forwarded to the
Committee, the House Information
Security Publication modifications.
The CAO has coordinated the
revisions with systems administrators
and will provide formal notification
when the Committee has approved the
revised documents. The CAO
believes we have taken appropriate
action to close this recommendation.

05-HOC-07, 2.08

Develop and implement policies and
proceduresto ensure that CAO
system administrators are notified,
and access is removed on the same
day an employee leaves or is
terminated from the House.

Substantial Progress

Policy has been finalized, but not
implement at time of our audit.

CONCUR.

The CAO concurswith the
recommendation to notify systems
administrators when employees depart
and promptly remove access. The
CAO has implemented the associated
procedures. Further, the CAO re-
emphasized the importance of
adhering to this policy with systems
administrators and | nformation
Technology management. The CAO
believes these actions mitigate the
identified risk and believes we have
taken the appropriate action required
to close this recommendation.

05-HOC-07, 2.09

Document policies and procedures for
granting emergency and temporary
access. Monitor emergency and
temporary access, and automatically
terminate access after a predetermined
period when possible.

Not Started

No policies or procedures (draft or
final) were provided for review.

CONCUR.

The CAO concurswith the
recommendation and intends to
document the requested policies and
procedures for granting temporary
and emergency access by May 31,
2007.

systems Softwar e Controls

Management had not developed, documented, and implemented security configuration baselinesfor the
Windowsand UNIX operating systems supporting Paylinks, and controlsover these systemsare
inadequate. A security configuration baseline documents management-approved security controlsof a
production system by documenting the details of system-unique hardware and software configurations. A
security configuration baseline aso documentsany risky settings or servicesthat are used for business
purposes and compensating controlsthat arein place.
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Management should conduct periodic audits of the production systemagainst the security configuration
basaline, and document deviationsfrom the approved baseline. HIR operating system checklistsdo not
qualify asasecurity configuration basdlinefor anindividual system becausethe checklistsprovideonly a
generic list of recommended security settingsfor a system software component, such asan operating system
or web server.

Withthe assstance the Ol G we performed detailed scans of the Paylinks UNIX and Windows operating
systems. These scansidentified weaknessesinthe UNIX operating systems, some of which were high-risk
items. We also reviewed audit checklists completed by HIR onthese servers. The checklistswere not
always completed in accordance with House procedures, and security auditswere not ways appropriately
documented. Also, the checklistsdid not alwaysreflect the current UNIX operating system configuration.

For example, weidentified one server that HIR approved and certified as compliant. Detailed scans
revedled, however, asgnificant “highrisk” weaknessthat should have prevented the server frombeing
certified ascompliant. Currently, when HIR security approvesacompleted audit, the systemis approved for
production.

Werecommend that the Chief Administrative Officer:

Recommendation Status of Recommendation M anagement Response

9. Ensurethat security audits are New Recommendation CONCUR.

performed in accordance with .
House Information Security Policy ;rer(]:irif\ngng(;:g::sanvgtaa;he

007. implemented the Security Compliance
Program as described in House
Information Security Policy 007. The
most mature segment of the
Compliance Program ensures servers
are audited prior to being placed on
the network and whenever a major
change occurs, and every two years
thereafter. When fully mature, the
newest segment of the Compliance
Program will ensure database audits
are conducted on applications prior to
production. Currently, the affected
CAO business units are working to
audit and improve existing databases
and to ensure appropriate security
controls are included in the databases
that are in development. The CAO
will have taken appropriate actions to
complete this recommendation by
August 31, 2007.
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Recommendation Status of Recommendation M anagement Response
10. Develop and document standard New Recommendation CONCUR.

security configuration baselines The CAO concurs with the
for all operating systems recommendation to ensure standard
supporting CAO financial security configuration baselines are
applications. Standard security developed, tested and implemented
configurations should be for all CAO financial applications
documented and clearly show how including the operating system. The
the operating system is intended to House has established policy
be configured. When risky or guidelines for systems connected to
sensitive settings or processes the House network. The CAO
must be used, management should maintains systems within this policy
clearly document reasonsin the by utilizing established standards, or
standard security configuration baselines, and regularly testing these
baseline. baselines against House approved

Information Security Checklists.
Further, the CAO maintains systems
within strict configuration
management practices documenting
system configuration and change to
the standard baseline required by each
application. Thisis documented and
tracked within the configuration
management procedures for each
system. The CAO believesthese
actions mitigate the risk identified;
however, the CAO will take action to
ensure these operational procedures
are properly documented and
maintained to further ensure
mitigation of thisrisk. The CAO
have properly documented standard
security configuration baselines for all
operating systems supporting
financial systems by June 29, 2007.

Thefollowing audit recommendationswere madein prior-year Ol G audit reports. Based ontests
conducted during CY 2005, underlying weaknesses of these recommendations gill exist. To resolvethem,
werecommend that CAO continueto implement these recommendations.

Recommendation Status of Recommendation M anagement Response
05-HOC-07, 2.10 Limited Progress CONCUR.
Modify existing HISPUBs and Audit procedures performed during The CAO concurs with the

recommendation and has revised,
approved, and forwarded to the
Committee, the House Information
Security Publication modifications.
The CAO's server checklistsarenot | The CAO has also audited all
being correctly used and, therefore, financial systems under the revised

develop additional policies and our audit determined that blank and
procedures where necessary to ensure | default passwords still exist in

that all blank or default passwords financial systems.

are identified and changed before any
CAO financial systemis placed into
production. Include specific stepsin

House audit checklists for are not providing assurance that policy. The CAO believes we have
determining if blank or default default and blank passwords are taken required action to close this
9 changed or disabled. recommendation.

passwords exist.
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Service Continuity

The House had not developed, documented, and tested data center emergency proceduresfor the Ford
datacenter. The House did have proceduresto follow inthe event of afire, but these did not identify data
center personnel responsibilities or discussactivitiesthat personnel may need to conduct withinthedata
center, such as shutting down equipment during an emergency. Without adequately documented and tested
proceduresin place, management cannot ensurethat data center personnel will understand their rolesand
responsbilities and perform necessary tasksin the event of an emergency.

Cobi T suggeststhat management:

Define, implement and maintain standard proceduresfor I T operations and ensure the
operations staff is familiar with all operations tasks relevant to them. Operational
procedures should cover shift handover (formal handover of activity, status updates,
operational problems, escalation proceduresand reportson current responsibilities) to
ensure continuous operations.

Werecommend that the Chief Administrative Officer:

Recommendation

Status of Recommendation

Management Response

11. Develop, document, and test
emergency procedures for the
Ford data center.

Ensure that proceduresinclude
specific stepsto take in the data
center during an emergency and
identify who is responsible for
taking such steps. Address
activities such as emergency shut
down of systems and responding
to fires or water lesks.

New Recommendation

CONCUR.

The CAO concurs with the
recommendation. Currently the CAO
is renovating the Ford Data Center
and operating at partial capacity. In
an effort to mitigate this risk,
individual system owners have
established and tested emergency fail
over procedures. To prepare for full
capacity operations, the CAO is
establishing, documenting, and
testing emergency procedures for the
Ford Data Center as part of the
recongtitution phase of the
renovation. The CAO will have these
procedures in place by November 30,
2007.

Thefollowing audit recommendation wasmadein aprior-year Ol G audit report. Based ontests conducted
during CY 2005, the underlying weakness of thisrecommendation sill exists. To resolveit, werecommend
that the CAO continueto implement the partialy resolved recommendation.

Recommendation

Status of Recommendation

M anagement Response

02-HOC-06, 4.5

Coordinate contingency planning and
recovery policies and procedures to
ensure a comprehensive approach that
includes the network, mainframe
computer, FFS, PD, and all critical
financial systems.

Limited Progress

HIR is developing a new alternative
recovery site and new recovery
procedures and processes.

CONCUR.

The CAO concurs with the
recommendation and is in the process
of developing recovery procedures
and processes for the alternative site.
The CAO will have taken the
necessary action to close this
recommendation by December 31,
2007.
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Application Softwar e Development and Program Change Control

During CY 2005, the House implemented anew staff payroll system, Paylinks. Application development
and program change controlswere not, however, adequate to ensurethat major gpplicationswere
aufficiently developed and tested before being placed into production. Thisimplementation did not follow
House SDL C policiesand proceduresand, asaresult, sgnificant errorsin the monthly processing of payroll
occurred.

To investigate and correct these errors, Office of Finance and Procurement (OFP) staff memberswere
diverted fromtheir regular daily responsbhilities, which resulted inissuesand errorsin non-payroll areasas
well. Further, because of problems associated with Paylinks, House management reversed itsdecisionto
changeitsfinancial reporting from calendar year to fiscal year, anticipating that problemswith Paylinks
would impact the House' s ahility to prepare timely and accuratefinancial statements. The Houseiscurrently
identifying systemsrequirementsfor the FFS replacement, but poor planning and implementation of Paylinks
raises concernsregarding the sufficiency of FFS replacement system planning.

Wereviewed support for development, testing, and implementation of Paylinksand identified severa
instancesin which security was not adequately incorporated into the system development process, as
required by CAO’s SDL.C policy and SDL C Handbook. In addition, severa itemsinthe Paylinks
productionissueslog suggest that adequate SDL C procedureswere not implemented and followed.
Specificissuesweidentified are discussed inthe following sections.

1. Documenting Changes

Controlswereinadequateto ensurethat software changeswerefully documented to permit themto be
traced fromauthorization to thefina approved sysemmodification.

Support for changes madeto Paylinksdid not includetest plans, test results, documentation of testsbeing
approved, or documentation of program changes made. The Paylinks change request form had aspacefor
gpecifying whether the developer submitted Functiona/Technical specification documentation. In many
cases, thissectionwas marked “yes,” but no documentation was provided. Most support for changeswas
intheformof emailsfromindividuasinvolved.

CobiT Al7.2, Test Plan, states:

Establish a test plan and obtain approval fromrelevant parties. The test plan is based
on organization-wide standards and definesroles, responsibilities and success criteria.
The plan considerstest preparation (including site preparation), training
requirements, installation or update of a defined test environment, planning/
performing/documenting/retaining test cases, error handling and correction, and
formal approval. Based on assessment of the risk of system failure and faults on
implementation, the plan should include requirements for performance, stress,
usability, pilot and security testing.
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2. Testing Changes

Controlswereinadequateto ensurethat test plan standards defining responsibilitiesfor each party (such as
users, programmers, quality assurance personnel) were developed for all levels of testing and to ensure that
test planswere documented and approved, and test resultswere documented and reviewed.

CAO had not developed and documented test plan policies, procedures, or standardsto guideindividuasin
developing and using test plans. It had developed policiesand proceduresfor SDLC and configuration
management. These documentsdid not, however, provide detail about what should beincluded intest plans,
who should performwhat actionsduring testing, and how test results should be documented, reviewed, and
approved.

In addition, test documentation was not being included with support for changes madein production.
Changesreviewed primarily consisted of change request formsand email correspondences documenting the
problem being addressed.

3. Reviewing Changes

Controlswereinadequateto ensurethat security administrators periodically reviewed production program
changesto determineif access and change controlswerefollowed.

CAQ did not have controlsin place to ensurethat only authorized program changeswereintroduced into
production. It had not identified asecurity administrator for Paylinksto be responsiblefor periodically
reviewing changes. The Paylinks project manager wasresponsiblefor approving all changesrequested and
implemented.

4. Moving Changesinto Production

Controlswereinadequateto ensure that agroup independent of the user and programmerscontrolled
movement of programsand dataamong libraries. Controlswere not adequate to ensurethat before-and-
after images of program code were maintained and compared to ensure approval of al changes.

Controlswere not in placeto prohibit movement of program codeinto the production environment without
management knowledge or approva. Although responghility for moving program changeswas assigned,
management did not have controlsin placeto ensurethat all changeswere authorized before moved into
production.

Weidentified fiveindividuaswith the ability (SuperUser) to move changesinto production. When changes
were moved into production, management wasderted only if theindividua moving the change notified
management. Paylinks does not log when changes areintroduced into production.

5. System Development, Testing, and | mplementation

Controlswere not adequateto ensurethat Paylinkswas adequately developed and tested before being
placed into production. Management did not follow industry best practices and documented House SDLC
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Issue No. | Description Estimated Completion Date
107 Establish a help desk January 1, 2006
209 Document payroll data entry processes and procedures for February 15, 2006
compliance and effectiveness.

210 Document payroll auditing process and procedures to ensure January 9, 2006
integrity of data entered.

204 Determine who can use the reversal-of-personnel-actions January 20, 2006
function in the system.

327 Formalize access control/account management processes and January 12, 2006
procedures.

406 Determine if FM S data conversion issues exist through the January 9, 2006
reconciliation process. History records from FMS were never
fully reconciled to Lawson. Dataloaded into Lawson did not
agree with amounts paid to the IRS viathe 941.

501 Define and document policies and procedures in support of February 1, 2006
Lawson staff training and identify training needs, define training
plan, and train usersto use Lawson for their core functions.

305 Determine if audit log for Lawson/Oracle exists and can be used. December 31, 2005

306 Institutionalize system change control, establish and implement October 31, 2005
initial procedures).

Without aclear processfor identifying and documenting system requirements (including security
requirements) and incorporating theminto the syssemunder development, management cannot ensurethat
the systemwill meet user needswhen in production. In addition, without adequate testing and identification
of go/no-go criteria, management cannot make an informed decison on whether to move asysteminto
production without subjecting the system and datato excessive or unacceptable levels of risk.

Asaresult of theinadequate application development and program change controls over Paylinks,
numerouserrorsoccurred inthe monthly processing of payroll transactionsthat may not have occurred if
Paylinks been developed and tested in accordance with House policiesand procedures. Errorsincludethe

following:

? Housecontribution datatotaling $7,719,248 for Thrift Savings Plan and Basic Lifeinsurance was
not converted from FM Sto Paylinks, but should have been to prepare accurate yearend reports.

? ThePaylinks processfor capturing military leave did not support the House' stracking and reporting

needs.

? Thelongevity tracker systemfor House Officer employeelongevity contained erroneousdates.

?  Payroll dataentry procedureswere not developed during planning and implementation.

? Payroll auditing processesand proceduresto ensure dataintegrity were not developed during
planning and implementation.

? Incorrect Federd tax withholdingsfrom employee pay checksoccurred.

?  Processesand proceduresfor issuing earnings statementsfor manual checkswere not developed.
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? Anexcessve number of employees have system permissionsto reverse personnel actionsin

Paylinks.

? Plansfor issuing and compiling employee W-2swere not developed to address datadiscrepancies
between individual Lawson reports (PR 941 and other Paylinksreports).

?  Thrift Savings Plan earningsfor 317 House employeeswerelost.

? Incorrect life benefit datawere reported to the Office of Personnel Management astheresult of
inadequate reconciliation of Paylinksreports (PR 141 and 2812 reports).

?  During the September 2005 payroll cycle, the House made overpayments of $550,968 to 278
employees. Payroll counselorsdetected the error during the payroll certification vaidation process,
and the House decided to performan Electronic Funds Transfer (EFT) pullback of overpayments.
Shortly after the pullback was accomplished, it was determined that the House pulled back too
much money for 174 of the 278 employees, resulting in an underpayment to some employees.

To resolvethese errors, OFP staff memberswere directed away fromtheir daily responsbilitiesto resolve
payroll issues, thusincreasing therisk of error intheir other areas of responsibility. One such areawas
monthly reconciliations between Houserecordsand Treasury recordsfor Fund Balancewith Treasury
(FBWT). Differenceswere not resolved in atimely manner, because OFP was addressing moreimmediate
Paylinksissues.

Finally, another effect of the Paylinksissuesimpacted the House decision to changeitsyearend reporting
date. In early 2005, House management decided to moveitsfinancial reporting yearend from December 31
to September 30. Thisdecisonwas primarily to align the House financid reporting with the Federa
Government funding of House operations.

OFP devoted numerous hoursin preparing for the change and developing prior-year financial reports (asof
September 30" and had made considerable progress. When issues with Paylinks became apparent, House
management decided to retainthe current yearend to allow additional timeto correct errorsand lessenthe
impact onthe House' s ahility to preparetimely and accurate financial statements.

Werecommend that the Chief Administrative Officer:

Recommendation Status of Recommendation M anagement Response
12. Require that functional/ technical | New Recommendation CONCUR.
specification documentation .
submitted by the developer be The CAO concurs with the

recommendation. The CAO has
revised change management
procedures and updated the Paylinks
Configuration Management plan
accordingly. Additionally, the CAO
is following the revised procedures
for new changesto Paylinks. The
CAO believes we have taken
appropriate action to close this
recommendation.

attached or included with change
request forms and other
documentation supporting
changesto Paylinks.
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Recommendation

Status of Recommendation

Management Response

13. Develop procedures to ensure that
test plans and results for changes
are documented and included with
other documentation supporting
changesto Paylinks.

New Recommendation

CONCUR.

The CAO concurswith the
recommendation. The CAO has
established procedures to fully
document changesto Paylinks and is
following these procedures for new
changesto Paylinks. The CAO
believes we have taken the
appropriate action to close this
recommendation.

14. Develop and document detailed
test plan standards that define
responsibilities for all personnel
(users, programmers, quality
assurance), require all test plans
be approved, and require test
results be documented and
approved.

New Recommendation

CONCUR.

The CAO concurs with this
recommendation. The CAO has
established, documented, and
communicated arevised Test Plan
template, including procedures to
assure delineation of responsibilities
and requiring approval of the plan
and test results by the test and quality
assurance officer. The CAO believes
we have taken appropriate action to
close this recommendation.

15. Develop, document, and
implement controls to ensure that
only authorized and approved
changesto Paylinks are
introduced into production.

New Recommendation

CONCUR.

The CAO concurswith the
recommendation and has updated the
configuration management and
change control procedures for
Paylinks accordingly. Standard
operating procedures for moving code
from one environment to another
have been established and
documented. The CAO believeswe
have taken appropriate action to close
this recommendation.

16. Periodically review production
program changes to ensure that
access and change controls are
being followed.

New Recommendation

CONCUR.

The CAO concurswith the
recommendation. As part of fully
implementing the CAO Configuration
Management program, Paylinks has
updated a Configuration Management
Plan that establishes program change
procedures and review. These
procedures include routine review of
program changes with the
Technology Advisory Board,
previously the Engineering Review
Board, and participation in an annual,
internal Configuration Management
audit. Aninternal audit is scheduled
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Recommendation

Status of Recommendation

Management Response

for the first quarter of FY2007. With
completion of thisinternal audit and
action taken on any resulting
recommendations, the CAO believes
we will have mitigated the identified
risk. Access control changes have
been addressed with the development
of access control processes, access
reguests retained in an access control
manual, and the recertification of all
current users. The CAO will complete
the required action to close this
recommendation by July 9, 2007.

17. Develop, document, and
implement controls over
movement of program changes for
Paylinks. Controls should be
adequate to ensure that only
authorized changes are moved
into production, and management
is notified.

New Recommendation

CONCUR.

The CAO concurs with the
recommendation and has updated the
configuration management and
change control procedures for
Paylinks accordingly. Standard
operating procedures for moving code
from one environment to another
have been established and
documented. The CAO believes we
have taken appropriate action to close
this recommendation.

18. Develop and implement
procedures to ensure that systems
are developed and tested in
accordance with House SDLC
reguirements and industry best
practices, particularly in light of
the forthcoming FFS replacement.

New Recommendation

CONCUR.

The CAO concurs with the
recommendation and is in the process
of presenting the Committee on
House Administration with a new
policy to replace current House
Systems Development Life Cycle
policy. This new policy address the
project management and systems
development life cycle best practices
referred to in this recommendation.
Concurrently the CAO has
established policies and procedures,
and deployed, and committed
resources to sustaining, a project
management oversight methodology
that ensures compliance with House
and CAO policy. The CAO will
complete the required actionsto close
this recommendation by December
29, 2006.
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Recommendation

Status of Recommendation

Management Response

19. Continue to address and resolve
existing issues resulting from
processing errorsthat occurred in
Paylinks.

New Recommendation

CONCUR.
The CAO continuesto address and
resolve al Paylinks-related
processing errors identified in the
financial statement audit. New
policies and procedures have been put
into place and corrective action has
been taken in these areas:
? Conversion Issues related to TSP
and Basic Life Insurance
? Recording of Military Leave
? Erroneous dates related to
longevity
? Procedures related to payroll
data entry and payroll auditing
? Federal tax withholding
? Earnings statements for manual
checks
? Reduced system access for
employees
? Issuance of W-2 forms
? Payroll overpayments

The CAO believes we have taken the
appropriate action to close this
recommendation.

Segr egation-of-Duty Controls

CAOQ poalicy, procedures, and practicesfor implementing and enforcing segregation-of-duty controlsover
financia applicationswereinadequate. Policiesand procedures have not been developed, documented, and
implemented to ensurethat CAO financial systemsidentify incompatible dutiesand enforce segregation-of-
duty controls. Segregation-of-duty issues are described below:

1 Weak Segregation-of-Duty Controlsin Paylinks

Systemadministration and end-user personnel had excessive accessin Paylinks. Management did not
aufficiently identify, incorporate, and test segregation-of-duty controlsbefore placing Paylinksinto
production. Weidentified the following specific segregation-of-duty control weaknesseswithin Paylinks

?  Security Classes| dentified and Tested in Devel opment. Before Paylinkswas moved into
production, anindependent contractor identified and tested seven security classesto which users
wereto beassigned in Paylinks. These seven security classes did not address system support
functions, including account administration and security administration, and did not addressall

financia activitiesthat users performin Paylinks, such asreversals.

?  Security Classesin Production. When Paylinkswas moved into production, userswerenot
assigned to security classesoriginally documented and tested. Instead, userswere assigned to one
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of three security classes, SuperUser, Open, and V-only (view only), thus minimizing segregation-of-

duty controls. Thesethree security classesdid not sufficiently segregate dutiesaccording to

individua job responghilities.

? System Administrator Access. System administrators (Application) had full access
(SuperUser) in Paylinks. In addition, management had not identified or assigned a security
administrator to review activities of personnel with SuperUser access.

? DatabaseAdministrator Access. Two database administrators had SuperUser accessin

theapplication.

? UNIX Administrator Access. Two UNIX administrators had SuperUser access in the
application.

? Programmer Access. One account titled programmer wasin the production environment.

Programmers should not be given accessto production unless absolutely necessary. If such
accessisrequired, management should have sufficient compensating controlsin placeto ensure
that only authorized activitiestake place.

OFP had guidelines addressing segregation of dutiestitled U.S. House of Representatives Office of
Finance and Accounting Department Segregation of Financial Duties Guidelines. Thisdocument did
not, however, address segregating payroll and personnel dutiesor Paylinks.

2. Segregation-of-Duty Resour cesand Training

Senior management did not provide adequate resources and training to ensure that segregation-of-duty
principleswere understood and established, enforced, and ingtitutionalized withinthe House. Policiesand
proceduresto ensurethat segregation-of-duty principles are understood, established, and enforced did not
exigt. Also, senior management had not identified specific individuasresponsible for ensuring that adequate
resources and training on segregation-of-duty principleswere understood, established, enforced, and
ingitutiondized withinthe organization.

Management involved in developing and implementing Lawson Financials/Paylinks did not take sufficient
stepsto ensurethat segregation-of-duty principleswereidentified, documented, and implemented beforethe
systemwasplaced in production.

Werecommend that the Chief Administrative Officer:

Recommendation Status of Recommendation M anagement Response

20. Develop, document, and New Recommendation CONCUR.
implement policies and procedures The CAO concurs with the

to ensure that CAO financial .
systems identify incompatible recomrgder;_danonél Se\S/teral %AO
duties and enforce segregation-of- managed financial systems have
duty controls both at the end user |dent|f|eq, documented, and enforce
and administrative levels segregation-of-duty controls. The

) CAO will ensure these actions are
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Recommendation

Status of Recommendation

Management Response

guided by policy requiring CAO
maintained systems identify
incompatible duties and establish
segregation-of-duty controls at the
end user and administrative levels.
The CAO will place such policy into
effect and complete required actions
to close this recommendation by
December 29, 2006.

21. Develop and implement
proceduresto ensure that
segregation-of-duty principles are
understood by key personnel, such
as system and data owners and
program managers.

New Recommendation

CONCUR.

The CAO concurs with the
recommendation. The majority of
CAO managed financial systems have
identified, documented and enforce
segregation-of-duty controls. In
accordance with CAO policy
requested by Recommendation 20, the
CAO will require all system owners
of CAO supported systems to develop
and implement proceduresto ensure
that segregation-of-duty principles are
in effect by key personnel for each
system. The Director of CABS will be
responsible for the CAO systems
under the CABS purview. The CAO
will establish and implement
recommended procedures by May 31,
2007.

22. | dentify and document
incompatible administrative and
end-user dutiesin Paylinks.

New Recommendation

CONCUR.

The CAO concurs with the
recommendation and has established
documentation requested in an access
control manual and recertified all
users. The CAO believes we have
taken appropriate action to close this
recommendation.

23. Assign users in Paylinks to
appropriate security classesto
enforce proper segregation-of-
duty controls. Follow the concept
of least-privilege when assigning
usersto security classes. Provide
users with only enough system
access to perform their assigned
roles or responsibilities.

New Recommendation

CONCUR.

The CAO concurs with the
recommendation. The CAO
established documentation requested
in an access control manual, and
recertified all usersto the appropriate
access roles. The CAO believeswe
have taken appropriate action to close
this recommendation.
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Recommendation Status of Recommendation M anagement Response
24. Remove Paylinks database and New Recommendation CONCUR.

operating system administrator’ s
access to the Paylinks application.
If removal is not possible, access
should be limited to only what is
necessary for business purposes.
In addition, compensating controls
should be put in place to monitor
administrator activitiesin the
application.

The CAO concurs with the
recommendation; however, the
version of Lawson currently in
production requires the current
administrative privileges. To mitigate
the identified risk, the CAO has
established clear policies and
procedures around access control.
The CAO intendsto update the
production application to support the
access changes required for this
recommendation in fiscal year 2008.
The CAO will complete required
action to close this recommendation
by September 28, 2008.

Thefollowing prior-year recommendationswere closed when changesin House operationsremedied the
associated underlying weaknesses:

05-HOC-07, 2.01

Develop, approve, and implement a system security plan for the Financial Management System. The system security
plan should cover all security over the application and be approved by key affected parties.

03-HOC-05, 3.04

Require all CAO business units to install security software at the work-station level or server to impose an automatic
deactivation of the terminal or the user’s session for user inactivity.
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Weakness 2. TheFinancial Reporting I nternal Control Framework waslnadequate

Summary Status: ReportableCondition
Prior Condition - Revised Recommendation toreplace CY 2004 Reportable Condition
“ Proceduresover Yearend Reporting and Property, Plant, and Equipment
are Weak”

Weidentified numerousweaknessesin House financial management system controls and monitoring,
including gapsin cross-cutting eementsof interna control over financial reporting. Improvementsare
needed inthe control environment, control activities, information and communication, and monitoring of
control activitiesand financia transactions. The House has not placed a priority on updating policy and
procedure guidanceto reflect current requirements, communicating updated guidance to appropriate
personndl, and ensuring itsimplementation.

Thethree primary objectivesof aninternal control sysemareto ensure:

?  Efficient and effective operations.
? Accuratefinancia reporting.
?  Compliancewithlawsand regulations.

Management support of strong internd control iscritical to accurate financia reporting, becauseit setsthe
tonefor the entire reporting entity. Numerous control wesknessesexist, however, within House officesthat
affect the accuracy and reliability of thefinancial statements, aswell asincrease control risk inthe operating
environment.

Best practices of the Federal Government contained in Office of Management and Budget (OMB) Circular
A-123, Management’s Responsibility for Internal Control, requiresthat agencies establish controlsto
reasonably ensurethat:

(i) obligations and costs arein compliance with applicable law; (ii) funds, property,
and other assets are safeguarded against waste, |oss, unauthorized use or
misappropriation; and (iii) revenues and expenditures applicable to agency operations
are properly recorded and accounted for to permit the preparation of accounts and
reliable financial and statistical reports and to maintain accountability over the
assets.

Individually, theseissues are not material to thefinancial statements. When taken asawhole, however, they
represent widespread internal control weaknesses.

Year end Reporting Quality Control Procedur es

Yearend reporting and quaity control procedures used by OFP areinadequate to ensure accurate
preparation and presentation of the House' sfinancia statements. Our audit testing disclosed thefollowing
erors
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OFPincorrectly reported amounts on the Statement of Cash Flows (SCF) astheresult of incorrect
reporting methodology. Thisresulted in a$3,198,265 understatement of the SCF inthe Purchase of
Property and Equipment from I nvesting Activitieslineitem. The SCF was subsequently corrected.

OFP erroneoudly reported expenses occurring in the prior year ascurrent year transactions because
of itsfaulty accrual calculation methodology. Thisresulted inthe Housereporting expensesrelated
to long-term service contracts of $206,046 onitsCY 2005 financial statementswhich were actualy
incurred in CY 2004.

The House has not developed policiesand proceduresfor determining yearend accrualsfor
expensesattributable to member and committee offices. If amember or committee office submitsa
voucher for payment of certain types of purchasesafter yearend for an expenseincurred inthe prior
year, the expense and related payable will not be recorded in the general ledger and reported onthe
financia statementsuntil thefollowing year. Thisconditionwill result inligbilitiesand expenses being

understated inthe prior-year financial statementsand overstated inthe current-year financia

datements.

? OFPovergghtsduring financid reporting resulted in duplicate reporting of agenera ledger account
and an overstatement of $1,196,796 onthe SCF. The SCF was subsequently corrected.

Werecommend that the Chief Administrative Officer:

Recommendation

Status of Recommendation

Management Response

1. Require OFPto performa
thorough analysis of its
procedures for preparing the SCF
to ensure that all FFS and
subsidiary ledger data are included
and properly classified in the SCF.

New Recommendation

CONCUR.

OFP has performed an analysis of our
procedures for preparing the SCF and
has modified the methodology to
ensure that all FFS and subsidiary
ledger data are included and properly
classified in the SCF. During our
review, emphasis was placed on
correcting the two areas where errors
were identified during the financial
statement audit: changes affecting
capital lease liability and property and
equipment. New procedures are
already in place for the next financial
statement audit that will ensure that all
transactions that affect the SCF,
including adjusting journal entriesto
both FFS and financial statement
software, will be presented correctly.
The CAO believes we have taken the
appropriate action to close this
recommendation.
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Recommendation

Status of Recommendation

Management Response

2. Require OFP to identify and
implement a processto ensure a
thorough review of the subsegquent
period to capture al financial
reporting data. Document these
activities in OFP policies and
procedures manual.

New Recommendation

CONCUR.

OFP has implemented a new process
to ensure athorough review of the
subsequent period to capture all
financial reporting data. The new
process has already been used for the
calendar year 2005 financial statement
compilation. Specifically, the new
process corrects a condition first
identified during the calendar year
2004 financial audit whereby accounts
payable were understated at year end
related to service contract payments
processed during the first quarter of
the year subsequent to the financial
statement reporting period. In addition,
for future financia statement audits,
OFP will use historical datato
estimate accounts payable for
payments processed after the normal
cut-off period. This process has been
documented in OFP policies and
procedures. The CAO believes we
have taken the appropriate action to
close this recommendation.

Property and Equipment Monitoringand Reporting Procedur es

Capitaized and accountable property and equipment (P& E) monitoring and reporting continued to bea
persistent control weaknessfor CAO offices. In prior-year audit reports, weaknessesin monitoring and
reporting have been aconsistent subject that continuesinto thisyear. CAO officeslacked adequate controls
and proceduresto ensurethat property and equipment acquisitions, dispositions, and depreciationswere
recorded and reported completely and accurately. Our audit testing disclosed anumber of errors:

? HIRdid not update FAIM Swith the proper operating statuswhen it removed 148 accountable
property itemsfrom operations. Eight of theseitemswere capitalized accountable property items
that were still being depreciated even though they had been removed from service.

Additionally, two of the non-capitalized accountable property itemswereimproperly expensed by
HIR, eventhoughtheir individua acquisition costsweregreater than the House' s capitdization
threshold. Theoverall effect of these control weaknessesresulted in understatements of capitalized
property of $122,869, accumulated depreciation of $57,723, and depreciation expense of

$25,262.

? HIRand OFPintwo separateinstancesimproperly recorded the acquisition cost of capitalized
security software by including maintenance expensefeesin the capitalized cost. Thisresultedina
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total overstatement of capitalized property by $10,466 and both accumulated depreciation and
depreciation expense of $2,560. Also, operating expense were understated by $10,466.

? HIRimproperly expensed 20 new property itemswith atotal acquisition cost of $1,109,880 that
should have been capitalized. Individualy, each item exceeded the capitdizationthreshold. The
$1,109,880 capital asset understatement resulted in understatements of accumulated depreciation
and depreciation expense accounts of $30,182 and anet overstatement of $1,079,698 in expenses.

?  OFPeroneoudy recorded in FAIM Sthe placed-in-service-date of acapitalized property item
monthsafter it was actually placed in service. Capitdization using anincorrect in-service date
resulted in an understatement of both accumulated depreciation and depreciation expense by
$3,326.

?  OFPimproperly recorded the cost of newly acquired assets obtained through trade-in of existing
assats. It included cash discountsreceived in the acquisition cost of assetsprocured in coordination
with atrade-in of amilar assets, which violates generally accepted accounting principles. This
resulted in an overstatement of capitalized assetsby $98,928, an overstatement of both
accumulated depreciation and depreciation expense by $9,869, and an understatement of work-in-
process by $26,040.

?  OFPdid not update FAIM Swith shipping-and-handling charges associated with capitalized
property items, which resulted in an overstatement of the disposal losses account balance by
$29,863. OFP documented these charges on manual worksheetsrather than updating FAIMSwith
the correct acquisition cost. Further, when the capitalized itemswere disposed of in FAIMSinthe
prior years, OFP did not dispose of the associated shipping-and-installation costs maintained onthe
manual worksheets.

? HIRdeaysinrecording capital asset additionsin FAIM S affected financial reporting. Wetested
capitalized property itemsidentified by OFPas CY 2005 capital asset additionsand identified
$12,075,397 of the additionswith in-servicedates prior to CY 2005. OFP prepared alate
adjustment to the CY 2004 financial statementsto record $9,925,639 of thisamount, which
resulted in $2,149,758 of capital assetsas unreported. Comparisons of the HIR asset in-service
dateto the month FAIM Swas updated showed that HIR takes an average of 5.41 monthsto
update FAIM S oncethe asset isphysically placed in-service.

? TheHousedid not remove acapital software asset fromitsfinancial recordsuntil CY 2005,
although the asset should have been disposed as of December 31, 2002. The delay in disposal
resulted, in part, because disposals of software did not require adisposal request form (or other
sgned request), and capitalized softwareisnot inventoried annually per Committee on House
Adminigrationrules.

Thishad no materia effect onthefinancial gatements, becausethe net book value of the capital
asset iszero. Failureto promptly dispose of capital assetsfromthe property and equipment ledger
(FAIMS) and general ledger (FFS), however, causesthe Houseto report assetsthat it did no own.
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In addition, the House' sfailure to require disposal request forms, combined with the absenceof a
capitalized software annual inventory process, leavesthe House vulnerableto misstated financia

datements.

Werecommend that the Chief Administrative Officer:

Recommendation

Status of Recommendation

Management Response

3. Require al CAQO personnel
responsible for capitalized
property procurement, monitoring,
and reporting to attend training in
generally accepted accounting
principles for fixed assets.

Prepare a memorandum to non-
CAO offices responsible for
purchasing capitalized property
instructing them of the House's
fixed-asset policies and provide
training, if necessary.

New Recommendation

CONCUR.

The Accounting Department conducts
periodic training for al CAO offices
regarding the proper treatment of fixed
assets and will continue to do so in the
future. The appropriate personnel will
be identified and training materials
will be prepared and distributed to
attendees on the proper treatment of
budget object codes, purchases and
disposals, and depreciation.
Attendance will be taken for each
session and compared to alist of
employees responsible for capitalized
property. Also, training literature will
be distributed to non-CAO offices
responsible for purchasing capitalized
property and training will be provided
to those offices asrequired. Training is
acontinual process and Accounting
will work closely with all affected
offices to ensure capitalized property
is accounted for correctly. Accounting
will conduct at least one more training
class before the end of the calendar
year, and will conduct training
quarterly thereafter. The CAO believes
we will take the appropriate action to
close this recommendation by
December 31, 2006.

4. Develop and implement a policy
requiring timely updates to
FAIMS for all capitalized property
purchases and discontinue use of
manual worksheets.

Require OFP to revise its policies
and proceduresto state that assets
removed from service should not
be depreciated.

New Recommendation

CONCUR.

HIR hasrevised its policies and
procedures to require timely updates
to FAIMS for all capitalized property
purchases. OFP will work with HIR
and HSS to phase out manual
worksheets by transferring assets to
FAIMS that are currently being
tracked manually. This process will
be completed by September 30, 2007.
OFP has revised its policies and
proceduresto state that assets
removed from service will not be
depreciated, and will work with HIR
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Recommendation

Status of Recommendation

Management Response

to identify assets that have been
removed from service. The CAO
believes we have taken the
appropriate action to close this portion
of the recommendation.

5. Allow OFP staff responsible for
property and equipment
monitoring and reporting be
granted FAIMS user access
privileges to adjust capital asset
costs, as necessary.

New Recommendation

CONCUR.

The CAO concurs with the intent of
this recommendation, but believes
granting OFP personnel user access
privileges to FAIMS could create
potential internal control problems.
Changesto FAIMS, whether
intentional or not, could be made by
OFP without the knowledge or
consent of the property custodian. To
address the recommendation, OFP
will continue to analyze property and
equipment transactions and provide
direction to various CAO offices
when adjustments to capital asset
costs are required, and will follow up
with the offices to ensure FAIMS has
been updated timely. The CAO
believes we have taken the
appropriate action to close this
recommendation.

6. Work with the Committee on
House Administration to amend
its rules and require annual
inventories of capitalized internal
use software. Subject capitalized
software to the same acquisition,
monitoring, and disposal controls
as al other capitalized property.

New Recommendation

PARTIALLY CONCUR.

HSS concurs that a process must be
established to verify the inventory.
However, softwareis an internal item,
and is not physically accessible to any
staff other than that of the
Member/House office. Therefore,
HSS cannot physically inventory this
software. As an aternative, HSS
recommends that the Office
Coordinators send a yearly email to
their House contacts to verify that
each office is using the CM S software
that islisted on their inventory.
Verification by email exchange will
ensure that offices do not have CMS
software on their inventory that isno
longer in use. The CAO believes we
will take the appropriate action to
close this recommendation, beginning
with a year-end inventory in the
current year, by December 31, 2006.
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Other Entity-Wide Contr ol Weaknesses

Our testing revealed other mattersrepresenting entity-wide control issuesthat management needsto
address.

? A House employee erroneoudly received a$3,000 bonusintended for another employee asthe
result of aPayroll Officedataentry error. Thiserror occurred because Paylinks did not have
systematic controls, and separate management reviewswithin the Payroll Office were not
conducted. Also, theerroneous bonusresulted inthe monthly salary for thisemployee exceeding the
maximum alowable under the Speaker’sPay Order. Thisisaviolation of Houserules, but was not
detected by the employing authority during review of monthly payroll exception reports.

? Processing errorswithinthe Payroll Officeresulted inthe House withholding Virginiastate tax rather
than District of Columbiatax, asrequested by the employee. Also, the Payroll Office miscalculated

FEGLI deductionsfroman employee’s pay check.

?  Human Resources could not provide documentsto support certain payroll and benefit deductions,
and HIR was unableto provide avendor invoice for acomponent of acapitaized system. Asa
result, wewere unableto complete testing for severa payroll itemsand one property item.

?  Control weaknesseswithin Employee Servicesresulted in accountsreceivable misstatements. As
part of the September overpayment and subsequent pullback, Employee Servicesrecorded
duplicatereceivablesfor two individualswho had not reimbursed the House for the overpayments,
resulting in an overstatement of $6,323. Also, Employee Servicesdid not properly includethree
employessinitsaccountsreceivable calculation, resulting inan understatement of $6,828.

? HIR erroneoudy paid aninvoicefor capitalized property based on the obligation amount of
$312,592, rather than the vendor invoice amount of $311,542. Thisresulted in overstated
capitalized property of $1,050, aswell as depreciation expense and accumulated depreciation
overstatements of $379. In addition, the House overpaid the vendor by $1,050.

? HIRimproperly recorded the acquisition cost of acapitalized property itemat the purchase order
amount of $123,858, rather that the vendor invoice amount of $109,525. The House overstated
the acquisition cost of theitem by $14,333, aswell asoverstatement of depreciation expense and
accumulated depreciation by $5,176.

Werecommend that the Chief Administrative Officer:

Recommendation

Status of Recommendation

Management Response

7. Investigate the design of controls
over (1) payroll data entry and
other Human Resource processes
and management review
functions; and (2) review the
Over Speaker Pay Edit report
process to determine where
weaknesses exist so these
processes may be modified to
ensure that similar errors are
detected and prevented in the
future.

New Recommendation

CONCUR.

OFP hastaken the following stepsto
address design controls over payroll
data entry and management review
functions:

The Office of Employee Services
(OES) is developing an interactive
Payroll Authorization Form that will
be proposed for usage to the
Committee on House
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Recommendation

Status of Recommendation

Management Response

Administration. The Form will
ultimately be transmitted between
offices electronically resulting in
amore efficient process. Coding
will be more legible which
should result in fewer errors and
less corrections processed by
payroll counselors.

Payroll counselors use the payroll
certification and copies of the
original paperwork to validate
gross amounts for all pay before
the final payroll isrun.

Benefits Division personnel spot-
check a sample of all Federa
Employee Health Benefits
(FEHB), Thrift Savings Plan
(TSP) and Life Insurance
Enrollment Forms for accuracy.
Payroll, Benefits, Document
Management and the Help Desk
use a custom Access Data Base to
capture all incoming payroll
processing documents (i.e.,
Appointments, Terminations,
Salary Adjustments, FEHB, Life
Insurance, and TSP).

Payroll Division performs atwo-
person Payroll Counselor review
of all Cash Due, EFT-Pull Back
of salary actions that would result
in an employee overpayment.
Benefits Division performs a
two-person Benefits Counselor
review of al LWOP or
adjustments that would result in a
deduction not being withheld
accurately.

OES will conduct random sample
audits of the W4 forms entered
for each pay period.

During the off cycle payroll, OES
must manually compute the
Federal Employee Government
Life Insurance withholding. This
process has been improved by
checking the life insurance
calculation for reasonableness as
OES reviews the entire PR140 to
audit gross amounts to the
paperwork.

OES uses atracking system for
monies due back to the House for
payroll overpayments which
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Recommendation

Status of Recommendation

Management Response

includes a spreadsheet that tracks
individual grossto net
calculations and a status of
whether payment has been
received by the House.
OES has reviewed and corrected the
Over Speakers Pay Edit Report
process to identify employees who
have exceeded allowable House
payroll limits. Adjustments are made
accordingly before the final payroll is
run. The CAO believes we have taken
the appropriate action to close this
recommendation.

Thefollowing audit recommendationswere madein past Ol G audit reports. Based on tests conducted
during CY 2005, the underlying weakness of these recommendations till exists. To resolvethem, we

recommend that the CAO implement recommendations not yet started.

Recommendation

Status of Recommendation

Management Response

05-HOC-07, 3.1

Review and revise Accounting
Department Policy and Procedures
and Accounting Department Annual
Financial Statement Compilation
Procedures, including quality control
procedures to ensure that all functions
are fully and completely documented.

Not Started

CONCUR.

The Accounting Department will
review and revise its policies and
procedures and financial statement
compilation procedures as necessary
to ensure that all functions are fully
and completely documented.
Accounting periodically updates all
procedures related to both operations
and financial statement preparation as
various methodologies change.
During our next revision, we will
emphasize quality control procedures
related to the financial statement
compilation process to address
weaknesses discovered during the
financial statement audit. The CAO
believes we will take the appropriate
action to close this recommendation
by November 30, 2006.

Thefollowing prior-year recommendationswere closed when changesin House operationsremedied the

associated underlying weaknesses:

05-HOC-07, 3.2

treatment of PP& E transactions.

Periodically assess the need for training and provide training to OFP, HIR, and HSS staff regarding proper accounting
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James M. Eagen I ©ffice nf the
Chish Adiminiatrative ¥icer
Chief Avmimgreative Stlicer
H.5. House of Representatibes
Washington, DE 20515-6860
MEMORANDUM

To: James Cornell
[nspector General

From: Jay Eagen
Chiel Adm

Stratve Officer

Subject: CAL responsts to lndependemt Auditor's Report on [neernal Control related to
the House CY 2005 Annual Financial Statement Audit

Date: OCT 2 6 2006

Ihank you for the opportunity to comment on the subject audit report. We have carefully
reviewed the report’s findings and recommendations and concur with ¢ach of them.

The following is a brief response to each of the audit recommendations made in the audit
report:

Weakness 1: Weaknesses in the financial information system reduced the
integrity of financial data and reporting.

Recommendation 1: Develop, document, and implement procedures to ensure that all new
CAQ employees and contractors complete security awareness training
before being granted access to the network and financial applications.

CONCUR.

The CAOQ concurs with the recommendation for all employees and contractors utilizing the House
network and CAO supported financial applications to recerve security awareness training, The
CAO provides annual security awareness iraining online and through the House Learning Center.

Mozt ueers toke advantage of the unline option, which requires a nelwork account. Te ensure
timely completion of the training by new network account holders, the CAQ wall modify the
nofification process and ensure new emplayees complete security awareness training within 30
days after receiving a network account. The CAO will implement this modification for CAQ
employees by December 31, 2006, Contingent on availability of funding through the CAO
unfunded process, the CAQ will incorporate contractors into this process by May 31, 2007,

Recommendation 2: Develop, document, and implement a formal certification and

accreditation program to achieve:

o Certification and accreditation of the general support system and all
major financial applications.

s Recertification every 3 years or when major changes oceur.

» Development of a SSP for the House general support system
{network) to include requirements identified in HISPUB (124,

+ Identification of system owners and administrators including security
adminisirators.



Developing and fullty implementing a formal certification and
accreditation process should help resolve prior-year recommendations.

CONCUR.

The CAO concurs with the recommendation to establish a formal certification and accreditation
program and to certify the general support sysiem (network) and financial systems. The CAQ
has established the Security Compliance Program, documented in House Information Security
Policy 007, which requires initial certification and subsequent two-year recertification of
systems. The CAO is in the process of completing formal certification of all financial systems,
including cited deliverables. Given the complexity of the House network, the CAO will
compilete its certification in phases. The first phase will include a baseline System Security
Plan and a plan for completing the remaining phases. The CAQ will have taken the appropriate
actions to close this recommendation by August 31, 2007.

Recommendation 3: Require all CAO employees and contractors to read and sign expected
rules of behavior annually as part of security awareness training. Signed
statements should be retained for future use if necessary.

CONCUR.

The CAO concurs with the recommendation to require CAO employees and contraclors that
have been provided access to the CAO network and/or 2 CAQ supported financial system to
read and sign expected rules of behavior. Such documentation of users’ acceptance of rules of
behavior is outhned in the System Security Plan for each specific financial system. The CAO
is in the process of acquiring user documentation for each financial system and the general
support system. Once completed, the CAO believes these actions will sufficiently mitigate the
risk identified. The CAO will explore ways to require all employees and contractors to read
and sign expected rules of behavior annually as resources become available. The CAQ will
have acquired all user documentation for the aforementioned systems by May 31, 2007.

Recommendation 4: 1.) Develop procedures to ensure that access request forms are used for
granting access to Paylinks in accordance with procedures documented
in the Paylinks SSP.

2.) Complete user access request forms for all individuals in Paylinks
who do not have an access request form. Access request forms should
document the access level each user has been authorized.

3.) Update the Paylinks user access request form to include a space for
the requesting supervisor and security administrator to sign and clearly
show what access in Paylinks the user has been authorized in the system.

CONCUR.

The CAO concurs with the recommendation. The CAO updated the user account request forms

as requested, recertified each individual with a current user account, and follows the

aforementioned procedure for new account assignment. The CAO believes we have taken
appropriate action to close this recommendation.



Recommendation 5: Develop, document, and put in place policies and procedures to ensure
that Paylinks accounts are periodically reviewed and disabled or deleted
when no longer needed.

CONCUR.

The CAQ concurs with the recommendation. The CAO has updated the Paylinks System
Security Plan and Paylinks Access Control Manual to reflect the policies and procedures for
review of user accounts. The CAQ certified al! current users of Paylinks. Further, the CAQ
will continue the User Account Management process to assist individual system owners in
monitoring of user access to CAO maintained systems. The CAO believes we have taken
appropnate action to close this recommendation.

Recommendation 6: Take steps to ensure logon warning banners are in place and operating
effectively for all CAO network users.

CONCUR.
The CAO will ensure logon warning banners are in place for all CAO network users by
November 30, 2006.

Recemmendation 7: 1.) Develop policies and procedures to ensure that standard security
configuration baselines are developed, tested, and implemented for all
CAQ financial applications before placing them into production.
2.) Review detailed scan results from PD and Paylinks database scans
and develop, document, and implement standard security configuration
baselines for databases supporting financial applications.
3.) When management must configure a database against industry best
practice for functionality reasons, clearly document this in the security
baseline.

CONCUR.

The CAO concurs with the recommendation to ensure standard security configuration baselines
arc developed, tesied and implemented for all CAQ financial applications. The House has
established policy guidelines for systems connected to the House network, The CAQ maintains
systems within this policy by utilizing established standards, or baselines, and regularly testing
these baselines against House approved Information Security Checklists. Further, the CAO
maintains systems within strict configuration management practices documenting system
configuration and change to the standard baseline required by each application. This is
documented and tracked within the configuration management procedures for each system.
The CAO believes these actions mitigate the risk identified; however, the CAQ will take action
to ensure these operational procedures are properly documented and maintained to frther
ensure mitigation of this nsk. The CAQ will document standard securily configuration
baselines for all financial systems by June 29, 2007.

Recommendation 8: Update Paylinks SSP to address logging and monitoring at the
application and database levels. The SSP should identify what



information or activities are to be logged, how long logs are to be
retained, who has access to logs, and who should review logs.

CONCUR.

The CAO concurs with the recommendation and has updated the Paylinks System Security
Plan to address logging and monitoring of the system at the application and database levels.
The System Security Plan is currently compliant with HISPUB 007.2.1, System Security Plan
Template for Major Applications. The CAQ believes we have taken appropriate action to close
this recommendation.

Recommendation 9: Ensure that security audits are performed in accordance with House
Information Security Policy 007.

CONCUR.

The CAO concurs with the recommendation and has implemented the Security Compliance
Program as described in House Information Security Policy 007. The most mature segment of
the Compliance Program ensures servers are audited prior to being placed on the network and
whenever a major change occurs, and every two years thereafier. When fully mature, the
newest segment of the Compliance Program will ensure database audits are conducted on
applications prior to production. Currently, the affected CAO business units are working to
audit and improve existing databases and to ensure appropriate security controls are included in
the databases that are in development. The CAO will have taken appropriate actions to
complete this recommendation by August 31, 2007.

Recommendation 10: Review results from detailed operating system reviews performed by
the OIG and develop and document standard security configuration
baselines for all operating systems supporting CAQ financial
applications. Standard security configurations should be documented and
clearly show how the operating system is intended to be configured.
When risky or sensitive settings or processes must be used, management
should clearly document reasons in the standard security configuration
baseline.

CONCUR.

The CAO concurs with the recommendation to ensure standard security configuration baselines
are developed, tested and implemented for all CAOQ financial applications including the
operating system. The House has established policy guidelines for systerns connected to the
House network. The CAQ maintains systems within this policy by utilizing established
standards, or baselines, and regularly testing these baselines against House approved
Information Secunty Checklists. Further, the CAO maintains systems within strict
configuration management practices documenting system configuration and change to the
standard baseline required by each application. This is documented and tracked within the
cenfiguration management procedures for each system. The CAO believes these actions
mitigate the risk identified; however, the CAO will take action to ensure these operational
procedures are properly documented and maintained to further ensurc mitigation of this risk.



The CAQ have properly documented standard security configuration baselines for all operating
systerns supporting financial systems by June 29, 2007.

Recommendation 11: Develop, document, and test emergency procedures for the Ford data
center. Ensure that procedures include specific steps to take in the data
center during an emergency and identify who is responsible for taking
such steps. Address activities such as emergency shut down of systems
and responding to fires or water leaks.

CONCUR.

The CAO concurs with the recommendation. Currently the CAOQ is renovating the Ford Data
Center and operating at partial capacity. In an effort to mitigate this risk, individual system
owners have established and tested emergency fail over procedures. To prepare for full
capacity operations, the CAO 1s establishing, documenting, and testing emergency procedures
for the Ford Data Center as part of the reconstitution phase of the renovation. The CAO will
have these procedures in place by November 30, 2007.

Recommendation 12: Require that functional/ technical specification decumentation submitted
by the developer be attached or included with change request forms and
other documentation supporting changes to Paylinks.

CONCUR.

The CAQO concurs with the recommendation. The CAOQ has revised change management
procedures and updated the Paylinks Configuration Management plan accordingly.
Additionally, the CAO is following the revised procedures for new changes to Paylinks. The
CAO believes we have taken appropriate action to close this recommendation.

Recommendation 13: Develop procedures to ensure that test plans and results for changes are
documented and included with other documentation supporting changes
to Paylinks.

CONCUR.

The CAO concurs with the recommendation. The CAO has established procedures to fully
document changes to Paylinks and is following these procedures for new changes to Paylinks.
The CAQ believes we have taken the appropriate action to close this recommendation.

Recommendation 14; Develop and document detailed test plan standards that define
responsibilities for all personnel (users, programmers, quality assurance),
require all test plans be approved, and require test results be documented
and approved.

CONCUR.

The CAQ concurs with this recommendation. The CAO has established, documented, and
communicated a revised Test Plan template, including procedures to assure delincation of
responsibilities and requiring approval of the plan and test resulis by the test and quality
assurance officer. The CAQ believes we have taken appropriate action to close this



recommendation.

Recommendation 15: Develop, document, and implement controls to ensure that only
authorized and approved changes to Paylinks are introduced into
production.

CONCUR.

The CAO concurs with the recommendation and has updated the configuration management
and change control procedures for Paylinks accordingly. Standard operating procedures for
moving code from one environment to another have been established and documented. The
CAQOQ believes we have taken appropriate action to close this recommendation.

Recommendation 16: Periodically review production program changes to ensure that access
and change controls are being followcd.

CONCUR.

'The CAO concurs with the recommendation. As part of fully implementing the CAQO
Configuration Management program, Paylinks has updated a Configuration Management Plan
that establishes program change procedures and review. These procedures include routine
review of program changes with the Technology Advisory Board, previously the Engineering
Review Board, and participation in an annual, internal Configuration Management audit. An
internal audit is scheduled for the first quarter of FY2007. With completion of this internal
audit and action taken on any resulting recommendations, the CAO believes we will have
mitigated the identified risk. Access control changes have been addressed with the
development of access control processes, access requests retained in an access control manual,
and the recertification of all current users. The CAQ will complete the required action to close
this recommendation by July 9, 2007.

Recommendation 17: Develop, document, and implement controls over movement of program
changes for Paylinks. Controls should be adequate to ensure that only
authorized changes are moved into production, and management is
notified.

CONCUR.

The CAO concurs with the recommendation and has updated the configuration management
and change control procedures for Paylinks accordingly. Standard operating procedures for
moving code from one environment to another have been established and documented. The
CAO believes we have taken appropriate action to close this recommendation.

Recommendation 18: Develop and implement procedures to ensure that systems are
developed and tested in accordance with House SDLC requirements and
industry best practices, particularly in light of the forthcoming FFS
replacement.

CONCUR.
The CAO concurs with the recommendation and is in the process of presenting the Committee



have identified, documented and enforce segregation-of-duty controls. In accordance with CAO
policy requested by Recommendation 20, the CAO will require all system owners of CAQ
supported systems to develop and implement procedures to ensure that segregation-of-duty
principles are in effect by key personnel for each system. The Director of CABS will be
responsible for the CAO systems under the CABS purview. The CAQ will establish and
implement recommended procedures by May 31, 2007.

Recommendation 22: Identify and document incompatible administrative and end-user duties
in Paylinks.

CONCUR.

The CAO concurs with the recommendation and has established documentation requested in an
access control manual and recertified all users. The CAQ believes we have taken appropriate
action to close this recommendation.

Recommendation 23: Assign users in Paylinks to appropriate security classes to enforce
proper segregation-of-duty controis. Follow the concept of least-
privilege when assigning users to securnty classes. Provide users with
only enough system access to perform their assigned roles or
responsibilities.

CONCUR.

The CAQO concurs with the recommendation. The CAQ established documentation requested
in an access control manual, and recertified all users to the appropriate access roles. The CAO
believes we have taken appropriate action to close this recommendation.

Recommendation 24: Remove Paylinks database and operating system administrator’s access
to the application.

CONCUR.

The CAO concurs with the recommendation; however, the version of Lawson currently in
production requires the current administrative privileges. To mitigate the identified risk, the
CAQ has established clear policies and procedures around access control. The CAQ intends to
update the production application to support the access changes required for this
recommendation in fiscal year 2008. The CAO will complete required action to close this
recommendation by September 28, 2008.

Recommendation: (03-HOC-13, 3.02) Establish a compliance program that would monitor
and report on CAO business units’ compliance with HISPOL and CAO
policies for implementing computer security controls at the financial
application level.

CONCUR.
The CAO concurs with the recommendation and has completed the implementation and
deployment of the Security Compliance Program. The final phase of the program was to



develop the risk assessment methodology and that phase was completed in June of 2006. The
CAO believes we have taken necessary action to close this recommendation.

Recommendation: (04-HOC-07, 2.02) Develop, document, and put in place procedures to
ensure compliance with HISPOL 003.0. These procedures shouid include
risk assessments performed at all levels (application, database, and
server) before new systems are installed and when enhancements are
made to existing systems. In addition, this would include developing a
schedule of risk assessments for existing and new financial systems and
developing procedures to identify, implement, and track corrective
actions designed to resolve weaknesses identified in the risk assessment.

CONCUR.

The CAO concurs with the recommendation and has completed the implementation and
deployment of a Security Compliance Program. The final phase of the program was to develop
the risk assessment methodology and that phase was completed in June of 2006. The CAQ
believes we have taken necessary action to close this recommendation.

Recommendation: (04-HOC-07, 2.03) Develop procedures to ensure that system-specific
secunty plans are developed and updated as needed to reflect changes to
sofiware, hardware, and business operations.

CONCUR.

The CAO concurs with the recommendation and has revised, approved, and forwarded to the
Committee, the House Information Security Publication modifications required to establish
system security plans for financial systems. The Paylinks system security plan has been
developed and approved in this format. The CAQ is currently in the process of revising
existing security plans for financial systems with the new format and content, and developing a
baseline System Security Plan for the general support system (network). These activities will
be completed by August 31, 2007,

Recommendation: (05-HOC-07, 2.02) Modify HISPUB 024 (pending) to require CAO
58Ps to identify specific individuals as system and data owners.

CONCUR.

The CAO concurs with the recommendation and has revised, approved, and forwarded to the
Committee, the House Information Secunty Publication modifications. In addition, the CAOQ is
in the process of revising System Security Plans for all financial systems with the identification
of specific system and data owners. The system security plans will be updated and required
actions necessary to close this recommendation will be taken by August 31, 2007.

Recommendation: (05-HOC-07, 2.03) Modify HISPUB 024 to include guidance on what



develop the risk assessment methodology and that phase was completed in June of 2006. The
CAO believes we have taken necessary action to close this recommendation.

Recommendation: (04-HOC-07, 2.02) Develop, document, and put in place procedures to
ensure compliance with HISPOL 003.0. These procedures shouid include
risk assessments performed at all levels (application, database, and
server) before new systems are installed and when enhancements are
made to existing systems. In addition, this would include developing a
schedule of sk assessments for existing and new financial systems and
developing procedures to identify, implement, and track corrective
actions designed to resolve weaknesses identified in the risk assessment.

CONCUR.

The CAQ concurs with the recommendation and has completed the implementation and
deployment of a Security Compliance Program. The final phase of the program was to develop
the risk assessment methodology and that phase was completed in June of 2006. The CAQ
believes we have taken necessary action to close this recommendation.

Recommendation: (04-HOC-07, 2.03) Develop procedures to ensure that system-specific
security plans are developed and updated as needed to reflect changes to
soflware, hardware, and business operations.

CONCUR.

The CAQ concurs with the recommendation and has revised, approved, and forwarded to the
Committee, the House Information Security Publication modifications required to establish
system security plans for financial systems. The Paylinks system security plan has been
developed and approved in this format. The CAQ is currently in the process of revising
existing security plans for financial systems with the new format and content, and developing a
baseline System Security Plan for the general support system (network). These activities will
be completed by August 31, 2007,

Recommendation:  (05-HOC-07, 2.02) Modify HISPUB 024 (pending) to require CAO
SSPs to identify specific individuals as system and data owners.

CONCUR.

The CAO concurs with the recommendation and has revised, approved, and forwarded to the
Committee, the House Information Secunity Publication modifications. In addition, the CAQ is
in the process of revising System Security Plans for all financial systems with the identification
of specific system and data owners. The system security plans will be updated and required
actions necessary to close this recommendation will be taken by August 31, 2007.

Recommendation: (05-HOC-07, 2.03) Modify HISPUB 024 to include guidance on what



expected behaviors should be documented within CAO SSPs. CAO
should fully implement all requirements identified i HISPUB 024 by
updating CAO SSPs to comply with HISPUR 024.

CONCUR.

The CAQO concurs with the recommendation and has revised, approved, and forwarded to the
Committee, the House Information Securnity Publication modifications. In addition, the CAO is
in the process of revising System Sccurity Plans for all financial systems with the identification
of expected behaviors. The system securily plans will be updated and required actions
necessary to close this recommendation will be taken by August 31, 2007.

Recommendation: (05-HOC-07, 2.04) Take steps to ensure that all CAQO network access
requests are documented and retained for future reference.

CONCUR.

The CAO concurs with the recommendation. The CAO intends to establish and implement a
procedure for granting network access including documenting and retaining access requests.
The CAO intends to take required action by May 31, 2007.

Recommendation: (05-HOC-07, 2,05} Modify existing procedures to ensure that CAO
system administrators are notified immediately when employees leave or
are terminated from employment with the House. Assign responsibility
for quarterly review of all CAO network accounts and require all reviews
be documented for future reference. Reviewers should look for active
accounts that have not been used in a specified period of time. These
accounts should be followed up to determine if they are still necessary
and disabled or deleted if not.

CONCUR.

The CAQ concurs with the recommendation. The procedures to notify systems administrators
have been established and implemented. Because of the natural tie between network accounts
and email accounts, the CAO will conduct review and recertification of all CAQ network users
in conjunction with deployment of Exchange 2003. The CAO intends to establish and
implement a procedure for granting network access including documenting and retaining access
requests. The CAQ intends to take required action by May 31, 2007.

Recommendation: (05-HOC-07, 2.06) Identify and document specific activities that security
administrators should be logging and reviewing on a weekly basis such
as failed logon attempts, changes to security profiles, and unsuccessful
attempts to access unauthorized systems or data by uscrs and outsiders.

CONCUR.
The CAOQ concurs with the recommendation and has revised, approved, and forwarded to the



Committee, the House Information Security Publication modifications. In addition, the CAQO 1s
in the process of revising System Security Plans for all financial systems with the identification
of expected behaviors. The system security plans will be updated and required actions
necessary to close this recommendation will be taken by August 31, 2007.

Recommendation: (05-HOC-07, 2.07) Finalize and implement HISPUB 022.0, Computer
Security Incident Management. Effective implementation would include
taking steps to ensure that alt CAO system administrators are aware of
the HISPUB and fully understand their roles and responsibilities for
identifying and reporting potential security incidents.

CONCUR.

The CAO concurs with the recommendation and has revised, approved, and forwarded to the
Committee, the House Information Security Publication modifications. The CAQ has
coordinated the revisions with systems administrators and will provide formal notification
when the Committee has approved the revised documents. The CAQ believes we have taken
appropriate action to close this recommendation.

Recommendation: (05-HOC-07, 2.08) Develop and implement policies and procedures to
ensure that CAO systern admmistrators are notified, and access 1s
removed on the same day an employee leaves or is terminated from the
House.

CONCUR.
The CAQ concurs with the recommendation to notify systems administrators when employees

depart and promptly remove access. The CAO has implemented the associated procedures.
Further, the CAO re-emphasized the importance of adhering to this policy with systems
administraiors and Information Technology management. The CAO believes these actions
mitigate the identified risk and believes we have taken the appropriate action required to close
this recommendation.

Recommendation: (05-HOC-07, 2.09) Document policies and procedures for granting
emergency and temporary access. Monitor emergency and temporary
access, and automatically terminate access after a predetermined period
when possible.

CONCUR.
The CAO concurs with the recommendation and intends to document the requested policies
and procedures for granting temporary and emergency access by May 31, 2007.

Recommendation: (03-//0C-G7, 2.{0) Modify existing HISPUBs and develop additional
policies and procedures where necessary to ensure that all blank or
default passwords are identified and changed before any CAO financial



system is placed into production. Include specific steps in House audit
checklists for determining if blank or default passwords exist.

CONCUR.

The CAO concurs with the recommendation and has revised, approved, and forwarded to the
Committee, the House Information Security Publication modifications. The CAO has also
audited all financial systems under the revised policy. The CAO believes we have taken
required action to close this recommendation.

Recommendation: (02-HOC-06, 4.05) Coordinate contingency planning and recovery
policies and procedures to ensure a comprehensive approach that
includes the network, mainframe computer, FFS, PD, and all critical
financial systems.

CONCUR.
The CAO concurs with the recommendation and is in the process of developing recovery

procedures and processes for the alternative site. The CAQ will have taken the necessary
action (o close this recommendation by December 31, 2007.

Weakness 2: The Financial Reporting Internal Control Framework was
Inadequate

Recommendation 1: Require the Office of Finance and Procurement (OFP) to perform a thorough
analysis of their procedures for preparing the Statement of Cash Flows
(SCF) to ensure that all FFS and subsidiary ledger data are included and
properly classified in the SCF.

CONCUR.

OFP has performed an analysis of our procedures for prepanng the SCF and has modified the
methodology to ensure that all FFS and subsidiary ledger data are included and properly classified
in the SCF. During our review, emphasis was placed on correcting the two areas where errors were
identified during the financial statement audit: changes affecting capital lease liability and property
and equipment. New procedures are already in place for the next financial statement audit that will
ensure that all transactions that affect the SCF, including adjusting journal entries to both FFS and
financial statement software, will be presented correctly. The CAQ believes we have taken the
appropriate action to close this recommendation.

Recommendation 2: Require OFP to identify and implement a process to ensure a thorough
review of the subscquent period to capture all financial reporting data.
Document these activities in OFP policies and procedures manuals,

CONCUR.
OFP has implemented a new process to ensure a thorough review of the subsequent period to
capture all financial reporting data. The new process has already been used for the calendar year



2005 financial statement compilation. Specifically, the new process corrects a condition first
identified during the calendar year 2004 financial audit whereby accounts payable were understated
at year end related to service contract payments processed during the first quarter of the year
subscquent to the financial statement reporting period. In addition, for future financial statement
audits, OFP will use historical data to estimate accounts payable for payments processed after the
normal cut-off period. This process has been documented in OFP policies and procedures. The
CAO believes we have taken the appropriate action to close this recommendation.

Recommendation 3: Require all CAO personnel responsible for capitalized property
procurement, monitoring, and reporting to attend training in generally
accepted accounting principles for fixed assets. Prepare a memorandum
to non-CAO offices responsible for purchasing capitalized property
instructing them of the House’s fixed-asset policies and provide training,
if necessary.

CONCUR.

The Accounting Department conducts periodic training for all CAO offices regarding the proper
treatment of fixed assets and will continue to do so in the future. The appropriate personnel will be
identified and training matertals will be prepared and distributed to attendees on the proper
treatment of budget object codes, purchases and disposals, and depreciation. Attendance will be
taken for each session and compared to a list of employees responsible for capitalized property.
Also, training literature will be distributed to non-CAO offices responsible for purchasing
capitalized property and training will be provided to those offices as required. Training is a
continual process and Accounting will work closely with all affected offices to ensure capitalized
property 15 accounted for correctly. Accounting will conduct at least one more training class before
the end of the calendar year, and will conduct training quarterly thereafter. The CAQ believes we
will take the appropriate action to close this recommendation by December 31, 2006.

Recommendation 4: Develop and implement a policy requiring timely updates to FAIMS for all
capitalized property purchases and discontinue use of manual worksheets.
Require OFP to revise its policies and procedures to state that assets
removed from service should not be depreciated.

CONCUR. '

HIR has revised its policies and procedures to require timely updates to FAIMS for all capitalized
property purchases. OFP will work with HIR and HSS to phase out manual worksheets by
transferring assets to FAIMS that are currently being tracked manually. This process will be
completed by September 30, 2007. OFP has revised its policies and procedures to state that assets
removed from service will not be depreciated, and will work with HIR to identify assets that have
been removed from service. The CAQ believes we have taken the appropriate action to close this
portion of the recommendation.

Recommendation 5: Allow OFP staff responstble for property and equipment monitoring and
reporting be granted FAIMS wser access privileges to adjust capital asset
COsts, as necessary.



CONCUR.

The CAQ concurs with the intent of this recommendation, but believes granting OFP personnel
user access privileges to FAIMS could create potential internal control problems. Changes to
FAIMS, whether intentional or not, could be made by OFP without the knowledge or consent of
the property custodian. To address the recommendation, OFP will continue to analyze property and
equipment transactions and provide direction to various CAQ offices when adjustments to capital
asset costs are required, and will follow up with the offices to ensure FAIMS has been updated
timely. The CAO believes we have taken the appropriate action to close this recommendation.

Recommendation 6: Work with the Committee on House Admtinistration to amend its rules and
require annual inventories of capitalized internal use software. Subject
capitalized sofiware to the same acquisition, monitoring, and disposal
controls as all other capitalized property.

PARTIALLY CONCUR.

HSS concurs that a process must be established to verify the inventory. However, software 1s
an internal item, and is not physically accessible to any staff other than that of the
Member/House office. Therefore, HSS cannot physically inventory this software. As an
alternative, HSS recommends that the Office Coordinators send a yearly email to their House
contacts to verify that each office is using the CMS software that is listed on their inventory.
Verification by email exchange will ensure that offices do not have CMS software on their
inventory that is no longer in use. The CAQ believes we will take the appropriate action to
close this recommendation, beginning with a year-end inventory in the current year, by
Dcocember 31, 2006.

Recommendation 7: Investigate the design of controis over (1) payroll data enfry and other
Human Resources processes and management review functions; and (2)
review the Over Speaker Pay Edit report process to determine where
weaknesses exist so these processes may be modified to ensure that
similar errors are detected and prevented in the future.

CONCUR.

OFP has taken the following steps to address design controls over payroll data entry and

management review functions:

¢ The Office of Employee Services (OES) is developing an interactive Payroll Authorization
Form that will be proposed for usage to the Committee on House Administration. The
Form will ultimately be transmitted between offices electronically resulting in a more
efficient process. Coding will be more legible which should result in fewer errors and less
corrections processed by payroll counselors.

s Payroll counselors use the payroll certification and copies of the original paperwork to
validate gross amounts for all pay before the final payroll is run,

¢ Benefits Division personnel spot-check a sample of all Federal Employee Health Benefits
(FEHRB), Thrift Savings Plan (TSP) and Life Tnsurance Enrollment Forms for accuracy.

¢ Payroll, Benefits, Document Management and the Help Desk use a custom Access Data
Base to capture all incoming payroll processing documents (i.e., Appointments,
Terminations, Salary Adjustments, FEHB, Life Insurance, and TSP).



¢ Payroll Division performs a two-person Payroll Counselor review of all Cash Due, EFT-
Pull Back of salary actions that would result in an employee overpayment.

» Benefits Division performs a two-person Benefits Counselor review of all LWQP or
adjustments that would result in a deduction not being withheld accuratety.

¢ OES will conduct random sample audits of the W4 forms entered for each pay period.
During the off cycle payroll, OES must manually compute the Federal Employee
Government Life Insurance withholding. This process has been improved by checking the
life insurance calculation for reasonablencss as OES reviews the entire PR140 to audit
gross amounts to the paperwork.

¢ OES uses a tracking system for monies due back to the House for payroll overpayments
which includes a spreadsheet that tracks individual gross to net calculations and a status of
whether payment has been received by the House.

OES has reviewed and corrected the Over Speakers Pay Edit Report process to identify
employees who have exceeded allowable House payroll limits. Adjustments are made
accordingly before the final payroll is run. The CAO believes we have taken the appropriate
action to close this recommendation.

Recommendation: (05-HOC-07, 3.1) Review and revise Accounting Department Policy and
Procedures and Accounting Department Annual Financial Statement
Compilation Procedures, including quality control procedures to ensure that
all functions are fully and completely documented.

CONCUR.

The Accounting Department will review and revise its policies and procedures and financial
statement compilation procedures as necessary to ensure that all functions are fully and completely
documented. Accounting periedically updates all procedures related to both operations and
financial statement preparation as various methodologies change. During our next revision, we will
emphasize guality control procedures related to the financial statement compilation process to
address weaknesses discovered during the financial statement audit. The CAO believes we will
take the appropriate action to close this recommendation by November 30, 2006.

STATUS OF PRIOR-YEAR RECOMMENDATIONS

Recommendation: (05-HOC-07, 1.2) Develop a proposal, for Committee on House
Administration approval. which corrects the pavroll inefficiency in
preparing and processing supplemental payroll.

CONCUR.

The CAO concurs with this recommendation which corrects the payroll inefficiency in
preparing and processing supplemental payroll. The CAO will work together with the OIG and
OIG coniract support to help analyze the various pay cycle options and their impact on reports
and other payroll-related processes. The OIG support is intended to provide valuable advisory
support to the CAQ. Based on the findings, the CAO will develop a proposal to correct the
pavroll mmefficiency in preparing and processing supplemental payroll. The CAO intends to
develop the proposal by April 30, 2007.



Report No. 06-HOC-08
December 14, 2006

ThisPage Intentionally Left Blank

Cotton & Company LLP





