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Information Resources (Report 98-CA0O-09)

This is our final report on the implementation of the Procurement Desktop (PD) system--an
automated purchase requisition and order system. The objective of this review was to ensure that
critical tasks were prioritized, in compliance with House System Development Life Cycle
(SDLC) policy, and implemented prior to going live with the new system.

Your office plans to go live with PD in House Information Resources (HIR) on August 3,
1998. We have verified that the critical implementation and PD application and database
security tasks have been completed, and agree that the House can cut-over to the new system on

that date. The specific critical tasks completed by the PD Implementation Team include the
following:

e Collection and documentation of functional requirements for areas that will be included in
each rollout and analysis of how to best meet user requirements.

e Establishment of the settings on the system to meet user requirements.

e Certification of House data entered into PD and Federal Financial System files which ensures
that financial transactions will be posted accurately.

e Establishment of security for PD to ensure that only valid users can use PD.

® Documentation of the primary user procedures of PD.



® Verification that PD has been set up to support HIR’s requisition and obligation processes
and, when financial data is entered into PD, the data will be recorded and reported correctly
(i.e., system acceptance testing).

¢ Formal classroom training for users on entering, processing, and approving purchase
requisitions and purchase orders in PD.

All the critical tasks for PD implementation in HIR have been completed and the system is
ready for operational deployment. There are additional tasks, however, that are not fully
complete and must be completed expeditiously to maintain user confidence and trust in PD.
These additional tasks include (1) determining and documenting that software deficiencies
identified in PD version 3.2 at the Library of Congress do not effect PD implementation at House
offices and (2) determining and documenting that problems identified during system acceptance
testing do not adversely and materially impact the ability of the users in HIR and in subsequent
offices to efficiently process procurement documents. These tasks are discussed in more detail in
this report. The PD Implementation Team recognizes, and we agree, that the remaining tasks do
not have direct impact on the system being ready for use on August 3, 1998.

Additionally, continued strong planning and management is needed for subsequent rollouts of
PD to other House offices. We recommend that the PD Implementation Team continue to follow
the House SDLC policy to mitigate the risk of delays, unrealistic completion estimates,
additional costs, and inefficiencies. The House SDLC policy provides an orderly and structured
approach to facilitate the development and implementation of a system that meets users’ needs in
a more timely and cost-effective manner.

In response to our July 9, 1998 draft report, you fully concurred with the matters we identified
and our recommendations. Your verbal response is incorporated in this report. The current and
planned actions by your office are responsive to the issues we identified and, when fully
implemented, should satisfy the intent of our recommendations.

We appreciate the courtesy and cooperation extended to us by your staff. If you have any
questions or require additional information regarding this report, please call me or
Robert B. Frey III at (202) 226-1250.

cc: Speaker of the House
Majority Leader of the House
Minority Leader of the House
Chairman, Committee on House Oversight
Ranking Minority Member, Committee on House Oversight
Members, Committee on House Oversight



The House Is Ready To Implement Procurement Desktop
In House I nformation Resour ces

.  INTRODUCTION

All critical tasks for the Procurement Desktop (PD) implementation in the U.S. House of
Representatives (House) Information Resources (HIR) have been completed, and the systemis
ready for operational deployment. There are additional tasks, however, that are not fully
complete and must be completed as soon as possible. Without the completion of the remaining
tasks, PD’s operational deployment in HIR may not meet users expectations and the
implementation project could lose its creditability. These tasks are not compl ete because the PD
Implementation Team has concentrated on completing tasks critical to having PD operational as
soon as possible.

Additionally, continued strong planning and management is needed for subsequent deployment
of PD to other House offices. To do this properly, the House System Development Life Cycle
(SDLC) policy should continue to be followed. Using this methodology will provide an orderly
and structured approach to implement PD in other House offices, meeting users' needsin amore
timely and cost-effective manner.

Backaround

PD, aWindows-based client-server purchasing software application, is intended to be used
initially by HIR to purchase goods and services. PD automates the entire purchase order process,
from creation, data entry, and policy review through approval and authorizing signature. The
House Office of Procurement and Purchasing (OPP) will be involved in the operational rollout of
PD.

PD is an off-the-shelf software package that is owned and maintained by American Management
Systems, Inc. (AMS). PD isnot an electronic ledger system, but provides an electronic gateway
into the Federal Financial System (FFS). PD resides on an ORACLE database and
communicates with FFS as needed to post obligations and vendor information.

Objective, Scope, And M ethodology

Our objective was to ensure that critical tasks were prioritized, in compliance with House SDLC
policy, and implemented prior to going live with the new system. Specifically, we reviewed,
analyzed, evaluated, and provided advice on various aspects of the House' s implementation of
PD in HIR. In addition, we worked closely with the PD Implementation Team to help ensure
that the PD implementation followed proper practices, and was adequately completed prior to
going live as HIR’ s primary procurement system. We provided detailed review and advice in the
following areas:

Project management infrastructure and activities.



Implementation and transaction testing of PD.

Documentation of user procedures.

Development of training for users.

Implementation and unit testing of custom reports produced by PD.
Implementation of the security setup for PD and FFS.
Configuration of the PD technical architecture.

System acceptance testing.

We conducted our review in accordance with Government Auditing Standards issued by the
Comptroller General of the United States.

I nternal Controls

This review evaluated the internal controls being incorporated in OPP’'s new procurement
system. Thisincluded both the manual and automated application controls being implemented in
the system. This also included examination of security in five areas. PD application security,
AlX operating system security, PD database security, interna network security, and physical
security. The scope of the system security integrity portion of this review was limited to the
technical and physical protection over PD in the two office buildings where it is currently
accessed and used. During the course of our review functionality was added or modified to PD
to correct PD application and database security weaknesses which we identified. No other
significant internal control or system security integrity weaknesses were identified.

II. RESULTSOF REVIEW

Additional Items To Complete When PD Goes I nto Production In HIR

System implementation projects typically include prioritization of tasks to identify those that are
critical to complete prior to going live with a new system, versus those that can be completed
shortly thereafter.

The PD Implementation Team has prioritized and completed those tasks that are critical for the
implementation of PD in HIR. However, there are additional tasks related to implementation in
HIR that must be completed as soon as possible. Listed below are tasks that will require
additional time and effort by the PD Implementation Team and must be completed shortly after
or concurrently with PD’s operational deployment:

Determine and document that software deficiencies identified in PD version 3.2 at the
Library of Congress (LOC) do not effect PD implementation at House offices. Certain



deficiencies have been previoudly identified and corrected at the House, while others arein
the process of being corrected or appear unique to the LOC operating environment.

Determine and document that problems identified during system acceptance testing do not
adversely and materially impact the ability of usersin HIR and in subsequent offices to
efficiently process procurement documents. During our review, we noted multiple test
problem reports or exceptions to expected results detailed in the test plan scripts. Most test
problem reports have been corrected, but certain reports remain unresolved. These
unresolved reports appear to relate to local area network or Windows 95 limitations and were
deemed not critical.

Continued Strong Planning And M anagement |s Needed For Future Rollouts

Financial management system implementation projects are managed using aformal SDLC
methodology. A forma SDLC methodology provides the project manager with an orderly and
structured approach to plan and manage system implementations. The methodology aso directs
the collection and documentation of user requirements, design of the system to meet user
requirements, verification, validation and testing of the system, and training of users on the new
system.

During the initial phases of the PD implementation, the House’s SDL C policy was not
completely followed and considerable delays were incurred. In the later phases, however,
management made substantial progress in achieving compliance with the House SDL C policy.
The PD Implementation Team has adopted and should continue to follow this policy.

After PD isimplemented in HIR, the PD Implementation Team will have the time to carefully
plan subsequent rollouts to other House offices and determine needed enhancementsto PD in
those offices. Subsequent rollouts and enhancements should continue to be structured to
thoroughly consider users' needs, and should target those areas where users have the greatest
concern or where inefficiencies are most acute. To do this properly, the PD Implementation
Team should continue to follow the House's SDLC policy. The methodology should include the
following:

Review of procurement and purchasing processes to identify areas that must be addressed in
each subsequent rollout.

Prioritization of individual projects.

Development of a detailed project work plan based on level of effort by area, available
resources, and realistic goals and target dates.

Collection and documentation of functional requirements for areas that will be included in
each rollout.

Analysis of how to best meet user requirements.



Establishment of the settings on the system to meet user requirements.

Verification, validation, and testing of the system.

Development of user procedures.

Training of users on the system.
Following the House's SDL C policy mitigates the risk that delays, unrealistic completion
estimates, additional costs, and inefficiencies that may occur in subsequent rollouts or
enhancements. In addition, the functionality planned for these rollouts and enhancements may
not completely meet users’ needs if the tasks associated with the House's SDLC policy are not
completed. To help assure that subsequent rollouts and enhancements will meet users needs and
avoid delays and additional costs, the House’'s SDL C policy must be followed.

Recommendations

We recommend the Chief Administrative Officer:

1. Prioritize and assign adequate resources to execute steps in the work plan to (a) determine
and document that software deficiencies identified in PD version 3.2 at LOC do not effect PD
implementation at House offices and (b) determine and document that problems identified
during system acceptance testing do not adversely and materially impact the ability of the
usersin HIR and in subsequent offices to efficiently process procurement documents.

2. Continue to follow the House' s SDLC policy for subsequent rollouts and implementation of
PD enhancements.

M anagement Response

On July 9, 1998, the CAO verbally responded to a draft of this report, and fully concurred with
the matters identified and all recommendations. He stated that he would ensure that adequate
resources are assigned to the remaining steps required to fully complete the PD implementation.
In addition, he stated that House's SDL C methodology would continue to be followed for
subsequent rollouts and implementation of PD enhancements.

Office of I nspector General Comments

The CAQO’s current and planned actions are responsive to the issues we identified, and when
fully implemented, should satisfy the intent of our recommendations. In addition, it isfeasible
for PD to be implemented in other officesimmediately after the HIR implementation. As agreed
when HIR was designated as the pilot office for PD implementation, OIG involvement in these
subsequent PD implementations is not necessary.



