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BERNARD SANDERS, VT

We again request the Committee hold a hearing to review risks associated with foreign outsourcing by
U.S. financial institutions and any strategies that are being used by U.S. financial institutions and their

regulators to identify, measure, monitor, and control these risks.

The use of foreign outsourcing by U.S. financial institutions and their vendors has increased
dramatically in the past five years and is expected to continue to increase in the future. A recent study
by Deloitte Consulting predicts that 15 percent of the U.S. financial services industry cost base will

move outside the country within the next five years.

In light of the growing reliance on foreign outsourcing by U.S. financial institutions, we believe it is
important for the Committee to examine what dangers are posed by this practice. We are particularly
concerned about any risks that foreign outsourcing may pose to U.S. financial institutions® ability to
protect the privacy of their customers’ personal financial information. In a June 2004 report entitled,
“Offshore Outsourcing of Data Services by Insured Institutions and Associated Consumer Privacy
Risks,” the Federal Deposit Insurance Corporation (FDIC) found that significant foreign outsourcing
could create a number of risks for U.S. financial institutions, including that foreign vendors may not
have adequate privacy regulations and weak controls may affect customer privacy. The FDIC
suggested improvements should be made to encourage identification of undisclosed third-party
contracting arrangements. The FDIC also recommended that federal financial regulations should
consider creating one shared, central repository of institution notices of outsourcing arrangements for
use in analysis, monitoring, and tracking of these arrangements by the Federal Financial Institutions

Examination Council.

It is critical that the Committee hold a hearing on this issue to understand the types of risks that are
posed by foreign outsourcing and to evaluate what impact this practice may have on the enforcement of
U.S. privacy, consumer protection, identity theft, anti-money laundering and other laws that all fal]

within the jurisdiction of the Committee.

Sincerely,
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