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diminish and their activities come under more scrutiny, and others have been
put out of business, although controlling overseas branches of Gulf-area char-
ities remains a challenge. The Saudi crackdown after the May 2003 terrorist
attacks in Riyadh has apparently reduced the funds available to al Qaeda—per-
haps drastically—but it is too soon to know if this reduction will Last.

Though progress apparently has been made, terrorists have shown consid-
erable creativity in their methods of moving money. If al Qaeda is replaced by
smaller, decentralized terrorist groups, the premise behind the government’s
efforts—that terrorists need a financial support nerwork—may become out-
dated. Moreover, some terrorist operations do not rely on outside sources of
money and may now be self-funding, either through legitimate employment
or low-level criminal activiry30

124 PROTECT AGAINST AND PREPARE
FOR TERRORIST ATTACKS

In the nearly three years since 9/11, Americans have become better protected
against terrorist attack. Some of the changes are due to government action, such
as new precautions to protect aircraft. A portion can be attributed to the sheer
scale of spending and effort. Publicity and the vigilance of ordinary Americans
also make a difference.

But the President and other officials acknowledge that although Americans
may be safer, they are not safe. Qur report shows that the terrorists analyze
defenses. They plan accordingly.

Defenses cannot achieve perfect safety. They make targets harder to attack
successfully, and they deter artacks by making caprure more likely. Just increas-
ing the attacker’s odds of failure may make the difference between a plan
arcempted, or a plan discarded. The enemy also may have to develop more elab-
orate plans, thereby increasing the danger of exposure or defeat.

Protective measures also prepare for the artacks that may get through, con-
taining the damage and saving lives.

Terrorist Travel
More than 500 million people annually cross U.S. borders at legal entry points,
about 330 million of them noncitizens. Another 500,000 or more enter ille-
gally without inspection across America’s thousands of miles of land borders or
remain in the country past the expiration of their permitted stay. The challenge
for national security in an age of terrorism is to prevent the very few people
who may pose overwhelming risks from entering or remaining in the United
States undetected. ¥

In the decade before September 11, 2001, border security—encompassing
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travel, entry, and immigration—was not seen 15 a national security matter. Pub-
lic figures voiced concern about the “war on drugs,” the right level and kind
of immigration, problems along the southwest border, migration crises origi-
nating in the Caribbean and elsewhere, or the growing criminal traffic in
humans. The immigration system as a whole was widely viewed as increasingly
dysfunctonal and badly in need of reform. In national security circles, how-
ever, only smuggling of weapons of mass destruction carried weight, not the
entry of terrorists who might use such weapons or the presence of associated
foreign-born terrorists.

For terrorists, ravel documents are as important as weapons. Terrorists must
travel clandestinely to meet, train, plan, case targets, and gain access to attack.
To them, international travel presents grear danger, because they must surface
to pass through regulated channels, present themselves to border security offi-
cials, or attempt to circumvent inspection points.

In their travels, terrorists use evasive methods, such as altered and counter-
feit passports and visas, specific travel methods and routes, liaisons with corrupe
government officials, human smuggling networks, supportive travel agencies,
and immigration and identity fraud. These can sometimes be detected.

Before 9/11, no agency of the ULS. government systematically analyzed ter-
rorists’ travel straregies. Had they done so, they could have discovered the ways
in which the terrorist predecessors to al Qaeda had been systematically bur
detectably exploiting weaknesses in our border security since the early 1990s.

We found that as many as 15 of the 19 hijackers were potentially vulnera-
ble to interception by border authorities. Analyzing their characteristic travel
documents and travel patterns could have allowed authorities to intercept 4 to
15 hijackers and more effective use of information available in U5, govern-
ment databases could have identified up to 3 hijackers.32

Looking back, we can also see that the routine operations of our immigra-
tion laws—that is, aspects of those laws not specifically aimed ac protecting
against terrorism—inevitably shaped al Qaeda’s planning and opportunities.
Because they were deemed not to be bona fide tourists or students as they
claimed, five conspirators that we know of tried to get visas and failed, and one
was denied entry by an inspector. We also found that had the immigration sys-
tem set a higher bar for determining whether individuals are who or what they
claim to be—and ensuring routine consequences for violations—it could poten-
tially have excluded, removed, or come into further contace with several hijack-
ers who did not appear to meet the terms for admitting short-term wvisitors.>?

QOwur investigarion showed that two systemic weaknesses came together in
our border system’s inability to contribute to an effective defense against the
9/11 attacks: a lack of well-developed counterterrorism measures as a part of
border security and an immigration system not able to deliver on its basic com-
mitments, much less support counterterrorism. These weaknesses have been
reduced but are far from being overcome.
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Preface

It is perhaps obvious to state that terrorists cannot plan and carry out attacks in the United
States if they are unable to enter the country. Yet prior to September 11, while there were
efforts to enhance border security, no agency of the U.S. government thought of border
security as a tool in the counterterrorism arsenal. Indeed, even after 19 hijackers
demonstrated the relative ease of obtaining a U.S. visa and gaining admission into the
United States, border security still is not considered a comerstone of national security
policy. We believe, for reasons we discuss in the following pages, that it must be made

one.

Congress gave the Commission the mandate to study, evaluate, and report on
“immigration, nonimmigrant visas and bordér security” as these areas relate to the events
of 9/11. This staff report represents 14 months of such research. It is based on thousands
of pages of documents we reviewed from the State Department, the Immigration and
Maturalization Service, the Department of Homeland Security, the Department of Justice,
the Federal Bureau of Investigation, the Central Intelligence Agency, the Department of
Defense, approximately 25 briefings on various border security topics, and more than 200
interviews. We are grateful to all who assisted and supported us along the way.

The story begins with “A Factual Overview of the September 11 Border Story.” This
introduction summarizes many of the key facts of the hijackers’ entry into the United
States. In it, we endeavor to dispel the myth that their entry into the United States was
“clean and legal.” It was not. Three hijackers carried passports with indicators of Islamic
extremism linked to al Qaeda; two others carried passports manipulated in a fraudulent
manner. It is likely that several more hijackers carried passports with similar fraudulent
manipulation. Two hijackers lied on their visa applications. Once in the United States,
two hijackers violated the terms of their visas. One overstayed his visa. And all but one
obtained some form of state identification. We know that six of the hijackers used these
state issued identifications to check in for their flights on September 11. Three of them

were fraudulently obtained.

The chronology that follows in chapter 2, “The September 11 Travel Operation,” is a
detailed account of how each hijacker acquired a visa and entered the United States. In
all, they had 25 contacts with consular officers and 43 contacts with immigration and
customs authorities. They began acquiring their visas in April 1999 and began entering
the country in December 2000. They successfully entered the United States 33 times over
21 months, through nine airports of entry, most of which were on the East Coast. Neither
the consular officers who adjudicated their visas nor the immigration inspectors who
admitted them into the country had any knowledge of fraudulent al Qaeda documents.

The next chapter, “Terrorist Entry and Embedding Tactics, 1993 to 2001,” explores the
topic of fraudulent documents, which terrorists have long used to support their
international travel. Indeed; the CIA studied these documents and published their
commonalities as far back as the 1980s. They even made a training video for border
inspectors to help them detect such fraud. This effort was abandoned in the early 1990s,



just as the United States experienced the first attack on the World Trade Center in 1993.
We reviewed information available on terrorist travel practices in the 1990s and
identified numerous entry and embedding tactics, unknown at the time of these earlier
attacks in the United States owing to the lack of analysis. No government agency
systematically would analyze terrorists’ travel patterns until after 9/11, thus missing

critical opportunities to disrupt their plans.

Chapter 4, “Immigration and Border Security Evolve, 1993 to 2001,” provides an
overview of counterterrorism activities as they relate to border security in the Intelligence
Community, the State Department, and the Immigration and Naturalization Service. Here
we explore the evolution of the terrorist watchlist and explain the process of applying for
a visa and for gaining entry into the United States. The reader is introduced to the Bureau
of Consular Affairs in the State Department and visa policy in general. The various INS
units working on counterterrorism are discussed, along with enforcement of immigration

law and the immigration benefits system.

Chapter 5, “Planning and Executing Entry for the 9/11 Plot,” discusses visa issuance and
admission into the United States as it specifically applied to the hijackers. Thus, visa
policy in Berlin, the United Arab Emirates, and Saudi Arabia, where the hijackers
received their visas, is explored in depth. Similarly, we review aspects of the admission
of the hijackers in detail, noting the immigration violations they committed. On both
topics, visas and entry, we include excerpts of interviews with consular, immigration, and
customs officials involved in the admission of the hijackers. We conclude with an
assessment of how well the State Department and the INS performed in the period prior

to 9/11.

“Crisis Management and Response Post-September 11, chapter 6, reports on actions
taken by the intelligence community, the departments of State and Justice, and the INS
following the attacks, up to the establishment of the Department of Homeland Security.
Particular attention is paid to programs implemented by the Justice Department, in some
cases as part of the interagency process, including the Interview Project, Visa Condor, the
Absconder Apprehension Initiative, and NSEERS, the National Security Exit and Entry

Registration System.

Appendix A contains graphics relevant to the 9/11 plot. In Appendix B, “The Saudi
Flights,” we examine the facts and circumstances surrounding the departure of Saudi
nationals from the United States in the days after the 9/11 attack. The procedure followed
for each flight, including the inspection of passengers and their belongings, is covered in
detail. Finally, in Appendix C, we describe the immigration histories of certain terrorists.
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REP. COX: (Sounds gavel.) Good morning. The Select Committee on Homeland Security will
come to order. The prior business of the committee will stand adjourned, and the committee
will proceed to hear testimony pursuant to notice on the 9/11 Commission
recommendations concerning homeland security information sharing.

Let me welcome the distinguished chairman and vice chairman of the commission, Tom
Kean and Lee Hamilton. We appreciate your appearance before us today. This committee,
Republicans and Democrats alike, commends you for your work and for your significant
contribution to our national effort to apply the lessons learned form the tragedies of

September 11th.

This committee and the 9/11 commission both have a common origin. We were formed
because of and in the wake of the catastrophic attacks against America. Both Congress and
the president swiftly recognized that neither the executive nor the legislative branch of our
government was organized to deal with this terrorist assault. This committee, as you know,
represents the only structural change thus far in Conaress since September 11th, which was
undertaken specifically to deal with the threat of international terrorism to the United
States. As such, you can understand why we are eager to conduct this hearing into your

findings and your recommendations.

As chairman, I can report that this committee has consistently pursued a legislative and
policy agenda to focus congressional attention on preventing and preparing for acts of
terrorism targeting the United States. This has been a hipartisan effort, owing in part to the
strong and able leadership of our ranking member, Jim Turner, and also to the recognition
by all our members that the security of the American people must transcend politics, even
in an election year. Partisanship will surely cause us to fail.



people if they plan to do things. There is a troubling tendency here to take this option of
preemption which, seems to me, controversial enough in the international area and apply it
domestically, and it is none of the business of law enforcement in the United States to
preempting people of what they might think are wacky political views -- and I might think --
because they might be about to do something. We have this new notion of "free speech
zones.” You know, many of us had always thought that the free speech zone was called "the
United States of America," and efforts to kind of make it anything less than that were grave
error. In your judgment, you spent a great deal of time on this. Is there any reason why we
should be having the FBI going around anticipatorily asking people if they know anybody
who plans to divert attention? Is the FBI that deep in extra agents that they've got people
with nothing else to do for the summer than go out and do this? I wonder whether this, in

your mind, raises the concern that it raises in mine?

Let me just read in your report on page 75, you note Attorney General Levi, who did great

work when he was under Gerald Ford in this regard and tried to clean it up, and then talked
about Attorney General Smith's revision, and this is the key point -- Smith’s guidelines, like
Levi's, took account to the reality that suspicion of "terrorism” like suspicion of "subversion”
could lead to making individuals targets for investigation more because of their beliefs than
because of their acts. I'm wondering if you think -- have we gotten that out of our system?

Is it coming back?

MR. KEAN: Well, I don't know what the effects of -- other than what you've read -- behind
this particular case. What we do believe is that as we try to protect ourselves, there is
always the danger, as we get into these new methods of protection, that our civil liberties
will be jeopardized, and we have recommended creating something that does not exist right
now, which is a board within the executive branch to examine these various things, and
when cases like this are raised, to actually lock and see is this getting unnecessarily into the

jeopardies of a --

REP. FRANK: Well, thank you, gentlemen, and I would hope, very strongly, that we would
make that part of any report, and I hope that we'll get the attention. Mr. Chairman, I'd ask
-- inaudible -- consent to put into the record the "New York Times" article and the editorial
without objection. One last question -- I was struck, when you talked about the failure of
immigration enforcement to exclude some of the people who came in. I was involved, to
state my vote here, during the '90s -- '80s and '90s -- trying to change the rules. I thought
they were unduly restrictive on political grounds of people coming in. I take it, from reading
your report, that you don't find that the problem is in the definition statutory of who can be
excluded but rather in the failure to use that definition appropriately. Am I reading that

accurately?

MR. KEAN: I think you're reading that accurately. I mean, we had a wonderful example of
an immigration official in Orlando, Florida, who simply asked a couple of questions. A lot of
these people just automatically granted access, even though they had --

REP. FRANK: -- can I just say that the key point is here -- under the statutes as they now
exist, those people were excludable -- inaudible -- procedures --

MR. KEAN: That's exactly right.
REP. FRANK: It's not that the statute allows that people should be --

MR. KEAN: No, they were excludable, and they were not excluded, but what I'm saying
there was at least one case of a very alert customs agent who simply started asking
questions, and that was probably the 20th hijacker who was excluded because of 3 good _J

civil servant who was doing his job.



