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The Committee on the Judiciary, to whom was referred the bill
(H.R. 718) to protect individuals, families, and Internet service pro-
viders from unsolicited and unwanted electronic mail, having con-
sidered the same, reports favorably thereon with an amendment
and recommends that the bill as amended do pass.
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The amendment is as follows:
Strike all after the enacting clause and insert the following:

SECTION 1. SHORT TITLE.
This Act may be cited as the “Anti-Spamming Act of 2001”.
SEC. 2. SPAMMING PROHIBITIONS.

(a) IN GENERAL.—Part I of title 18, United States Code, is amended by inserting
after chapter 29 the following:

“CHAPTER 30—ELECTRONIC MAIL

“Sec.
“621. Unsolicited commercial electronic mail containing fraudulent transmission information.
“622. Warning labels for electronic mail containing advertisements harmful to minors.

“§ 621. Unsolicited commercial electronic mail containing fraudulent trans-
mission information

“(a) Whoever intentionally initiates in one or more transactions the transmission
of 10 or more unsolicited commercial electronic mail messages to one or more pro-
tected computers in the United States, knowing that each such message contains
or is accompanied by header information that is materially false or misleading as
to the identity of the person initiating the transmission shall be fined under this
title, and in the case of an offense under this section which occurs after conviction
for a prior offense under this section, shall be so fined or imprisoned not more than
one year, or both.

“(b) As used in this section—

“(1) the term ‘commercial electronic mail message’ means an electronic mail
message the primary purpose of which is to advertise or promote, for a commer-
cial purpose, a product or service (including content on an Internet website);

“(2) the term ‘header information’ means the source, destination, and routing
information, including the originating domain name and originating electronic
mail address; and

“(3) the term ‘protected computer’ has the meaning given that term in section
1030(e)(2) of this title.

“(e)(1) A provider of Internet access service, if otherwise permitted by the laws or
rules of a court of a State, may bring in an appropriate court of that State, or, if
such laws or rules do not so permit, may bring in an appropriate Federal court, an
action to recover for actual or statutory damages, as provided in paragraph (2), and
for costs, as provided in paragraph (4).

“(2) A person committing a violation of subsection (a) is liable to a provider of
Internet access service for either—

“(A) the actual damages suffered by the provider of Internet access service;

or
“(B) statutory damages, as provided in paragraph (3).

“(3) At any time before final judgment in an action, a provider of Internet access
service may elect to recover an award of statutory damages for each violation of sub-
section (a) in the sum of $5 per violation, not to exceed a total of $1,000,000, except
that, during any one-year period for which the defendant has transmitted in excess
of 20,000,000 unsolicited commercial electronic mail messages, no such limit on li-
ability shall exist.

“(4) In any action brought under paragraph (1), the court may award to a pre-
vailing party reasonable litigation expenses incurred by that party, including rea-
sonable attorney’s fees, as a part of the costs awarded under section 1920 of title
28 against any party found in that action to have committed a violation of sub-
section (a).

“§ 622. Warning labels for electronic mail containing advertisements harm-
ful to minors

“(a)(1) The Attorney General shall prescribe marks or notices to be included in
electronic mail that contains a sexually oriented advertisement in order to inform
the recipient of that fact.

“(2) Whoever, in any electronic mail that is carried on an instrumentality in or
affecting interstate or foreign commerce, knowingly includes a sexually oriented ad-
vertisement but does not include in such electronic mail the marks or notices pre-
scribed by the Attorney General under this section shall be fined under this title
or imprisoned not more than one year, or both.

“(b) As used in this section, the term ‘sexually oriented advertisement’ means any
advertisement that depicts, in actual or simulated form, or explicitly describes, in
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a predominantly sexual context, human genitalia, any act of natural or unnatural
sexual intercourse, any act of sadism or masochism, or any other erotic subject di-
rectly related to the foregoing, but material otherwise within the definition of this
subsection shall be deemed not to constitute a sexually oriented advertisement if it
constitutes only a small and insignificant part of the whole, the remainder of which
is not primarily devoted to sexual matters.”.

(b) CLERICAL AMENDMENT.—The table of chapters at the beginning of part I of
title 18, United States Code, is amended by inserting after the item relating to
chapter 29 the following new item:

“30. Electronic mail 621”7,
SEC. 3. STUDY OF EFFECTS OF UNSOLICITED COMMERCIAL ELECTRONIC MAIL.

Not later than 18 months after the date of the enactment of this Act, the Attorney
General shall submit a report to the Congress that provides a detailed analysis of
the effectiveness and enforcement of the provisions of this Act and the need (if any)
for the Congress to modify such provisions.

PURPOSE AND SUMMARY

The amendment in the nature of a substitute adopted by the
Committee completely replaces the text of H.R. 718. It is a bipar-
tisan targeted approach to address two specific problems relating
to unsolicited commercial electronic mail (“UCE”). First, the
amendment makes it illegal to conceal the identity of the sender
of the e-mail. This misdemeanor prohibition is necessary because
unscrupulous individuals conceal what is known as point-of-origin,
routing or header information in order to defeat the preferences
and filtering mechanisms employed by Internet service providers
(“ISPs”) and computer users. Furthermore, those who peddle
schemes to defraud individuals, such as get-rich-quick schemes,
and transmit pornography via e-mail often conceal the origin of the
e-mail in furtherance of their unscrupulous desire to swindle con-
sumers or entice them to purchase pornography over the Internet.
There is no legitimate reason to falsify the header information ac-
companying commercial e-mail.

The second problem addressed by the amendment is unsolicited
pornography sent via e-mail. This problem is addressed by the
Hart amendment which was offered by Representative Melissa
Hart. This provision directs the Attorney General to prescribe
marks to be included in all pornographic e-mail. The amendment
is modeled after a long-standing postal statute, 39 U.S.C. §3010,
which mandates that marks be included on the envelope of porno-
graphic material sent through the United States Postal Service.
This provision will allow users to delete pornographic material
without viewing its contents and will assist parents in screening or
filtering out unwanted pornographic e-mail, thereby protecting chil-
dren from receiving and viewing pornography contained or accom-
panying e-mail. In short, a recipient of a pornographic e-mail will
now have the ability to utilize technology to automatically do the
equivalent of throwing out unopened junk mail.

BACKGROUND AND NEED FOR THE LEGISLATION
JURISDICTION AND PROCEDURE

H.R. 718, the “Unsolicited Commercial Electronic Mail Act of
2001” was introduced by Rep. Heather Wilson on February 14,
2001, and was referred to the Committee on Energy and Commerce
and the Committee on the Judiciary for a period to be subsequently
determined by the Speaker. The Committee on Energy and Com-
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merce ordered the bill, as amended, reported on March 28, 2001.
On March 29, 2001, the Committee on the Judiciary requested that
its referral be extended to June 5, 2001.1 The Committee on En-
ergy and Commerce subsequently filed its report on April 4, 2001.2
On that day, the Speaker granted an extension to the Judiciary
Committee ending not later than June 5, 2001.
H.R. 718 was referred to the House Judiciary Committee because

a number of provisions fall within the Committee’s Rule X jurisdic-
tion, including:

* Section 1—Short Title;

¢ Section 2—Congressional Findings and Policy;

¢ Section 3—Definitions—including paragraphs (4), (5), (8), (9),

and (12);

e Section 4—Criminal Penalty for Unsolicited Commercial

Electronic Mail Containing Fraudulent Routing Information;

e Section 5(c)—Internet Service Provider Immunity Provision;
» Section 6(a)(5)—Enforcement by Court Order;

¢ Section 6(b)—Private Right of Action;

¢ Section 7—Effect on Other Laws;

* Section 8—Study of Effects of Unsolicited Commercial Elec-
tronic Mail,

e Section 9—Separability; and
¢ Section 10—Effective Date.

The amendment in the nature of a substitute adopted by the
House Committee on Commerce contained several additional provi-
sions that fall within the Committee’s jurisdiction, including, a pro-
hibition on class action lawsuits (section 6(b)(4)) and a provision
authorizing state attorneys general to file suit on behalf of their
citizens (section 6(c)). The Committee also has pending before it
H.R. 1017, the “Anti-Spamming Act of 2001,” introduced by Rep.
Bob Goodlatte, and H.R. 95, the “Unsolicited Commercial Elec-
tronic Mail Act of 2001,” introduced by Rep. Gene Green. The Com-
mittee reviewed H.R. 1017 and H.R. 718 in depth at its May 10,
2001, hearing.

REGULATION OF ELECTRONIC COMMERCE AND SPAM

The increased use of the Internet for electronic commerce is de-
sirable. In fact, the Congress has encouraged, through such meas-
ures as the “Electronic Signatures in Global and National Com-
merce Act,”3 the full use of the Internet to conduct business. Busi-
nesses use e-mail, much like the regular mail, to market their
products and services. E-mail marketing is viewed by many as a
necessary component of electronic commerce. The market effi-
ciencies that the Internet can provide consumers is facilitated by
providing consumers with product information, notices about spe-
cials and discounts, and other wanted consumer information.

1See Letter from the Honorable F. James Sensenbrenner to the Honorable Dennis Hastert, Jr.,
March 29, 2001.

2See Unsolicited Commercial Electronic Mail Act of 2001, H. Rept. 107-41, Part 1 (April 4,
2001) (hereinafter “Commerce Report”).

3P.L. 106-229.
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Electronic commerce is still in its infancy. Business models are
constantly changing to find the right formula for success over the
Internet. Electronic commerce is currently experiencing a number
of difficulties. For example, banner ad revenue has fallen dramati-
cally and many Internet companies have or are going out of busi-
ness or filing for bankruptcy.

Marketing, no matter how annoying, is integral to the success of
commerce, including electronic commerce. Members on both sides
of the aisle have raised serious concerns about regulating e-mail
marketing and its impact on the growth of commerce. The Com-
mittee, in adopting its position, has chosen a cautious approach re-
garding the regulation of electronic commerce, particularly given
this era of great technological and market change.

Like any new technology, the Internet brings with it some chal-
lenges. One such challenge is the use of e-mail to deceive, cheat,
defraud, and swindle consumers. Additionally, some mass commer-
cial and non-commercial e-mailers send pornography to unwilling
recipients. Some see the increased use of e-mail, particularly UCE
(also known as “spam” or “junk e-mail”), as intrusive, annoying,
and costly to consumers and ISPs.

The debate about spam is often complicated because policy mak-
ers often confuse or don’t understand what constitutes spam. The
term “spam” is used to encompass a number of different practices,
some criminal, some annoying, and some benign. E-mail fraud, e-
mail pornography, and e-mail marketing are all often erroneously
lumped into the same category. They are demonstrably different,
and the amendment adopted by the Committee recognizes those
differences.

FRAUDULENT AND DECEPTIVE E-MAIL CONTENT

There are generally two types of fraudulent or deceptive e-mail.
The first is e-mail that makes fraudulent claims, such as the typ-
ical pyramid or other get-rich-quick scheme which is intended to
deceive, cheat, defraud, or swindle consumers. This type of fraud
falls directly under existing laws such as section 5(a) of the Federal
Trade Commission Act4 or the Federal wire fraud statute.> In addi-
tion, the Computer Fraud and Abuse Act® provides the Federal
Government with the statutory authority to investigate and pros-
ecute those involved in damaging computers or accessing them
without authorization.

On April 26, 2001, the Federal Trade Commission (“FTC”), testi-
fied before the Senate Subcommittee on Communications of the
Committee on Commerce, Science and Transportation about their
efforts to address fraudulent UCE. Since 1994, when the FTC first
filed an enforcement action against deception on the Internet, the
Commission has brought 173 law enforcement actions against more
than 575 defendants to halt online deception and fraud. Regarding
deception and fraud, the FTC testified as follows:

By no means is all UCE is [sic] fraudulent, but fraud opera-
tors, who are often among the first to exploit any technological
innovation, have seized on the Internet’s capacity to reach lit-



6

erally millions of consumers quickly and at a low cost through
UCE. Not only are fraud operators able to reach millions of in-
dividuals with one message, but they can misuse the tech-
nology to conceal their identity. Many spam messages contain
false information about the sender and where the message was
routed from, making it nearly impossible to trace the UCE
back to the actual sender. In the same vein, UCE messages
also often contain misleading subject lines and extravagant
earnings or performance claims about goods and services.
T}ﬁese types of claims are the stock in trade of fraudulent
schemes.

Bulk UCE burdens (indeed, sometimes cripples) Internet serv-
ice providers and frustrates their customers. The FTC’s main
concern with UCE, however, is its widespread use to dissemi-
nate false and misleading claims about products and services.
The Commission believes the proliferation of deceptive bulk
UCE on the Internet poses a threat to consumer confidence in
online commerce and thus views the problem of deception as
a significant issue in the debate over UCE.”

Fraudulent e-mail is a problem that the FTC is attempting to ad-
dress, but some believe additional measures need to be taken to
punish those who would use fraud or deception to take advantage
of consumers. None of the spam bills pending before Congress
would directly address issues relating to this type of fraudulent ac-
tivity.

TECHNICALLY FRAUDULENT E-MAIL

The second type of e-mail fraud is technical fraud. Technical
fraud, according to the Report to the Federal Trade Commission of
the Ad-Hoc Working Group on Unsolicited Commercial Mail, “is de-
fined as the variety of practices, such as relaying through third-
party mail servers, dynamically forging header information and
registering false domain names, used by those sending UCE to
avoid detection, frustrate remove requests, misdirect replies, and
generally frustrate efforts by users to prevent their continued re-
ceipt of UCE from the same sender.”® Those who engage in the
first type of fraud often times attempt to conceal their true identi-
ties through technical fraud. Technical fraud is used to defeat
Internet service providers’ and computer users’ e-mail filters, pref-
erences, and other technologies developed to combat unwanted e-
mail.

Some Internet service providers have successfully used state
statutory or common law as a basis to litigate against those who
engage in technical fraud; however, most agree that more needs to
be done. The Ad-Hoc Report reviewed whether Federal authorities
could prosecute senders of UCE for using falsified addressing infor-
mation and falsified headers to deceive consumers and concluded
that the legality of such a practice was unclear.® The Ad-Hoc Work-

7Written testimony of the Federal Trade Commission submitted to the Senate Subcomm. on
Communications of the Senate Comm. on Commerce, Science and Transportation (April 26,
2001), available at <http://www.ftc.gov/o0s/2001/04/unsolicommemail.htm>, visited June 1,
2001.

8 Report to the Federal Trade Commission of the Ad-Hoc Working Group on Unsolicited Com-
mercial Email (hereinafter “Ad-Hoc Report”) (July 1998).

9Id. at 16.
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ing Group endorsed public policies that “prevent and/or prohibit
the use of fraudulent headers to send unsolicited commercial email
messages.” 10 All of the witnesses who testified before the Com-
mittee endorsed the provisions in H.R. 1017 that address technical
fraud. Addressing technical fraud is the cornerstone of the bipar-
tisan compromise adopted by the Committee.

E-MAIL PORNOGRAPHY

E-mail pornography is a particularly troubling problem. E-mail
pornography is also a concern of the Energy and Commerce Com-
mittee.ll E-mail pornographers obtain e-mail addresses from a
number of sources, including Internet chat rooms. Technology en-
ables them to send millions of unsolicited pornographic e-mails to
adults and children. Internet service providers and the FTC have
received numerous complaints about such unwanted e-mail, but
they have been virtuously powerless to stop this practice. The Hart
amendment, adopted by the Committee, clearly and directly ad-
dresses this issue whereas H.R. 718, as introduced and reported by
the Energy and Commerce Committee, treats pornographic e-mail
in exactly the same manner as all unsolicited commercial e-mail.

UNSOLICITED COMMERCIAL E-MAIL

Unsolicited commercial e-mail, unlike fraudulent e-mail, is more
difficult to define. Consumers and retailers often have various rela-
tionships through various affiliates in which they may or may not
have prior business relationships. Some consumers may give per-
mission to receive information about a certain product or type of
product (i.e. womens clothing) but such permission may not be spe-
cific to a given company. Identifying the particular stage of e-mail
marketing to regulate in the retailer-consumer relationship is a dif-
ficult issue and one the Committee rejected.

Furthermore, the Committee was not convinced that non-fraudu-
lent or non-pornographic e-mail marketing requires regulation.
Most legitimate users of e-mail advertising do not engage in fraud
or deception and utilize some form of permission-based marketing.
In their April 26, 2001, testimony, the FTC noted that “well-known
manufacturers and sellers of consumer goods and services do not
send UCE. Rather, such merchants use solicited e-mail to give con-
sumers information that they have requested about available prod-
ucts, services, and sales.” 12

THE COMMITTEE ADOPTS A CAUTIOUS APPROACH TO THE REGULATION
OF E-MAIL MARKETING

The Committee specifically rejected the legal and regulatory re-
gime approved by the House Energy and Commerce Committee be-
cause of concerns about the necessity of regulating e-mail mar-

10]d. at 31.

11 Commerce Report at 9 (“There are also concerns that many unsolicited commercial elec-
tronic mail messages contain material of an adult nature that can be easily accessed by children
from the family computer, and in many instances these mail messages are intentionally sent
with incorrect routing information”).

12 Supra note 7. See also, Unsolicited Commercial Communications and Data Protection, Re-
port to the Commission of the European Communities, 24-26 (January 2001) (“As for spam, it
1s clear that its days are numbered, now that it is shunned by the marketing industry itself
as well as by the network operators and by a public which will never be inclined to enter into
a relationship of trust with at spammer.”).
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keting and the proportionality of the proposed enforcement mecha-
nisms relative to the harm or damage caused by non-fraudulent
unsolicited commercial e-mail. The amendment in the nature of a
substitute does not contain many of the unprecedented, com-
plicated, and disproportionate enforcement provisions contained in
H.R. 718. H.R. 718 utilizes a number of legal enforcement and reg-
ulatory tools to control UCE. These provisions are disproportionate
to the harm or damage caused by spam. H.R. 718, as reported by
the Energy and Commerce Committee, contains two provisions
which would empower Internet service providers to effectively write
Federal law. These provisions raise serious Constitutional con-
cerns.

First, an ISP’s unsolicited commercial e-mail policy could be en-
forced through litigation initiated by ISPs, individuals, state attor-
neys general, and the Federal Trade Commission. The second pro-
vision would deem an ISP policy a “Federal trade regulation rule”
under section 18 of the FTC Act. There is no requirement that the
ISP’s policy be open to the public pursuant to the Administrative
Procedures Act as are Federal trade regulation rules under current
law.13 Thus, the approximately 5,000 ISP’s could write different
policies enforced by myriad legal actions without the due process
afforded by traditional rules and law. The Committee’s research
has uncovered no precedent for these provisions, and concerns were
raised that they are unnecessary and raise constitutional issues.
Furthermore, because these various laws and policies could be en-
forced in State or Federal courts, a consistent application of the
new proposed Federal cause of action is far from certain.

The Committee is also concerned about the regulation of on-line
commerce, including e-mail marketing. H.R. 718, if not changed,
would be the first major Federal regulation of online commerce. At
a time of great technological and market changes in the electronic
or Internet commerce arena, Congress should be cautious when
considering new regulations of e-commerce so that it does not unin-
tentionally stifle innovation in this emerging market place. Fur-
thermore, the law should not, at this time, favor one method of con-
ducting business over another. H.R. 718, as introduced and re-
ported by the Energy and Commerce Committee, would apply oner-
ous rules and regulations to online marketing which don’t exist in
the offline world. The consequence of favoring one method of com-
mercial communication (mail) over another (e-mail) could adversely
impact the growth of electronic commerce.

Another concern about the regulation of e-mail marketing has to
do with proportionality. The Committee is concerned about making
a Federal case out of a mere annoyance. Congress should carefully
consider proposals that would unleash the FTC, state attorneys
general, and the trial bar on U.S. businesses for sending unsolic-
ited commercial e-mail. UCE that is not fraudulent or pornographic
may be annoying; however, it can be easily discarded by deleting
it—the equivalent of throwing junk mail away. Furthermore, most
legitimate businesses are interested in attracting new customers
and are concerned about annoying potential customers. Therefore,
most legitimate businesses offer some form of permission based

1315 U.S.C. §57a(b)(1).
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marketing and will readily remove one’s name from a mailing list
upon request.

Finally, consumers bear some responsibility in stemming the tide
of spam. Consumers must be wary about giving out their e-mail ad-
dresses to people or businesses with whom they are unfamiliar. For
example, by posting one’s e-mail address on a chat room, one
should know that anyone with Internet access potentially has ac-
cess to that posted e-mail address. Online pornographers will “har-
vest” e-mail addresses posted on Internet chat rooms or message
boards and then send pornographic material to those individuals.
The same common sense rules that apply in the offline world also
apply to the online world, i.e. consumers should only give out their
names, addresses, and phone numbers to people and merchants
that they trust.

AMENDMENT IN THE NATURE OF A SUBSTITUTE

Technical Fraud

The amendment in the nature of a substitute would create a new
misdemeanor criminal provision to address the issue of technical
fraud. Technical fraud includes forging or falsifying header and re-
turn information, thereby concealing the sender’s identity. Those
who send fraudulent e-mail or pornography often use technical
fraud to conceal their true identities. Furthermore, technical fraud
is used to defeat Internet service providers’ and computer users’ e-
mail filters, preferences, and other technologies designed to block
unwanted e-mail. All of the witnesses who testified before the Com-
mittee, the Federal Trade Commission (FTC) in other testimony,
and the Ad-Hoc Working Group on Unsolicited Commercial E-Mail,
which reported to the FTC in July 1998, all support public policies
addressing fraudulently concealing one’s identity. A first offense for
sending UCE with falsified or misleading header information would
be punishable by fine and a second offense would be punishable by
imprisonment.

Goodlatte Amendment

The amendment in the nature of a substitute also includes a pro-
vision, offered as an amendment by Rep. Bob Goodlatte, author-
izing Internet service providers to file suit to recover actual or stat-
utory damages for engaging in technical fraud. Rep. Goodlatte ar-
gued that ISP’s, which have a vested business interest in pro-
tecting its customers from receiving fraudulent e-mail, would help
deter the type of behavior the bill seeks to prohibit. Furthermore,
it is argued that spam causes ISPs to incur tangible quantifiable
costs, namely the costs associated with maintaining computer net-
works that may be impaired by large volumes of spam and the dis-
satisfaction of customers and the consequent loss of goodwill. It is
argued that ISPs would use this authority as they do other statu-
tory and common law authorities to protect themselves and their
customers. For example, ISPs have successfully utilized state tres-
pass laws to prevent spammers from flooding their networks with
unwanted e-mail.1* The Goodlatte amendment is intended to sup-

14See e.g. CompuServe Inc. v. Cyber Promotions, Inc., 962 F. Supp. 1015 (S.D. Ohio 1997);
America Online, Inc. v. IMS, 24 F. Supp.2d 548 (E.D. Va. 1998); America Online, Inc. v. LCGM,

Continued



10

plement any State or Federal authority already relied on by ISPs
to protect their networks and their customers.

Hart Amendment

The amendment in the nature of a substitute contains a provi-
sion, offered as an amendment by Rep. Melissa Hart, that directs
the Attorney General to prescribe marks to be included in all por-
nographic e-mail. The amendment is modeled after a long-standing
postal statute, 39 U.S.C. § 3010, which mandates that marks be in-
cluded on the envelope of pornographic material sent through the
United States Postal Service. This provision will allow users to de-
lete pornographic material without viewing its contents and will
assist parents in screening or filtering out unwanted pornographic
e-mail, thereby protecting children from receiving and viewing por-
nography contained or accompanying e-mail. In short, a recipient
of a pornographic e-mail will now have the ability to utilize tech-
nology to automatically do the equivalent of throwing out unopened
junk mail. Concerns were raised at the markup that this provision
raised constitutional concerns; however, the Congressional Re-
search Service, in a memorandum to the Committee, concluded
that the Hart amendment is constitutional. The memorandum is
reprinted in this report.

Schiff Amendment

Finally, the Committee adopted an amendment offered by Rep.
Adam Schiff which directs the Attorney General to conduct a study
of the effectiveness of the Act.

CONGRESSIONAL RESEARCH SERVICE MEMORANDUM REGARDING THE
CONSTITUTIONALITY OF THE HART AMENDMENT

Because concerns were raised at the markup about the constitu-
tionality of the Hart amendment, which would make it a mis-
demeanor to knowingly send an e-mail that includes a sexually ori-
ented advertisement without a mark or notice prescribed by the At-
torney General, the Committee requested a legal opinion from the
American Law Division of the Congressional Research Service
(CRS) regarding the constitutionality of the amendment. The opin-
ion concludes that the Hart amendment would not violate the First
Amendment of the U.S. Constitution. The CRS memorandum fol-
lows:

Inc., 46 F. Supp.2d 444 (E.D. Va 1998). For a more detailed review of statutory and common
law legal theories utilized to address spam, see Credence E. Fogo, The Postman Always Rings
4,000 Times: New Approaches to Curb Spam, 18 John Marshall Journal of Computer and Infor-
mation Law, 915 (2000); Michael A. Fisher, The Right to Spam? Regulating Electronic Junk
Mail, 23 Columbia-VLA Journal of Law and the Arts 357 (2000); Kenneth C. Amaditz, Canning
“Spam” in Virginia: Model Legislation to Control Junk E-mail, 4 Va. J.L. & Tech. 4 (1999).
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a o\ Congressional
& Research
Service
Memorandum May 30, 2001
TO: House Committee on the Judiciary
Attention: William E. Moschella, Chief Legislative Counsel

FROM: Henry Cohen

Legislative Attomey
American Law Division

SUBJECT: Constitutionality of Proposal to Require Sexually Oriented E-mail
Advertisements to be Marked as Such

This memorandum is furnished in response to your inquiry as to the constitutionality
of the “Amendment to the Amendment in the Nature of a Substitute to H.R. 718 Offered by
Ms. Hart” (hereinafter “the Amendment”). The Amendment would require the Attorney
General to “prescribe marks or notices to be included in electronic mail that contains a
sexually oriented advertisement in order to inform the recipient of that fact,” and would make
it a crime knowingly to send an e-mail that includes a sexually oriented advertisement
without a prescribed mark or notice. It appears that the Amendment would not violate the
First Amendment’s guarantee of freedom of speech.

The Amendment would define “sexually oriented advertisement” as “any advertisement
that depicts, in actual or simulated form, or explicitly describes, in a predominantly sexual
context, human genitalia, any act of natural or urmatural intercourse, any act of sadism or
masochism, or any other erotic subject directly related to the foregoing.” However, material
otherwise within this definition would not “constitute a sexually oriented advertisement if
it constitutes only a small and insignificant part of the whole, the remainder of which is not
primarily devoted to sexual matters.” This definition is substantially identical to the
definition of the same term in 39 U.S.C. § 3010, which requires that mail that contains
sexually oriented advertisements include on the envelope or cover “such mark or notice as
the Postal Service may prescribe.”

The Amendment offers the Attorney General no direction as to the content or the
placement of the marks or notices that he would prescribe. However, the fact that the
Amendment is patterned on section 3010, which requires marks or notices on the envelope
or cover, suggests that marks or notices under the Amendment are intended to appear on the
e-mail equivalent of an envelope, namely in the line that a recipient of e-mail clicks on to
openan e-mail. Representative Hart, at the House Judiciary Committee markup of H.R. 718,
on May 23, 2001, said that she believes that the Amendment “can be effective in giving
families control over the type of information that is sent to their e-mail accounts, the same

Congresslonal Research Service Washington, D.C. 20540-7000
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way now they currently have control over what’s sent to their mail boxes. Individuals can
be alerted before opening these e-mails containing sexually oriented material . . . but I think
it’s important that they can also use currently available filtering software.” The language of
the Amendment, however, would not preclude the Attomey General from permitting the
mark or notice to appear only in the opened e-mail.

Section 3010, which is known as the “Goldwater amendment,” has been upheld by a
federal district court as constitutional, with the court concluding: “The Goldwater
amendment is constitutional as applied to the plaintiffs at the present time, under regulations
which permit the words ‘Sexually Oriented Ad’ to be placed on a sealed inner envelope.”!

The court also found that the final clause of the definition of “sexually oriented
advertisement” — “or any other erotic subject directly related to the foregoing” — is not
unconstitutionally vague if it is “narrowly construed under the rule of noscitur a sociis [“it
is known from its associates,” or, less literally, “words grouped in a list should be given
related meaning].”?

Apart from these two conclusions, however, the court did not discuss the provisions of
section 3010 that would be incorporated into the Amendment. Rather, it focused on
subsection (b) of section 3010, which is not incorporated into the Amendment. Subsection
(b) authorizes any person to file with the Postal Service a statement that he desires to receive
no sexually oriented advertisements through the mails, requires the Postal Service to keep
a list of the names and addresses of persons who file such a statement, and prohibits any
person to mail to a sexually oriented advertisement to anyone whose name and address has
been on the list for more than 30 days.

The court noted: “The Goldwater amendment is an extension of the Pandering law [39
U.S.C. § 3008, formerly § 4009] ....”* “The Pandering law as construed by the Supreme
Court permits individuals who in their sole discretion believe advertisements received from
a mailer to be “erotically arousing or sexually provocative’ to request the Postal Service to
issue an order prohibiting the sender from mailing any further mailings of any kind to such
individual™ In Rowan v. United States Post Office Department, the Supreme Court upheld
the constitutionality of this provision, “categorically reject[ing] the argument that a vendor
has a right under the Constitution or otherwise to send unwanted material into the home of
another.” Although Rowan did not address section 3010, it would appear to provide some
support for the constitutionality of the Amendment. Ifthe Attorney General implements the
Amendment in keeping with Representative Hart’s statement quoted above, then the
Amendment might facilitate the use of filters to keep unwanted material from people’s
homes, and, even without the use of a filter, would facilitate a recipient’s ability to delete
unwanted material without viewing it.

! Pent-R-Books, Inc. v. United States Postal Service, 328 F. Supp. 297, 313 (ED.N.Y. 1971).

% Id. at 308. The first definition in the brackets is from BLACK’S LAW DICTIONARY (6™ ed.); the
second is from Dole v. United Steelworkers of America, 494 U.S. 26, 36 (1990).

?Id. at 307.
4 Id. at 307-308.
397 U.S. 728, 738 (1970),
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In any event, because the Supreme Court has not addressed the constitutionality of
section 3010, we must address the constitutionality of the Amendment. The Amendment
would regulate only advertisements, and advertisements constitute what in the First
Amendment context is called “commercial speech.” Commercial speech is entitled to Iess
First Amendment protection than non-commercial speech. The Supreme Court has
prescribed the four-prong Central Hudson test to determine whether a governmental
regulation of commercial speech is constitutional. This test asks initially (1) whether the
commercial speech at issue is protected by the First Amendment (that is, “it at least must
concern lawful activity and not be misleading”) and (2) “whether the asserted governmental
interest [in restricting it] is substantial. If both inquiries yield positive answers,” then to be
constitutional the restriction must (3) “directly advance[ ] the governmental interest
asserted,” and (4) be “not more extensive than is necessary to serve that interest.””’

The fourth prong is not to be interpreted “strictly” to require the legislature to use the
“least restrictive means” available to accomplish its purpose. Instead, the Court has held,
legislation regulating commercial speech satisfies the fourth prong if there is a reasonable
“fit” between the legislature’s ends and the means chosen to accomplish those ends.*

We will attempt to apply the Central Hudson test to the Amendment, but first we note
that the Amendment would compel speech, not censor it. “[I]n the context of [fully]
protected speech, the difference is without constitutional significance, for the First
Amendment guarantees ‘freedom of speech,” a term necessarily comprising the decision of
both what to say and what not to say.” In the context of commercial speech, however, the
difference has constitutional significance. In Zauderer v. Office of Disciplinary Counsel,
which is the only post-Central Hudson case in which the Supreme Court case has considered
a challenge to compelled commercial speech, the Court wrote that an advertiser’s
“constitutionally protected interest in not providing any particular factual information in his
advertising is minimal.™"® The Court, however, “recognize[d] that unjustified or unduly
burdensome disclosure requirements might offend the First Amendment by chilling protected
commercial speech.”!!

Although, in Zauderer, the Court mentioned that the Central Hudson test was
applicable, it did not apply the four prongs of the test in a step-by-step manner. Rather, the
Court found that, absent the disclosures compelled by the government, the “possibility of
deception” in the advertisements was “self-evident.” And the Court held “that an
advertiser’s rights are adequately protected as long as disclosure requirements are reasonably

¢ Commercial speech is “speech that proposes a commercial transaction.” Board of Trustees of the
State University of New York v. Fox, 492 U.S. 469, 482 (1989) (empbhasis in original).

7 Central Hudson Gas & Electric Corp. v. Public Service Commission of New York, 447 U.S. 557,
566 (1980).

¥ Board of Trustees of the State University of New York v. Fox, 492 U.S. 469, 480 (1989).

* Riley v. National Federation of the Blind of North Carolina, Inc., 487 U.S. 781, 796-797 (1988)
(emphasis in original).

1471 US. 626, 651 (1985).
.
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related to the State’s interest in preventing deception of consumers.”? This might be viewed
as equivalent to applying the first prong of the Central Hudson test and finding the
commercial speech to be misleading and therefore unprotected.

It does not seem likely that a court would take this approach in considering the
constitutionality of the Amendment, because it does not appear that e-mail advertisements
should be deemed deceptive merely for failing to disclose, before they are opened, that they
are sexually oriented. Therefore, we will attempt to apply the Central Hudson test, prong-by-
prong, keeping in mind that an advertiser’s “constitutionally protected interest in nor
providing any particular factual information in his advertising is minimal,” but “that
unjustified or unduly burdensome disclosure requirements might offend the First
Amendment by chilling protected commercial speech.”

First prong. The Amendment would regulate speech that concerns a lawful activity
and that is not misleading. It would also regulate speech that is unlawful (obscenity and
child pornography) and that is misleading (false or deceptive advertisements), but, as it
would regulate speech that concerns a lawful activity and that is not misleading, we must
apply the other prongs of the Central Hudson test.

Second prong. There appear to be at least two substantial governmental interests that
may be asserted in support of the Amendment. The first is the interest that caused the
Supreme Court to uphold the Pandering law in Rowan, namely keeping unwanted material
from the home of the recipient (or, in this case, in homes that do not use filters, facilitating
the recipient’s ability to delete unwanted material without viewing it). The second is the
“interest in supporting parental supervision of what children see and hear . . . .”* The case
that cited this interest, in upholding the ban on “indecent” radio and television broadcasts
from 6 a.m. to 10 p.m., found it “compelling,” which is greater than the “substantial” interest
required in commercial speech cases.

Third prong. The Supreme Court has written:

The third part of the Central Hudson test asks whether the speech restriction directly and
materially advances the asserted governmental interest. “This burden is not satisfied by
mere speculation or conjecture; rather, a governmental body seeking to sustain a
restriction on commercial speech must demonstrate that the harms it recites are real and
that its restriction will in fact alleviate them to a material degree.” Consequently, “the
regulation may not be sustained if it provides only ineffective or remote support for the
government’s purpose.” We have observed that “this requirement is critical; otherwise,
‘a State could with ease restrict commercial speech in the service of other objectives that
could not themselves justify a burden on commercial expression.””*

To satisfy this prong, the government must present evidence that the harms it recites are
real and that its restriction will in fact alleviate them to a material degree. This would not
seem difficult, as, to show that the harms it recites are real, it would appear to suffice for the

2 Id. at 652, 651.

** Action for Children’s Television v. Federal Communications Commission, 58 F.3d 654, 661 (D.C.
Cir. 1995), cert. denied, 516 U.S. 1043 (1996).

'* Greater New Orleans Broadcasting v. United States, 119 S. Ct. 1923, 1932 (1999) (citations
omitted).
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government to present evidence that a substantial number of people find sexually oriented
¢-mail advertisements either offensive to themselves or inappropriate for their children. If
this is so, then a mark or notice that enables them to identify such e-mails and delete them
before opening them would appear to alleviate their concerns to a material degree.

A counterargument might be that the required mark or notice would exacerbate rather
than alleviate the perceived harm by serving as an enticement to teenagers to open e-mail
advertisements that they otherwise might not, and would therefore increase the need for
parents who disapproved of their children’s seeing sexually oriented advertisements to install
filters on their computers or to monitor their children’s use of the family computer. In
response to this contention, a supporter of the Amendment might argue that, even if that were
true in some families that do not use filters, the Amendment would nevertheless help
alleviate the problem by facilitating the use of filters. A filter that needed only to identify
astandard mark or notice would presumably be significantly more effective than one that had
to search for various words and images. Furthermore, the Amendment would facilitate the
ability of people who do not use filters to delete e-mails they found offensive, regardless of
its possible impact on some teenagers.

Fourth prong. The Supreme Court has written:

The fourth part of the test complements the direct-advancement inquiry of the third,
asking whether the speech restriction is not more extensive than necessary to serve the
interests that support it. The Government is not required to employ the least restrictive
means conceivable, but it must demonstrate narrow tailoring of the challenged regulation
to the asserted interest — “a fit that is not necessarily perfect, but reasonable; that
represents not necessarily the single best disposition but one whose scope is in proportion
to the interest served.” On the whole, then, the challenged regulation should indicate that
its proponent ‘““carefully calculated’ the costs and benefits associated with the burden on
speech imposed by its prohibition.”!

The only question that this prong would appear to raise is whether the cost of placing
marks or notices on sexually oriented e-mails would be unduly burdensome to their senders.
We assume that it would not, but the government, if challenged in court, would have the
burden of proving that it would not, as “[i]t is well established that ‘[t]he party seeking to
uphold a restriction on commercial speech carries the burden of justifying it.”””**

In conclusion, it appears likely that the “Amendment to the Amendment in the Nature
of a Substitute to H.R. 718 Offered by Ms. Hart” would not violate the First Amendment.

'* Id. (citations omitted).
' Edentield v. Fane, 507 U.S. 761, 770 (1993).

HEARINGS

The Committee held a legislative hearing on H.R. 718, the “Un-
solicited Commercial Electronic Mail Act of 2001,” and H.R. 1017,
the “Anti-Spamming Act of 2001” on May 10, 2001. Testimony was
received from The Honorable Heather Wilson, U.S. Representative
from the First Congressional District in New Mexico; Mr. Rick
Lane, Director, eCommerce & Internet Technology, U.S. Chamber
of Commerce; Mr. Marc Lackritz, President, Securities Industry As-
sociation; Mr. Paul Misener, Vice President for Global Public Pol-
icy, Amazon.com (representing Amazon.com and the National Re-
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tail Federation); and Mr. Wayne Crews, Director of Technology
Studies, Cato Institute.

COMMITTEE CONSIDERATION

On May, 23, 2001, the Committee met in open session and or-
dered favorably reported the bill H.R. 718, as amended, by voice
vote, a quorum being present.

VOTES OF THE COMMITTEE

1. Mr. Watt offered an amendment to the Goodlatte amendment
to the amendment in the nature of a substitute which would have
expanded the private right of action proposed by the Goodlatte
amendment to allow customers of Internet service providers to
bring an action against a person who violates subsection (a). The
amendment was defeated by a rollcall vote of 10 to 17.

ROLLCALL NO. 1

Ayes Nays Present

Mr. Hyde

Mr. Gekas
Mr. Coble
Mr. Smith (Texas)
Mr. Gallegly
Mr. Goodlatte
Mr. Chabot
Mr. Barr
Mr. Jenkins
Mr. Hutchinson
Mr. Cannon
Mr. Graham
Mr. Bachus
Mr. Scarborough
Mr. Hostettler
Mr. Green
Mr. Keller
Mr. Issa

Ms. Hart
Mr. Flake
Mr. Conyers
Mr. Frank
Mr. Berman
Mr. Boucher
Mr. Nadler X
Mr. Scott
Mr. Watt X

Ms. Lofgren X
Ms. Jackson Lee
Ms. Waters
Mr. Meehan
Mr. Delahunt
Mr. Wexler
Ms. Baldwin
Mr. Weiner
Mr. Schiff
Mr. Sensenbrenner, Chairman X

>

>

>

> > > > < X<

>

>< > >< ><X >

> >< >

> >

> >< >

Total 10 17

2. Ms. Lofgren offered and amendment to the Goodlatte amend-
ment to the amendment in the nature of a substitute which pro-
posed to strike the provision in the Goodlatte amendment which
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provides statutory damages, thereby limiting damages to actual
damages. The Lofgren amendment also proposed to permit an “e-
mail recipient” to sue for actual damages. The amendment was de-
feated by a rollcall vote of 12 to 16.

ROLLCALL NO. 2

Ayes Nays Present

Mr. Hyde

Mr. Gekas
Mr. Coble
Mr. Smith (Texas)
Mr. Gallegly
Mr. Goodlatte
Mr. Chabot
Mr. Barr
Mr. Jenkins
Mr. Hutchinson
Mr. Cannon X
Mr. Graham
Mr. Bachus X
Mr. Scarborough
Mr. Hostettler X
Mr. Green X
Mr. Keller X
Mr. Issa
Ms. Hart X
Mr. Flake X
Mr. Conyers
Mr. Frank
Mr. Berman
Mr. Boucher
Mr. Nadler

Mr. Scott
Mr. Watt
Ms. Lofgren
Ms. Jackson Lee
Ms. Waters
Mr. Meehan
Mr. Delahunt
Mr. Wexler
Ms. Baldwin
Mr. Weiner
Mr. Schiff
Mr. Sensenbrenner, Chairman X

> D<K > > > > > > >

> > >

>

>< <X <X X<

> > >

Total 12 16

3. Mr. Schiff offered an amendment to the amendment in the na-
ture of a substitute which proposed an additional misdemeanor of-
fense for failure to include within the header information an identi-
fier prescribed by the Attorney General which would have informed
the recipient that the electronic message was an unsolicited com-
mercial electronic message. The identifier would have also per-
mitted automatic filtering. The amendment was defeated by a roll-
call vote of 8 to 14.

ROLLCALL NO. 3

Ayes Nays Present
Mr. Hyde
Mr. Gekas
Mr. Coble X

Mr. Smith (Texas) X
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ROLLCALL NO. 3—_Continued

Ayes Nays Present

Mr. Gallegly X
Mr. Goodlatte
Mr. Chabot
Mr. Barr
Mr. Jenkins
Mr. Hutchinson
Mr. Cannon X
Mr. Graham
Mr. Bachus X
Mr. Scarborough
Mr. Hostettler X
Mr. Green X
Mr. Keller X
Mr. Issa
Ms. Hart X
Mr. Flake X
Mr. Conyers
Mr. Frank
Mr. Berman
Mr. Boucher
Mr. Nadler
Mr. Scott

Mr. Watt X

Ms. Lofgren X
Ms. Jackson Lee
Ms. Waters
Mr. Meehan
Mr. Delahunt
Mr. Wexler
Ms. Baldwin
Mr. Weiner
Mr. Schiff
Mr. Sensenbrenner, Chairman X

>< >< >< ><

> >

> >< >

Total 8 14

COMMITTEE OVERSIGHT FINDINGS

In compliance with clause 3(c)(1) of rule XIII of the Rules of the
House of Representatives, the Committee reports that the findings
and recommendations of the Committee, based on oversight activi-
ties under clause 2(b)(1) of rule X of the Rules of the House of Rep-
resentatives, are incorporated in the descriptive portions of this re-
port.

PERFORMANCE GOALS AND OBJECTIVES

H.R. 718 does not authorize funding. Therefore, clause 3(c) of
rule XIII of the Rules of the House of Representatives is inappli-
cable.

NEW BUDGET AUTHORITY AND TAX EXPENDITURES

Clause 3(c)(2) of rule XIII of the Rules of the House of Represent-
atives is inapplicable because this legislation does not provide new
budgetary authority or increased tax expenditures.

CONGRESSIONAL BUDGET OFFICE COST ESTIMATE

In compliance with clause 3(c)(3) of rule XIII of the Rules of the
House of Representatives, the Committee sets forth, with respect to
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the bill, H.R. 718, the following estimate and comparison prepared
by the Director of the Congressional Budget Office under section
402 of the Congressional Budget Act of 1974:

U.S. CONGRESS,
CONGRESSIONAL BUDGET OFFICE,
Washington, DC, June 5, 2001.

Hon. F. JAMES SENSENBRENNER, Jr., Chairman,
Committee on the Judiciary,
House of Representatives, Washington, DC.

DEAR MR. CHAIRMAN: The Congressional Budget Office has pre-
pared the enclosed cost estimate for H.R. 718, the Anti-Spamming
Act of 2001.

If you wish further details on this estimate, we will be pleased
to provide them. The CBO staff contacts are Mark Grabowicz (for
Federal costs), who can be reached at 226-2860, and Lauren Marks
(for the private-sector impact), who can be reached at 226-2940.

Sincerely,
DaN L. CRIPPEN, Director.

Enclosure

cc: Honorable John Conyers Jr.
Ranking Member

H.R. 718—Anti-Spamming Act of 2001.

CBO estimates that implementing H.R. 718 would result in no
significant costs to the Federal Government. Because enactment of
the bill could affect direct spending and receipts, pay-as-you-go pro-
cedures would apply, however, CBO estimates that any impact on
direct spending and receipts would not be significant. H.R. 718 con-
tains no intergovernmental mandates as defined in the Unfunded
Mandates Reform Act (UMRA) and would impose no costs on state,
local, or tribal governments. The bill would impose a private-sector
mandate as defined by UMRA on individuals who send commercial
electronic mail containing a sexually oriented advertisement. Based
on information provided by government and industry sources, CBO
expects that the direct cost of complying with the mandate would
fall well below the annual threshold established by UMRA ($113
million in 2001, adjusted annually for inflation).

H.R. 718 would impose new restrictions on the transmission of
unsolicited commercial electronic mail (UCE). The bill would estab-
lish criminal penalties for knowingly sending certain UCE that
contains false identification information or sexually oriented adver-
tisements. Under the bill’s provisions, providers of internet access
could initiate legal action against persons who send UCE con-
taining false identification information. H.R. 718 also would direct
the Attorney General to prepare a report, within 18 months of en-
actment, on the effectiveness and enforcement of the bill’s provi-
sions.

CBO estimates that it would cost the Department of Justice less
than $500,000 to prepare the report required by the bill, subject to
the availability of appropriated funds. Because

H.R. 718 would establish a new Federal crime, the government
would be able to pursue cases that it otherwise would not be able
to prosecute. Under the bill, however, we expect a relatively small
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number of cases would be pursued and that any increase in costs
for law enforcement, court proceedings, or prison operations would
not be significant. Any such costs would be subject to the avail-
ability of appropriated funds.

Because those prosecuted and convicted under H.R. 718 could be
subject to criminal fines, the government might collect additional
fines if the bill is enacted. Collections of such fines are recorded in
the budget as governmental receipts (revenues), which are depos-
ited in the Crime Victims Fund and spent later. Any additional re-
ceipts and direct spending from enacting H.R. 718 are not likely to
be1 sig(giniﬁcant because of the relatively small number of cases in-
volved.

H.R. 718 would impose a private-sector mandate as defined by
UMRA on individuals who send electronic mail that contains a sex-
ually oriented advertisement. The bill would require the senders to
include marks or notices, to be prescribed by the Attorney General,
on all such messages that would inform recipients of the sexual
content of the message. Based on information provided by govern-
ment and industry sources, CBO estimates that the direct cost of
complying with this mandate would fall well below the annual
threshold established by UMRA for private-sector mandates.

On April 13, 2001, CBO transmitted a cost estimate for H.R. 718,
the Unsolicited Commercial Electronic Mail Act of 2001, as re-
ported by the House Committee on Energy and Commerce on April
4, 2001. CBO estimated that implementing that legislation would
cost about $6 million over the 2002-2006 period and would in-
crease revenues by about $13 million over the same period, mostly
from provisions affecting the Federal Trade Commission.

The CBO staff contacts for this estimate are Mark Grabowicz (for
Federal costs), who can be reached at 226-2860, and Lauren Marks
(for the private-sector impact), who can be reached at 226—2940.
This estimate was approved by Peter H. Fontaine, Deputy Assist-
ant Director for Budget Analysis.

CONSTITUTIONAL AUTHORITY STATEMENT

Pursuant to clause 3(d)(1) of rule XIII of the Rules of the House
of Representatives, the Committee finds the authority for this legis-
lation in article I, section 8, clauses 3 and 18 of the Constitution.

SECTION-BY-SECTION ANALYSIS AND DISCUSSION AND DISCUSSION

Section 1. Short Title. Provides that the short title of the act
shall be the “Anti-Spamming Act of 2001.”

Section 2. Spamming Prohibitions. Adds a new “Chapter 30—
Electronic Mail” to title 18 of the United States Code. Two new sec-
tions, 621 and 622, would be included in chapter 30. Section 621(a)
would prohibit anyone from sending an unsolicited commercial
electronic mail message that contains fraudulent transmission in-
formation. Specifically, the new section would prohibit the inten-
tional transmission of 10 or more unsolicited commercial electronic
mail message to one or more protected computers in the United
States knowing that the message contains or is accompanied by
header information that is materially false or misleading as to the
identity of the person initiating the transmission. A first offense
under this section is punishable by fine under the applicable provi-
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sions of title 18, United States Code, and subsequent offenses may
be punished by imprisonment for not more than 1 year.

Subsection (b)(1) of section 621 defines “commercial electronic
mail message” as “an electronic mail message the primary purpose
of which is to advertise or promote, for a commercial purpose, a
product or service (including content on an Internet website).” Sub-
section (b)(2) defines “header information” as “the source, destina-
tion, and routing information, including the originating domain
name and originating electronic mail address.” Subsection (b)(3) de-
fines “protected computer” in the same manner as it is defined by
18 U.S.C. §1030(e)(2).

Subsection (¢) of section 621 provides that an Internet service
provider may bring a cause of action in an appropriate state court,
or, if not permitted by state laws or rules, in an appropriate Fed-
eral court, against a person who commits a violation of subsection
(a). Such a person would be liable for actual or statutory damages,
an may be liable for costs. Statutory damages are $5.00 per viola-
tion, not to exceed $1,000,000, except that, no limit applies if dur-
ing any l-year period the defendant transmitted in excess of
20,000,000 unsolicited commercial electronic mail messages.

New section 622 would prohibit the inclusion of a sexually ori-
ented advertisement in electronic mail unless it includes a warning
label. Specifically, section 622 directs the Attorney General to pre-
scribe marks or notices to be included in electronic mail that con-
tains a sexually oriented advertisement in order to inform the re-
cipient of that fact. Whoever knowingly includes such an advertise-
ment without including the prescribed marks shall be fined under
the applicable provisions of title 18, United States Code, or impris-
oned not more than 1 year, or both.

Section 622(b) defines “sexually oriented advertisement” as “any
advertisement that depicts, in actual or simulated form, or explic-
itly describes, in a predominantly sexual context, human genitalia,
any act of sadism or masochism, or any other erotic subject directly
related to the foregoing, but material otherwise within the defini-
tion of this subsection shall be deemed not to constitute a sexually
oriented advertisement if it constitutes only a small and insignifi-
cant part of the whole, the remainder of which is not primarily de-
voted to sexual matters.”

Section 3. Study of Effects of Unsolicited Commercial Electronic
Mail. Directs the Attorney General to submit a report to Congress
with 18 months of enactment of the Act which provides a detailed
analysis of the effectiveness of the enforcement provisions of the
Act and the need (if any) for the Congress to modify such provi-
sions.

CHANGES IN EXISTING LAW MADE BY THE BILL, AS REPORTED

In compliance with clause 3(e) of rule XIII of the Rules of the
House of Representatives, changes in existing law made by the bill,
as reported, are shown as follows (new matter is printed in italics
and existing law in which no change is proposed is shown in
roman):
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TITLE 18, UNITED STATES CODE

* * *k & * * *k

PART I—CRIMES

Chap. Sec.
1. General ProviSions ............ccccceieiiiieniiieeniieeeeiee et e e e s e e e eeaes 1
£ £ ES Ed ES * ES
30. Electronic Mail .....................ccocueeeeieeeaeiiieeecieeeeeiee e et eeiaeeeeeaee s 621

CHAPTER 30—ELECTRONIC MAIL

Sec.

621. Unsolicited commercial electronic mail containing fraudulent transmission in-
formation.

622. Warning labels for electronic mail containing advertisements harmful to mi-
nors.

§621. Unsolicited commercial electronic mail containing
fraudulent transmission information

(a) Whoever intentionally initiates in one or more transactions the
transmission of 10 or more unsolicited commercial electronic mail
messages to one or more protected computers in the United States,
knowing that each such message contains or is accompanied by
header information that is materially false or misleading as to the
identity of the person initiating the transmission shall be fined
under this title, and in the case of an offense under this section
which occurs after conviction for a prior offense under this section,
shall be so fined or imprisoned not more than one year, or both.

(b) As used in this section—

(1) the term “commercial electronic mail message” means an
electronic mail message the primary purpose of which is to ad-
vertise or promote, for a commercial purpose, a product or serv-
ice (including content on an Internet website);

(2) the term “header information” means the source, destina-
tion, and routing information, including the originating do-
main name and originating electronic mail address; and

(3) the term “protected computer” has the meaning given that
term in section 1030(e)(2) of this title.

(c)(1) A provider of Internet access service, if otherwise permitted
by the laws or rules of a court of a State, may bring in an appro-
priate court of that State, or, if such laws or rules do not so permit,
may bring in an appropriate Federal court, an action to recover for
actual or statutory damages, as provided in paragraph (2), and for
costs, as provided in paragraph (4).

(2) A person committing a violation of subsection (a) is liable to
a provider of Internet access service for either—

(A) the actual damages suffered by the provider of Internet
access service; or

(B) statutory damages, as provided in paragraph (3).

(3) At any time before final judgment in an action, a provider of
Internet access service may elect to recover an award of statutory
damages for each violation of subsection (a) in the sum of $5 per
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violation, not to exceed a total of $1,000,000, except that, during any
one-year period for which the defendant has transmitted in excess
of 20,000,000 unsolicited commercial electronic mail messages, no
such limit on liability shall exist.

(4) In any action brought under paragraph (1), the court may
award to a prevailing party reasonable litigation expenses incurred
by that party, including reasonable attorney’s fees, as a part of the
costs awarded under section 1920 of title 28 against any party
found in that action to have committed a violation of subsection (a).

§622. Warning labels for electronic mail containing adver-
tisements harmful to minors

(a)(1) The Attorney General shall prescribe marks or notices to be
included in electronic mail that contains a sexually oriented adver-
tisement in order to inform the recipient of that fact.

(2) Whoever, in any electronic mail that is carried on an instru-
mentality in or affecting interstate or foreign commerce, knowingly
includes a sexually oriented advertisement but does not include in
such electronic mail the marks or notices prescribed by the Attorney
General under this section shall be fined under this title or impris-
oned not more than one year, or both.

(b) As used in this section, the term “sexually oriented advertise-
ment” means any advertisement that depicts, in actual or simulated
form, or explicitly describes, in a predominantly sexual context,
human genitalia, any act of natural or unnatural sexual inter-
course, any act of sadism or masochism, or any other erotic subject
directly related to the foregoing, but material otherwise within the
definition of this subsection shall be deemed not to constitute a sexu-
ally oriented advertisement if it constitutes only a small and insig-
nificant part of the whole, the remainder of which is not primarily
devoted to sexual matters.

* * * * * * *

MARKUP TRANSCRIPT

BUSINESS MEETING
WEDNESDAY, MAY 23, 2001

HOUSE OF REPRESENTATIVES,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The committee met, pursuant to notice, at 10:06 a.m., in Room
2141, Rayburn House Office Building, Hon. F. James Sensen-
brenner, Jr. [chairman of the committee] presiding.

Chairman SENSENBRENNER. The committee will be in order.

The next item on the agenda is H.R. 718, the Unsolicited Com-
mercial Electronic Mail Act of 2001, and I move its favorable rec-
ommendation to the full House.

[H.R. 718 follows:]
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To protect individuals. families. and Internet serviee providers from unsolicited
and unwanted electronie nail.

IN TIIE TIOUSE OF REPRESENTATIVES

FEBRUARY 14, 2001

Mrs. Winsox (for herself, Mr. GREEN of Texas. Mr. GARY MILLER of Cali-
fornia. Mr. GOODLATTE. Mr. PICKERING, Mr. DEAL of Georgia, Mr.
Larcent, Mr, FossgLLa, Mr. WALDEN of Oregon, Mr. BRyaxt, Mr.
TAvzIN, Mr. GILLMOR, Mr. FRELINGIIUYSEN, Ms. CARSON of Indiana,
Mr. KiLbee, Mr. ENGLISIL Mr. LEVIN, Mr. Siioxns, Ms. Estoo, My
HiNeney, Mre. TERRY, Mr. Rusi, Mr, Boxtor, Mr. TTory, Mrs. BAER-
SON. Mr. ENGEL, Mrs. Jo ANN Davis of Virginia, Ms. DEGETTE, Ms.
TLARMAN. Mr. MooORE, Mr. SHIMKUS, Mr, BARRETT, Mr. Borcner, Mr.
GREENWOOD, Ms. MCCARTHY of Missouri. Mr. CRAMER, Mr. SESSIONS,
Mr. GORDON, M. SpHows, Mr. FRANK. Ms. MCKINNEY, Mr. Honr, Mr.
SANDLIN, Mro SAWYER, Mr. STRICKLAND. Mr. WELLER. Mr. Kine, Mr.
SakER. Ms. ILawr, Mr. Prers, Mr. UbaLL of New Mexico, My, LUTHER,
Mr. Reves. Ms. Perost Mr. Frost. M. Enreien, Mr. BUrr of North
Carolina, Mr. ApeErionr, Mr. Woprrk, Mr. Isagsox. Mis. (vBiy, Mr.
SARTON of Texas, Mr. STEARNS, My, OXLEY, Ms. DUNN, Mr. ITasTINGS
of Washington, Mr. STUPAK. and Mr. BLUNT) introduced the following
bill: which was referred to the Committee on Energy and Commeree, and
inaddition to the Committee on the Judiciary, for a period to be subse-
quently determined by the Speaker, in cach case for consideration of sueh
provisions as tall within the jurisdiction of the committee concerned

A BILL

To protect mdividuals. families, and Internet scrviee

providers from unsolicited and unwanted clectronic mail.
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Be it enacted by the Senate and HHouse of Representa-
tives of the United States of Lmerica in Congress assembled,
SECTION 1. SHORT TITLE.

This et may be cited as the “Unsolieited Commer-
cal Electronic Mail Act of 20017,
SEC. 2. CONGRESSIONAL FINDINGS AND POLICY.

(@) FINpINGs.—The Congress finds the following:

(1) There is a right of free speech on the Inter-
net.

(2) The Internet has inereasingly become a erit-
ical mode of global communication and now presents
unprecedented opportunities for the development and
growth of global commerce and an integrated world-
wide economy. In order for global commeree on the
Internet to reach its full potential. individuals and
entities using the Internet and other online services
should be prevented from engaging in activities that
prevent other users and Internet service providers
from having a reasonably predietable, efficient, and
eeonomical onhine experience.

(3) Unsolicited commereial clectronie mail can
he an important mechanism through which busi-
nesses advertise and attract customers in the onhne

environment.
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(4} The receipt of unsolicited commereial elee-
tronic mail may result in costs to recipients who
cannot refuse to aceept such mail and who incur
costs for the storage of such mail, or for the time
spent aceessing, reviewing, and discarding such mail,
or for both.

(5) Unsolicited commereial eleetronic mail may
impose significant monetary costs on Internet aceess
services, businesses. and educational and nonprofit
institutions that carry and receive such mail, as
there is a finite volume of mail that such providers,
businesses, and institutions can handle without fur-
ther investment. The sending of such mail is inereas-
ingly and negatively affecting the quality of service
provided to customers of Internet aceess serviee, and
shifting costs from the sender of the advertisement
to the Internet aceess serviee.

(6) While some senders of unsolicited commer-
¢ial eleetronic mail messages provide simple and reli-
able ways for recipients to rejeet (or “opt-out” of)
reeeipt  of unsobeited  commereial  clectronie mail
from such senders in the future, other senders pro-
vide no suclhi “opt-out™ mechanism, or refuse to
lionor the requests of recipients not to receive elee-

tronie mail from such senders in the future, or both.
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(7) An increasing number of senders of unsolic-
ited commercial eleetronic mail purposefully disguise
the source of such mail so as to prevent recipients
from responding to such mail quickly and easily.

(8) Many senders of unsolicited commereial
electronie mail colleet or harvest electronie mail ad-
dresses of potential recipients without the knowledge
of those recipients and in violation of the rules or
terms of service of the database from which such ad-
dresses are collected.

(9) Because reeipients of unsolicited eommereial
electronic mail are unable to avoid the receipt of
such mail through reasonable means. such mail may
mvade the privacy of recipients.

(10) In legislating against certain abuses on the
Internet, Congress should be very careful to avoid
infringing in any way upon constitutionally protected
rights, mmcluding the rights of assenmbly, free speech,
and privacy,

(1) CONGRESSIONAL DETERMINATION OF PUBLIC

Poricy.—On the basis of the findings in subsection (a),

the Congress deterniines that—

(1) there 1s substantial government mterest in

reeulation of unsolicited commercial eleetronic mail;
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(2) Internet service providers should not Dbe
compelled to bear the costs of unsolicited commereial
electronie mail without compensation from the send-
er: and

(3} recipients of unsolicited  commereial  elec-
tronic mail have a right to decline to receive or have
their children receive unsolicited commereial elee-
tronic mail.

3. leFlNITIONS.
In this Aet:

(1) CHILDREN.—The term “children” includes
natural children, stepehildren, adopted children, and
children who are wards of or in custody of the par-
ent. who have not attained the age of 18 and who
reside with the parent or are under his or her care,
custody, or supervision.

(2)  COMMERCLAL  ELECTRONIC  MAIL - MES-
SAGE.—The term “eommereial cleetronie mail mes-
sage’ means any eleetronic mail message that pri-
marily advertises or promotes the commereial avail-
ability of a product or service for profit or invites
the recipient to view content on an Internet web site
that 1s operated for a commercial purpose. An elee-
trome mail message shall not be considered to be a

commercial electronie mail message solely because
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such message includes a reference to a commercial
entity that serves to identify the initiator.

(3)  Commrssiox.—The  term “Commission”
means the Federal Trade Commission.

(4) DoMAIN NaME.—The term “domain name”
means any alphanumerie designation which is reg-
istered with or assigned by any domain name reg-
istrar, domain name registry, or other domain name
registration authority as part of an eleetronic ad-
dress on the Internet.

(5) ELECTRONIC MAIL ADDRESS.—

(\) IN GENERAL.—The term ‘“electronie
mail address’” means a destination (commonly
expressed as a string of characters) to which

- cleetronie mail can be sent or delivered.

(B) IncLUsION.—In the case of the Inter-
net, the term “electronic mail address” may in-
clude an electronie mail address consisting of a
user name or mailbox (commonly referred to as
the “local part™) and a reference to an Internet
domain (commonly referred to as the “domain
part™’).

(6) INTERNET.—The term “Internet” has the
meaning given that term in secetion 231(e)(3) of the

Communications et of 1934 (47 U.S.C. 231(e}(3)).
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(7) INTERNET ACCESS SERVICE.—The term
“Internet aceess serviee™ has the meaning given that
term i seetion 231(e)(4) of the Communications
Act of 1934 (47 U.S.C. 231 (e)(4)).

(3) INITLATE.—The term “initiate”, when used
with respeet to a commercial electronic mail mes-
sage, means to originate such message or to procure
the transmission of such message.

(9) INITLATOR.—The term “initiator”, when
used with respeet to a commercial eleetronic mail
message, means the person who initiates such mes-
sage. Such term does not include a provider of an
Internet aceess serviee whose role with respeet to the
message 18 limited to handling, transmitting, re-
transmitting, or relaying the message.

(10) PRE-EXISTING  BUSINESS  RELATION-
suiP.—The term “pre-existing business  relation-
ship™ means, when used with respeet to the initiator
and recipient of a commerdal eleetronic mail mes-
sage, that cither of the following cireumstances exist:

(\) PREVIOUS BUSINESS TRANSACTION.—

(1) Withim the S-vear period ending
upon receipt of such message, there has
been a business transaction between  the

mitiator and the recipient  (including  a
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transaction imvolving the provision, free of

charge, of information requested by the re-

cipient, of goods, or of services); and
(11) the recipient was, at the time of

such transaction or thereafter, provided a

clear and conspicuous notice of an oppor-

tumty not to receive further messages from
the initiator and has not exereised such op-
portunity.

(B) OpT IN~—The reeipient has given the
nmitiator permission to mitiate commereial elec-
troni¢ mail messages to the electronic mail ad-
dress of the recipient and has not subsequently
revoked such permission,

(11) RecteieNT —The term “‘recipient”, when
used with respeet to a commercial electronie mail
message, means the addressee of such message.

(12) UNSOLICITED  COMMERCIAL ELECTRONIC
MAL MESSAGE—The term “unsolicited commereial
cleetronic: mail message™  means any commercial
cleetroniec mail message that is sent by the initiator
to a recipient with whom the initiator does not have

a pre-existing busmess relationship.
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SEC. 4. CRIMINAL PENALTY FOR UNSOLICITED COMMER-

CIAL ELECTRONIC MAIL CONTAINING FRAUD-
ULENT ROUTING INFORMATION.

Section 1030 of title 13, United States Code, is

amended—

(1) n subsection (a)(d)—

(\) in subparagraph (13), by striking “or”

at the end;

(B) in subparagraph (C'), by inserting “or’
after the semicolon at the end; and

(C) by adding at the end the following new
subparagraph:

(D) intentionally initiates the transmission of
any unsolicited commereial celeetronic mail message
to a protected computer in the United States with
knowledge that any domain name, header informa-
tion, date or time stamp, originating eleetronic mail
address, or  other  mformation  identifving  the
initiator or the routing of such message, that is eon-
tammed in or accompanies such message, is false or
maceurate;”’;

(2) i subscetion (¢H2)N)—

(\) by mserting ()7 after “in the ease

of " and
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(BB) by inserting before *; and” the fol-

i

lowing: “, or (1) an offense under subsection
(a)(3)(D) of this seetion™; and
{3) In subsection (¢)—

() by striking “and™ at the end of para-
araph (8);

(I3) by striking the period at the end of
paragraph (9) and inserting a semicolon; and

(C) by adding at the end the following new
paragraph:

*(10) the terms ‘mitiate’, ‘initiator’, ‘unsolicited

commercial electronic mail message’, and ‘domain
name’ have the meanings given sueh terms in section
3 of the Unsolicited Comniercial Eleetronie Mail Act
of 2001.7.

SEC. 5. OTHER PROTECTIONS AGAINST UNSOLICITED COM-

MERCIAL ELECTRONIC MAIL.

() REQUIREMENTS FOR TRANSMISSION OF Mgs-

(1) INCLUSION OF RETURN ADDRESS IN (OM-

MERCIAL ELECTRONIC MAIL—It shall be unlawful
for any person to mitiate the transmission of a com-
mercial electronie mail message to any person within

the United States unless such message contains a

cleetronic mail  address,  conspicuously  dis-
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played. to which a recipient may send a reply to the
mitiator to indicate a desire not to reeeive any fur-
ther messages.

(2) PROHIBITION OF TRANSMISSION OF UNSO-
LICITED COMMERCLAL ELECTRONIC MAIL AFTER OB-
JECTION.—If a recipient makes a request to a per-
son to be removed from all distribution lists under
the control of such person, it shall be unlawful for
such person to initiate the transmission of an unso-
licited commereial electronic mail message to such a
recipient within the United States after the expira-
tion, after receipt of such request, of a reasonable
period of time for removal from such lists. Such a
request shall be deemed to terminate a pre-existing
husiess  relationship for purposes of determining
whether subsequent messages are unsolicited eom-
mereial electronie mail messages.

(3) INCLUSION OF IDENTIFIER AND OPT-OUT IN

UNSOLICITED  COMMERCLAL ELECTRONIC MAIL.—It
shall be unlawtul for any person to initiate the
transmission of any unsolicited commeretal electronie
mail message to any person within the United States

unless the message provides, in a manner that is

clear and conspicuous to the recipient—
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(\\) identification that the nessage 1s an
unsolicited commercial electronic mail message;
and

(B) notice of the opportunity under para-
graph (2) not to receive further unsolicited
commereial electronic mail messages from the
Initiator.

(b) ENXFORCEMENT OF POLICIES BY INTERNET Ac-

CESS SERVICE PROVIDERS.—

(1) PROHIBITION OF TRANSMISSIONS IN VIOLA-
TION OF POSTED POLICY.—It shall be unlawful for
any person to mitiate the transmission of an unsolie-
ited commereial electronic mail message to any per-
son within the United States in violation of a poliey
governing the use of the equipment of a provider of
Internet access serviee for transmission of unsolie-
ited commereial electronie mail messages that meets
the requirements of paragraph (2).

(2) REQUIREMENTS FOR ENFORCEABILITY.—
The requirements under this paragraph for a poliey
regarding unsolicited  commercial — cleetronic  mail
messages are as follows:

() CLarry.—The poliey shall explicitly
provide that compliance with a rule or set of

rules is a condition of use of the equipment of
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a provider of Internet access serviee to deliver
commercial electronic mail messages.
(B) PUBLICLY AVAILABILITY.—The poliey
shall be publiely available by at least one of the

following methods:

(i) WEB POSTING.—The poliev is
clearly and  conspicuously  posted on  a
World Wide Web site of the provider of
Internet aceess serviee, which has an Inter-
net domain name that is identical to the
Internet domain name of the electronie
mail address to which the rule or set of
rules applies.

(1) NOTIFICATION IN  COMPLIANCE
WITIT TECHNOLOGICAL STANDARD.—Such
poliey s made publiely available by the
provider of Internet access service in ace-
cordance with  a  technological  standard
adopted by an appropriate Internet stand-
ards setting body (sueh as the Internet
Engmeerimg Task Forcee) and recognized
by the Commission by rule as a fair stand-
ard.

(C) INTERNAL 0PT-0UT LIST.—If the pol-

iy of a provider of Internet access serviee re-
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quires compensation specifically for the trans-
mission of unsolicited commercial  electronie
matl messages into its svstem, the provider
shall provide an option to its subseribers not to
receive any  unsolicited  commereial  electronice
mail messages, exeept that sueh option is not
required for any subseriber who has agreed to
receive unsolicited commereial electronic mail
messages in exchange for discounted or free

Internet access service.

(3) OTHER ENFORCEMENT.—Nothing in this
Act shall be construed to prevent or limit, in any
way. a provider of Internet access service from en-
foreing, pursuant to any remedy available under any
other provision of Federal. State, or local eriminal or
civil law, a poliey regarding unsolicited commereial
eleetronic mail messages,

(¢} PROTECTION OF INTERNET ACCESS SERVICE

PROVIDERS.—

(1) GOOD FAITII EFFORTS TO BLOCK TRANS-
MISSIONS.—\ provider of Internet aceess service
shall not be liable, under any Federal, State, or loeal
el or eriminal law, for any action it takes m good
faith to block the transmission or receipt of unsolie-

ited commereial cleetronie mail messages.
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(2) INNOCENT RETRANSMISSION.—A provide
of Internet access service the facilities of which ar
used only to handle, transmit, retransmit, or rela
an unsolicited  commercial electronic mail messag
transmitted i violation of subseetion (a) shall no
be liable for any harm resulting from the trans
mission or receipt of such message unless such pro
vider permits the transmission or retransmission o
such message with actual knowledge that the trans
mission 1s prohibited by subsection (a) or subseectiol
(b)(1).

SEC. 6. ENFORCEMENT.
(a) GOVERNMENTAL ORDER.—

(1) NOTIFICATION OF ALLEGED VIOLATION . —
The Commission shall send a notification of allegec
violation to any person who violates secetion 5 if—

(\) a recipient or a provider of Interne
aceess service notifies the Commission, in suel
form and mamner as the Commission shall de
termine, that a transmission has been receivec

i violation of section 5; or

(I3) the Commission has other reason t
believe that such person has violated or is vio

lating seetion 5.
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(2) TERMS OF NOTIFICATION.—A\ notifieation

of alleged violation shall—

(:\) identify the violation for which the no-
tification was issued;

(B) direet the initiator to refrain from fur-
ther violations of section 5;

() expressly prohibit the mitiator (and
the agents or assigns of the initiator) from fur-
ther mitiating unsolicited commereial eleetronic
mail messages m violation of section 5 to the
designated recipients or providers of Internet
aceess service, cffective on the third day (ex-
chuding Saturdays, Sundayvs, and legal publie
holidays) after receipt of the notification: and

(D) direet the mitiator (and the agents or
assigns of the initiator) to delete nnmediately
the names and electronic mail addresses of the
designated recipients or providers from all mail-
g lists owned or controlled by the imtiator (or
such  agents  or assigns) and  prohibit  the
mitiator (and such agents or assigns) from the
sale, Tease, exchange. license, or other trans-
action imvolving mailing lists bearing the names
and elecetronic mail addresses of the designated

recipients or providers.
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(3) COVERAGE OF MINOR CHILDREN BY NOTIFI-
CATION.—Upon request of a recipient of an elee-
tronic mail message transmitted in violation of see-
tion 5. the Commission shall include in the notifica-
tion of alleged violation the names and electronic
mail addresses of any child of the recipient.

(4) EXFORCEMENT OF NOTIFICATION TERMS.—

(:\) CoarraiNT.—If the Commission be-
fieves that the initiator (or the agents or as-
signs of the initiator) has failed to comply with
the terms of a notification issued under this
subsection. the Commission shall serve upon the
initiator {or such agents or assigns), by ree-
istered or certified mail. a complaint stating the
reasons for its belief and request that any re-
sponse thereto be filed in writing with the Com-
mission within 15 days after the date of such
serviee,

(13) ITEARING AND ORDER.—If the Com-
mission, after an opportunity for a hearing on
the record, determines that the person upon
whom the complaint was sarved violated the
terms ot the notification. the Commission shall
issue an order direeting that person to comply

with the terms of the notification.
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(C) PRESUMPTION.—For purposes of a de-
termination under subparagraph (B), reeeipt of
any transmission in violation of a notification of
alleged violation 30 days (excluding Saturdays,

Sundays, and legal public holidays) or more

after the effective date of the notification shall

create a rebuttable  presumption  that  such
transmission was sent after such effective date.

(5) ENFORCEMENT BY COURT ORDER.—AnNy
distriet court of the United States within the juris-
diction of which any tx‘aﬁsmissiun 18 sent or received
i violation of a notification given under this sub-
seetion shall have jurisdietion, upon application by
the Attorney General, to issue an order commanding
complianee with such notification. Failure to observe
sueh order may he punishable by the court as con-
tempt thereof.

(b) PRIVATE RIGITT OF ACTION. —

(1) ACTIONS AUTHORIZED.—\ reeipient or a
provider of Internet access service may, it otherwise
permitted by the laws or rles of court of a State,
bring in an appropriate court of that State, or may
bring in an appropriate Federal comt if such laws
or rules do not so pernit, either or hoth of the fol-

lowing actions:
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(A) An action based on a violation of see-
tion 5 to enjoin such violation.

(B) An action to recover for actual mone-
tary loss from such a violation In an amount
equal to the greatest of—

(1) the amount of such actnal mone-
tary loss; or

(i) $500 for cach such violation, not
to exceed a total of $50.000.

(2) ADDITIONAL REMEDIES.—If the court finds
that the defendant willfully, knowingly, or repeatedly
violated section 3, the court may, in its diseretion,
merease the amount of the award to an amount
equal to not more than three times the amount
available under paragraph (1).

(3) ATTORNEY FEEsS.—In any such action, the
court may, in its diseretion, require an undertaking
for the payment of the costs of such action, and as-
soss reasonable costs, including reasonable attornevs’
fees, against anv party,

{4) PROTECTION OF TRADE SECRETS.—At the
request of any party to an action brought pursuant
to this subseetion or any other participant in such
an action, the court may, i ats diseretion, issue pro-

tecetive orders and conduet legal proceedings in such
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a way as to proteet the secreey and seeurity of the

computer, computer network., computer data, com-

puter program, and computer software involved in
order to prevent possible recurrence of the same or

a similar act by another person and to protect any

trade seerets of any sueh party or participant.
SEC. 7. EFFECT ON OTHER LAWS.

(a) FEbDERAL Law.—Nothing in this Act shall be
construed to impair the enforeement of section 223 or 231
of the Communications Aet of 1934, chapter 71 (relating
to obscenity) or 110 (relating to sexual exploitation of ehil-
dren) of title 18, United States Code. or any other Federal
criminal statute.

(h) S1ATE Law.—No State or local government may
mipose any ¢ivil hability for commereial activities or ac-
tions in nterstate or foreign commeree in connection with
an activity or action deseribed in seetion 5 of this Act that
I8 inconsistent with the treatment of such activities or ac-
tions under this Act, exeept that this et shall not pre-
empt any eivil remedy under State trespass or contract
law or under any provision of Federal, State, or local
crimnal law or any el remedy available under such law
that relates to acts of computer fraud or abuse arising
from the unauthorized transmission of unsolicited com-

nmeretal eleetronic mail messages.
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SEC. 8. STUDY OF EFFECTS OF UNSOLICITED COMMERCIAL

fum—

ELECTRONIC MAIL.

Not later than 18 months after the date of the enaet-
ment of this Aet. the Federal Trade Commission shall sub-
nut a report to the Congress that provides a detailed anal-
vsis of the effeetiveness and enforcement of the provisions
of this Act and the need (if any) for the Congress to mod-

iy such provisions.

Ao R« R B~ 5 B S

SEC. 9. SEPARABILITY.

—
[es)

If any provision of this Aet or the application thereof

—
—

to any person or circumstance is held mvalid, the remain-

J—
[\

der of this Aet and the application of such provision to

f—
(U8}

other persons or eircumstances shall not be affeeted.

P
BN

SEC. 10. EFFECTIVE DATE.

U,
n

The provisions of this Aet shall take effeet 90 days

—
@)

after the date of the enactment of this Act.

p

Without objection, the bill will be considered as read and open
for amendment at any point, and the amendment in the nature of
a substitute, which the members have before them, will be consid-
ered as read and considered as the original text for purposes of
amendment.

[The amendment in the nature of a substitute follows:]
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AMENDMENT IN THE NATURE OF A SUBSTITUTE
TOo H.R. 718
OFFERED BY MR. SENSENBRENNER AND MR.
CONYERS

Strike all after the enacting clause and insert the

following:

1 SECTION 1. SHORT TITLE.

2 This Act may be cited as the “Anti-Spamming Act
3 of 2001”.

4 SEC. 2. SPAMMING PROHIBITION.

5 (a) IN GENERAL. Part 1 of title 18, United States
6 Code, is amended by inserting after chapter 29 the fol-
7 lowing:

8 “CHAPTER 30—ELECTRONIC MAIL

10
11
12
13
14
15
16

“:;cl Unsolicited commereial electronic mail eontaining fraudulent transmission
information.

“§621. Unsolicited commercial electronic mail con-
taining fraudulent transmission informa-
tion

“(a) Whoever intentionally initiates in one or more
transactions the transmission of 10 or more unsolicited
commercial electronic mail messages to one or more pro-

tected computers in the United States, knowing that each

such message eontains or is accompanied by header infor-
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mation that is materially false or misleading as to the
identity of the person initiating the transmission shall be
fined under this title, and in the case of an offense under
this section which occurs after convicetion for a prior of-
fense under this section, shall be so fined or imprisoned
not more than one year, or hoth.
“(b) As used in this section—

“(1) the term ‘commercial electronic mail mes-
sage’ means an electronic mail message the primary
purpose of which is to advertise or promote, for a
commercial purpose, a product or service (including
content on an Internet website);

“(2) the term ‘header information’ means the
source, destination, and routing information, includ-
ing the originating domain name and originating
electronic mail address; and

“(3) the term ‘protected computer’ has the
meaning given that term in section 1030(e)(2) of
this title.”.

(b) CLERICAL AMENDMENT.—The table of chapters
at the beginning of part I of title 18, United States Code,
1s amended by inserting after the item relating to chapter

29 the following new item:

“30. Electronic mail ...............coooovvioiimeeomeereeeeeeeeeee e enesn 6217,
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Chairman SENSENBRENNER. The Chair recognizes himself to
strike the last word.

The amendment in the nature of a substitute that all members
have before them is the product of bipartisan cooperation between
the majority and the minority, and I appreciate the work of all
members on this bill. Judiciary Committee members on both sides
of the aisle voiced concern about sweeping legislation that would
regulate e-mail marketing, and this bipartisan substitute addresses
those concerns.

Specifically, the substitute would create a new misdemeanor
criminal provision to address the issue of technical fraud. Technical
fraud includes forging or falsifying header and return information,
thereby concealing the sender’s identity. Those who send fraudu-
lent e-mail or pornography often use technical fraud to conceal
their true identities. Furthermore, technical fraud is used to defeat
Internet service providers’ and computer users’ e-mail filters, pref-
erences, and other technologies designed to block unwanted e-mail.

All of the witnesses who testified before the committee, the Fed-
eral Trade Commission in other testimony, and the Ad Hoc Work-
ing Group on Unsolicited Commercial E-Mail, which reported to the
FTC in July 1998, all support public policies which address fraudu-
lently concealing one’s identity.

The substitute, however, does not address generalized concerns
about unsolicited commercial e-mail, and the substitute does not
contain many of the unprecedented and disproportionate enforce-
ment provisions contained in H.R. 718.

The Wilson bill utilizes almost every legal enforcement tool
known to lawyers to regulate and to litigate issues relating to unso-
licited commercial e-mail. These provisions are disproportionate to
the harm or damage caused by spam.

In addition to a complicated, cumbersome, and punitive regu-
latory regime, the Wilson bill contains two unprecedented provi-
sions which would empower the Internet service providers to write
Federal law. First, an ISP’s unsolicited commercial e-mail policy
could be enforced by a private right of action, State attorneys gen-
eral, and the Federal Trade Commission. The second provision
would deem an ISP policy a Federal regulation rule under Section
18 of the Federal Trade Commission Act. There is no requirement
that the ISP policy be open to the public for comment, as are Fed-
eral Trade regulation rules under the Administrative Procedures
Act. Thus, approximately 5,000 ISPs could write different policies,
enforced by myriad legal actions, without due process afforded by
traditional rules and by law. The committee’s research has uncov-
ered no precedent for these provisions, and I believe them to be un-
necessary and may raise constitutional issues.

I am also skeptical of the regulation of online commerce, includ-
ing e-mail marketing. H.R. 718, if not changed, would be the first
major Federal regulation of online commerce. Congress should be
cautious when considering new regulations of e-commerce.

Congress has always supported and encouraged Internet com-
merce in several ways. The e-signatures bill and the Internet ac-
cess tax moratorium were affirmative signals that Congress wanted
the efficiencies of the Internet to bring choices, competition, and
needed information to consumers. Electronic commerce is still in its



48

infancy. Business models are constantly changing to find the right
formula for success over the Internet.

For example, banner ad revenue has fallen almost as much as
the stock prices of many dotcoms. Marketing, no matter how an-
noying, is integral to the success of commerce, including electronic
commerce. Members on both sides of the aisle have raised serious
concerns about regulating e-mail marketing and its impact on the
growth of commerce, and I am convinced that a go-slow approach
is needed during this time of great technological and market
change.

Another concern about the regulation of e-marketing has to do
with proportionality. I am concerned about making a Federal case
out of a mere annoyance. Congress should carefully consider pro-
posals to unleash the FTC, State attorneys general, and the trial
bar on U.S. businesses for sending un-commercial—unsolicited
commercial e-mail. I believe that we should do what we can to ad-
dress fraudulent e-mail, but also believe that we need to be careful
and cautious about regulating e-mail marketing.

We should not lump e-mail fraud, e-mail pornography, and e-
mail marketing all in the same category. They are demonstrably
different, and we should address the problems that actually cause
harm or damage. Congress should avoid falling victim to the law
of unintended consequences, particularly because Internet com-
merce is still in its infancy. The substitute forces on the issue of—
focuses on the issue of fraud, which is an appropriate area for gov-
ernment action.

[The statement of Mr. Sensenbrenner follows:]

PREPARED STATEMENT OF THE HONORABLE F. JAMES SENSENBRENNER, JR., A
REPRESENTATIVE IN CONGRESS FROM THE STATE OF WISCONSIN

The amendment in the nature of a substitute that all Members have before them
is the product of bipartisan cooperation between the majority and minority, and I
appreciate the work of all Members on this bill. Judiciary Committee Members on
both sides of the aisle voiced concerns about sweeping legislation that would regu-
late e-mail marketing and this bipartisan substitute addresses those concerns.

Specifically, the substitute would create a new misdemeanor criminal provision to
address the issue of technical fraud. Technical fraud includes forging or falsifying
header and return information, thereby concealing the sender’s identity. Those who
send fraudulent e-mail or pornography often use technical fraud to conceal their
true identities. Furthermore, technical fraud is used to defeat Internet service pro-
viders’ and computer users’ e-mail filters, preferences, and other technologies de-
signed to block unwanted e- mail. All of the witnesses who testified before the Com-
mittee, the Federal Trade Commission (FTC) in other testimony, and the Ad-Hoc
Working Group on Unsolicited Commercial E-Mail, which reported to the FTC in
July 1998, all support public policies addressing fraudulently concealing one’s iden-
tity.

The substitute, however, does not addresses generalized concerns about unsolic-
ited commercial e-mail and the substitute does not contain many of the unprece-
dented and disproportionate enforcement provisions contained in H.R. 718. The Wil-
son bill utilizes almost every legal enforcement tool known to lawyers to regulate
and litigate issues relating to unsolicited commercial e-mail. These provisions are
disproportionate to the harm or damage caused by spam. In addition to a com-
plicated, cumbersome, and punitive regulatory regime, the Wilson bill contains two
unprecedented provisions which would empower Internet service providers to write
federal law.

First, an ISP’s unsolicited commercial e-mail policy could be enforced by private
right of action, state attorneys general, and the Federal Trade Commission. The sec-
ond provision would deem an ISP policy a “federal trade regulation rule” under sec-
tion 18 of the FTC Act. There is no requirement that the ISP’s policy be open to
the public for comment as are federal trade regulation rules under the Administra-
tive Procedures Act. Thus, the approximately 5,000 ISP’s could write different poli-
cies enforced by myriad legal actions without the due process afforded by traditional
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rules and law. The Committee’s research has uncovered no precedent for these pro-
visions, and I believe they are unnecessary and may raise constitutional issues.

I am also skeptical of the regulation of on-line commerce, including e- mail mar-
keting. H.R. 718, if not changed, would be the first major federal regulation of on-
line commerce. Congress should be cautious when considering new regulations of e-
commerce.

Congress has supported and encouraged Internet commerce in several ways. The
E-signatures bill and Internet access tax moratorium were affirmative signals that
Congress wanted the efficiencies of the Internet to bring choices, competition, and
needed information to consumers. Electronic commerce is still in its infancy. Busi-
ness models are constantly changing to find the right formula for success over the
Internet. For example, banner ad revenue has fallen almost as much as the stock
prices of many dot-coms. Marketing, no matter how annoying, is integral to the suc-
cess of commerce, including electronic commerce. Members on both sides of the aisle
have raised serious concerns about regulating e-mail marketing and its impact on
the growth of commerce, and I am convinced that a go-slow approach is needed dur-
ing this time of great technological and market change.

Another concern about the regulation of e-mail marketing has to do with propor-
tionality. I am concerned about making a federal case out of a mere annoyance. Con-
gress should carefully consider proposals to unleash the FTC, state attorneys gen-
eral, and the trial bar on U.S. businesses for sending unsolicited commercial e-mail.

I believe we should do what we can to address fraudulent e-mail, but also believe
we need to be careful and cautious about regulating e-mail marketing. We should
not lump e-mail fraud, e-mail pornography, and e-mail marketing all in the same
category. They are demonstrably different, and we should address the problems that
actually cause harm, or damage.

Congress should also avoid falling victim to the law of unintended consequences,
particularly because Internet commerce is still in its infancy. The substitute focuses
on the issue of fraud which is an appropriate area for government action. Again,
I want to I urge my colleagues to support the substitute and yield back the balance
of my time.

Again, I want to urge my colleagues to support the substitute
and now recognize the gentleman from Michigan, Mr. Conyers.

Mr. CoNYERS. Thank you, Mr. Chairman. Our negotiations have
paid off again, and we now have a bill that really deals with the
major concern that this legislation brought with it initially, and
that was the First Amendment considerations by being no more ex-
tensive than necessary. And we have resolved those concerns by
the elimination of a series of vague terms and prohibitions and sen-
tencing procedures which now would require a second offense with
over 10 or more e-mails to bring about any imprisonment.

We've also excluded the language that would require that 718
has the force of law to Internet service provider policies on blocking
e-mails, which, again, was a First Amendment consideration. And
I think that we've got now a substitute that people with differing
philosophies can come together to deal with a very annoying prob-
lem that now will be able to receive congressional attention, and
I think it’ll remedy this problem a great deal, and I urge my col-
leagues to accept this substitute.

Chairman SENSENBRENNER. Without—without objection, all
member’s opening statements will be inserted in the record at this
point.

[The statement of Mr. Conyers follows:]

PREPARED STATEMENT OF THE HONORABLE JOHN CONYERS, JR., A REPRESENTATIVE
IN CONGRESS FROM THE STATE OF MICHIGAN

From scheduling the hearing to our negotiations over the past two weeks, the
Chairman has not only upheld this Committee’s jurisdiction but also worked with
us to arrive at more reasonable legislation. Immediately after the hearing, we took
to him our concerns with the original bill—he shared our concerns and was able to
accept all of our suggested changes. And that is why I am pleased to join him in
offering this substitute.
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Our major concern was ensuring that the legislation complied with First Amend-
ment rights by being “no more extensive than necessary.” We resolved those con-
cerns by eliminating vague terms and narrowing the prohibition to commercial e-
mails with “materially false or misleading” header information. And the prohibition
applies only to ten or more e-mails, so that the transmission of just one e-mail is
not penalized.

We also eased the penalties themselves. The original bill provided for a fine or
even imprisonment for a first offense. Under the Sensenbrenner- Conyers substitute,
a first offense results in a criminal fine with no possibility of imprisonment. For a
second offense, a violator can receive a fine, imprisonment for not more than one
year, or both. Moreover, there are no mandatory minimum sentences.

Finally, we excluded language from H.R. 718 that gave the force of law to ISP
policies on blocking e-mails. Not only did that language raise First Amendment con-
cerns, but it gave congressional imprimatur to any ISP policy, even if that policy
discriminated against competing ISPs.

I'd like to thank the Chairman again for working with us to draft this substitute
and hope we can continue working together when the spam bills reach the floor and
possibility go to conference.

Chairman SENSENBRENNER. Are there amendments? The gen-
tleman from North Carolina.

Mr. CoBLE. Mr. Chairman, I move to strike the last word.

Chairman SENSENBRENNER. The gentleman’s recognized for 5
minutes.

Mr. CoBLE. And I will not utilize my entire 5 minutes, but a con-
cern’s been raised that the legislation before us may produce the
unintended consequence of prohibiting intellectual property owners
attempting to protect their rights from sending electronic notices to
infringing parties. Now, I'm satisfied that the nature—the amend-
ment in the nature of a substitute to H.R. 718 alleviates this con-
cern. Still, we will continue to monitor H.R. 718 as it moves for-
ward to ensure that intellectual property owners may use elec-
tronic mail as a means of protecting their property.

The Digital Millennium Copyright Act, which Congress passed in
1998, made great progress in protecting intellectual property by ap-
plying traditional laws to the digital environment. However, the
protection in the DMCA would be compromised, in my opinion, if
intellectual property owners were not able to pursue Internet pi-
rates and infringers. And if the gentleman from California, the
ranking member of the Subcommittee on Courts, Internet, and In-
tell}fzctual Property, would like to add further, I will happily yield
to him.

Mr. BERMAN. Mr. Chairman, I thank the gentleman for yielding,
and I agree entirely with him that it is critical that intellectual
property owners be able to police their property on the Internet.
The anti-spam legislation in all forms was not intended—in any of
its forms was not intended to injure legitimate business inter-
actions. Therefore, I'm encouraged that the amendment in the na-
ture of a substitute being offered by the Chair and ranking member
takes care of the intellectual property concerns. We just want to
make sure as the bill moves along that property owners—we keep
these intellectual property owners in mind as we move forward
with this anti-spam legislation. And I yield back.

Mr. CoBLE. I'll reclaim my time, Mr. Chairman, and yield back
my time.

Mr. FRANK. Mr. Chairman?

Chairman SENSENBRENNER. For what purpose does the gen-
tleman from Massachusetts seek recognition?

Mr. FRANK. To strike the last word.
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Chairman SENSENBRENNER. The gentleman’s recognized for 5
minutes.

Mr. FRANK. Mr. Chairman, I agree that the original bill went too
far. I was a cosponsor, and I think it was broader than was wise.
In particular, giving legal force to the policies of the multiplicity of
independent service providers obviously was just not a very good
idea. And I'm going to vote for the substitute because it’s better
than nothing, but I am concerned that it does not go far enough.
And I have a question for those who worked on the substitute and
others who are knowledgeable.

In the original bill, one provision which seemed to me useful was
allowing people to notify senders of their objection and for them
then to have a right not to get further transmissions from that in-
dividual. What will the status of that policy be if we just adopt the
substitute? There was a right to object to unsolicited mail and ask
that it not be sent again.

Now, you helped us by giving—making sure the address is right,
but will you have the right, if you get correctly return-addressed
mail, to say please don’t send this to me anymore? And I would
yield to anyone who could answer that.

Chairman SENSENBRENNER. Would the gentleman yield?

Mr. FRANK. Yes.

Chairman SENSENBRENNER. The substitute deals with fraud. It
does not—it does not deal with normal business practices, similar
to the Postal Service. You know, if somebody sticks a stamp on a
letter and addresses it to you, you know, it’s delivered to your mail-
box.

Mr. FRaNK. Well, I appreciate that——

Chairman SENSENBRENNER. What happens after it gets there is
up to you.

Mr. FRANK. Well, I understand that. I do think unsolicited mail
is easier to deal with than unsolicited e-mail, which can cause a
clog and you get a kind of Gresham’s law in which the bad drives
out the good when you have got to sort through a lot. And I regret
the absence in the substitute of a provision that would allow peo-
ple, having once been solicited, to tell the person who had solicited
them not to do that again. We've followed that practice in some
other areas of financial privacy, and I think that model is a good
one. I don’t think it interferes with First Amendment rights at all.
And as I said, I do think being the recipient of e-mail can be more
of an intrusion than the recipient of other mail which you can sim-
ply throw out and don’t have to sort through. Sorting through e-
mail can be a problem. I've had complaints about this.

So I do—I appreciate the fraud part, and I do agree that 718
went too far, particularly with regard to the independent service
providers. But I think we are leaving people insufficiently pro-
tected, and it does seem to me people who notify

Mr. GOODLATTE. Would the gentleman yield?

Mr. FRANK.—sent them the material ought to have a right to say
no.
Yes, I'll yield to the gentleman from Virginia.

Mr. GOODLATTE. I thank the gentleman for yielding. As you may
know, I have offered legislation on this matter as well, and I share
the gentleman’s concern. My concern with regard to what you're
talking about—and I agree, we should have ultimately some provi-
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sion that provides for the ability to request that your name—that
you not be re-solicited, if you will. But it is in the remedies portion
of that. I don’t want to have a proliferation of lawsuits or whatever
as a result of that.

So I would be happy to continue to work with the gentleman:

Mr. FrRANK. Well, I thank the gentleman for that. Yes, I agree
that probably a mandatory minimum sentence to which we resort
all too quickly would probably not be appropriate, although the in-
appropriateness of mandatory minimum sentences has not deterred
us sufficiently in the past.

And I would be glad to work with the gentleman on that in terms
of other penalties. It might be that you had to spend 3 hours a day
reading all your own e-mails. I can think of some others.

But on that assurance, as I said—well, I'm going to vote for the
bill, anyway, and I'm not prepared with any alternative. But I'm
glad to hear that because I do think we ought to be able to help
people protect themselves from having—from getting flooded and
having their ability to read what they want to read crowded out by
what they don’t want to read, which is a different situation than
the mail. I'd yield again.

Mr. GOODLATTE. If you'd yield further, the reality here with this
type of circumstance is that the Internet service providers are what
people really have to depend on to help them fend off this enor-
mous and rapidly growing flood of this type of e-mail. And I'll be
offering an amendment shortly that will help in that regard as
well.

Mr. FRANK. I thank the gentleman. I yield back.

Chairman SENSENBRENNER. Are there amendments?

Mr. GOODLATTE. Mr. Chairman?

Chairman SENSENBRENNER. The gentleman from Virginia, Mr.
Goodlatte.

Mr. GOODLATTE. Mr. Chairman, I have an amendment at the
desk.

Chairman SENSENBRENNER. The clerk will report the amend-
ment.

The CLERK. Amendment offered by Mr. Goodlatte to the amend-
ment in the nature of a substitute to H.R. 718. On page 2, after
line 19, insert the following: (c)

Mr. GOODLATTE. Mr. Chairman, I'd ask unanimous consent that
the amendment be considered as read.

Chairman SENSENBRENNER. Without objection, so ordered.

[The amendment follows:]
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Gecdlatte Amendment-

To the Amendment in the Nature of a Substitute
To H.R. 718
Offered by Mr. Sensenbrenner and Mr., Conyers

On page 2, after line 19, insert the following:
“(c) Private Right of Action—

*(1) Actions authorized.~A provider of Inteener access service, if otherwise
pexmitted by the laws or rules of a court of a State, nay bring in an appropriate court
of that State, or, if such laws or rules do not so pesmir, may bring in an appropriate
Federal court, an action to recover for actual or s atutory damages, as provided in
subsection 2, and for costs, as provided in subsecrion 3,

“(2) Award of Damages.~A person committing a violation of subsecti .
liable to a provider of Intemnet access service for either~ on (a) is

“(A) the actual damages suffered by the provider of Intemet access

service; or

“(B) statutory damages, as provided in chis paragraph. At any time prior
to final judgment in an acton, a provider of Internet access senai;:ymzy eleit t©
recover an award of starutory damages for euch violation of subsection (3) in
the_sum of $8 per violation, not to exceed a rotal of § ! million: Prouided, Thar,
during any one-year period for which the delendant has wansmitted in excess
of 20 million unsolicired commercial electronic mail messages, no such limit on
liability shall exist.

.“() Anomeys Fees.-In any action broughc under paragraph (1), the court
may, in its discrerion, require the payment of the costs of such action, and may assess
reasonable costs, including reasonable attorneys’ fees, against any person found to
have committed a violation of subsection (a).”.

Chairman SENSENBRENNER. The gentleman is recognized for 5
minutes.

Mr. GOODLATTE. Thank you, Mr. Chairman.

And, Mr. Chairman, let me start, in lieu of an opening state-
ment, by saying that I thank you for holding this markup and con-
gratulate you for the very narrowly tailored substitute that you are
offering that I think goes a long way toward addressing this prob-
lem without encountering some of the proliferation of litigation and
micromanagement of our commercial enterprise system, and goes a
long way to avoiding the problem of legitimate uses of commercial
e-mail that help make things easier for consumers and help make
them aware of things, including issues related to copyright, as the
gentleman from North Carolina mentioned, that I think are very
important.

I would also note that this is a growing problem. I hear on a
weekly basis from constituents at home about their concern about
spam. It is growing exponentially. And I do think we need to take
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measures to solve this problem, so I also commend the gentle-
woman from New Mexico for the legislation that she offered. I
think, however, this—this alternative moves us closer to the objec-
tive we're trying to seek.

I have an amendment——

Ms. LOFGREN. Would the gentleman—I'm sorry.

Mr. GOODLATTE. I have an amendment that is intended to make
this process more effective. And the fact of the matter is that right
now law enforcement agencies are not going to give this problem
the kind of attention that most of my constituents, most of all of
our constituents would like them to give it. They are overtaxed in
terms of their commitment to various enforcement measures, and
this is not going to get as high a priority as I would like to see.

We have an amendment that will give the Internet service pro-
viders the ability to help protect the consumers, and they have an
incentive to do this because it causes enormous problems on their
systems. It can call—cause smaller ISPs to crash when they're
overloaded with spam, and it certainly hurts their business reputa-
tion. They are, in effect, the carrier who is providing this service
to people who use e-mail.

So this amendment will help to give them a very narrowly tai-
lored cause of action. It does not give individuals a private right
of action, but it does give the ISPs a narrowly tailored private right
of action to enforce this. There is a

Ms. LOFGREN. Would the gentleman yield?

Mr. GOODLATTE. Let me finish my statement. Then I'll be happy
to yield.

There is a very narrowly tailored precedent for this in the Tele-
phone Consumer Protection Act of 1991, which was enacted in re-
sponse to the overwhelming volume of unsolicited faxes, spam
faxes. You can all remember the complaints that came out about
that when people wanted to offer spamming of all kinds of commer-
cial advertisements over your fax machines. While there are some
exceptions to my statement, generally you don’t get a lot of unsolic-
ited commercial spam over your fax machine, and the reason is this
Telephone Consumer Protection Act of 1991 that helped to ensure
compliance with these sorts of consumer protection laws. It had a
$10 per violation—has, it’s current law, $10 per violation, up to
$500,000 statutory damage provision, and it has not led to a pro-
liferation of lawsuits. It’s had the opposite effect because it has
worked to deter improper conduct and ensure better compliance
with the law.

And that’s exactly what this amendment is intended to do as
well, and I would urge my colleagues to adopt it, and I'd be happy
to yield to the gentlewoman from California.

Ms. LOFGREN. Thank you, Mr. Goodlatte.

In reading this amendment, I certainly understand the origin of
the concern. My desire is to legislate as little as possible in the
area of the Internet, and I think you feel similarly. And so the con-
cern I have is whether this is necessary when it is possible for ISPs
to bring a trespass action and protect themselves in that way.

Mr. GOODLATTE. Well, reclaiming my time, I understand that,
and they definitely do have that right. The problem is that they
have very little—remember, they’re doing this as a service to their
customers, and they have very little incentive to do it if, when they
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go to court, they have experienced very little by way of actual dam-
ages to themselves. And that’s what happens when they simply
bring:

Chairman SENSENBRENNER. Will the gentleman yield?

Mr. GOODLATTE. I would be happy to yield.

Chairman SENSENBRENNER. Let me say I think this amendment
is an improvement to the bill. I'm not completely convinced that we
don’t need to further refine the amendment before this bill goes to
the floor. But I think that the real meat of this amendment is the
statutory damages provision where the ISP does not have to prove
actual damages. You know, here in Section 2(B) of the amendment,
it’s $5 per violation, not to exceed a total of a million, except that
if during a 1-year period somebody sends out in excess of 20 million
items of spam, then there’s no such limit on liability.

So I think that this makes it pay for the ISP to go to court to
try to police its own self.

Ms. LOFGREN. Would the gentleman:

Chairman SENSENBRENNER. Without objection, the gentleman’s
given 2 additional minutes.

Mr. GOODLATTE. I'd be happy to continue to yield.

Ms. LOFGREN. The question I have is—I mean, we’re talking
about two goals here, if I'm understanding correctly. One is to
incentivize ISPs to bring actions to deter unsolicited spam, and the
second issue is to give remedies to ISPs who crash because of the
volume, which is really the trespass case.

So I'm just not sure that we need to—I mean, that’s why we have
a delete button. I mean, I don’t know that I'm yet convinced that
we need to incentivize ISPs to bring action against——

Mr. GOODLATTE. I think this is far superior to the competing bill,
which would——

Ms. LOFGREN. Oh, I don’t—I don’t disagree with that.

Mr. GOODLATTE.—incentivize everyone to bring actions. This nar-
rowly tailors it, and the evidence from the previous law, the Tele-
phone Consumer Protection Act, has been that it does not
incentivize action but, rather, it incentivizes people to not send un-
solicited commercial e-mails. And, remember, this ties into the
main portion of the chairman’s substitute, so it relates to fraudu-
lent actions as well.

So this is a very, very narrowly tailored provision.

Ms. LOFGREN. I should have noted, before I made any comment,
that I do very much appreciate that the substitute as well as this
amendment is a considerable improvement over the underlying bill,
and I do acknowledge that, although I do still have questions, and
I thank the gentleman for yielding.

Mr. BERMAN. Would the gentleman yield?

Mr. GOODLATTE. I would be happy to yield to the gentleman from
California.

Mr. BERMAN. Could the gentleman illustrate just what are the
damages to an Internet service provider from conduit which would
violate Subsection (A) of the amendment?

Mr. GOODLATTE. In many instances, an overload of spam can
cause the server of the Internet service provider to crash, and that
can have very substantial loss of all kinds of advertising revenue,
of harm to their business reputation and so on. But in many in-
stances, they are not heavily harmed themselves, but their cus-
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tomers are harmed by being overloaded with e-mail, many of which
is of a fraudulent, illegal character.

And if we simply wait for people to report to the various law en-
forcement agencies to attempt to enforce this and not give the
Internet service providers, who are really the carrier in this case,
the incentive to do this, what you wind up having is no action
taken at all to address this problem. So this really adds some teeth
to our legislation, and I think makes it, frankly, more competitive
with the measure that passed the full House of Representatives
last year by a 427 to 1 vote.

Mr. BERMAN. So, in effect, this is to give sort of real meaning to
what we’re trying to discourage through the provision by providing
a relatively easy way to remedy the problem.

Mr. GOoODLATTE. Without causing a proliferation of litigation——

Mr. BERMAN. Thank you.

Mr. GOODLATTE. It is narrowly targeted——

Mr. FRANK. Would the gentleman yield?

Mr. GOODLATTE. Yes, I would.

Mr. FRANK. I just had a question. Is this going to be precedential
now, giving real meaning to what we do? I wonder if that is some-
thing we are going to follow, and——

Mr. GOODLATTE. No, I have cited the——

Mr. FRANK.—it can be very complicated.

Mr. GOODLATTE. We've already given real meaning in the past.

Mr. ScorT. Mr. Chairman?

Chairman SENSENBRENNER. Okay. The gentleman from Virginia
is recognized for 5 minutes.

Mr. ScorT. Mr. Chairman, I rise in support of the amendment,
but I had some questions to ask about what it does. It’s been sug-
gested that this, the amendment in the nature of a substitute with
the amendment, will stop the flood of unsolicited e-mails. But the
way I read it, it doesn’t stop anything except anonymous or where
the return address is misleading. Truthful e-mail, where it’s com-
ing from the vendor himself, and they properly identified, it seems
like it’s unlimited under the amendment in the nature of a sub-
stitute and the amendment. There’s no limit to the amount; is that
right?

Mr. GOODLATTE. If the gentleman would yield——

Mr. ScotT. Yeah.

Mr. GOODLATTE. That is partly correct, and that goes back to
what the gentleman from Massachusetts said about giving individ-
uals the right to be able to take their name off. That’s not in our
legislation, but it may well be because it is provided for in the leg-
islation offered

Mr. ScorT. There’s nothing in the bill that addresses fraud or
annoyance, one way or the other.

Mr. GOODLATTE. Well, but here’s the point. The Internet service
providers have mechanisms right now in place through technology
to help cut back on the flood of that type of commercial e-mail. But
what happens is that those who are bent upon committing fraudu-
lent activity, which the chairman’s mark addresses

Mr. Scort. Well—

Mr. GOODLATTE. If I could just finish that point.

Mr. ScotT. You mentioned fraud. Where is fraud?
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Mr. GOODLATTE. The fraud is in the, in the chairman’s
underlying——

Mr. Scortt. I don’t see fraud.

Mr. GOODLATTE. You have to look at the chairman’s substitute.

Mr. ScoTT. I'm looking at it. I don’t see fraud. I see materially
false and misleading. So, if you have the wrong address, whether
it’s fraudulent or not, if you have your right address and you’re an-
noying people, that’s no problem, but false and misleading as to the
identity of the person means anonymous

Mr. GOODLATTE. If the gentleman would yield, what commonly
happens with this problem is that people steal other people’s iden-
tification and use that to send the spam because the Internet serv-
ice provider is able to detect large blocks of data being submitted,
and what happens is there is they’re able to block that. But if you
break it down into a lot of smaller blocks, using other people’s iden-
tity that you have falsely used, you are then able to circumvent the
system. This is targeted at that activity.

Mr. BOUCHER. Would the gentleman from Virginia yield?

Mr. GOODLATTE. I yield to my colleague from Virginia.

Mr. BOUCHER. I thank the gentleman for yielding.

The question that the gentleman from Virginia has asked is how
is the bill effective in addressing the situation where the spammer
has not falsified any of the header information, where he’s using
his own address? And the answer is that the Internet service pro-
viders have now begun to use software that can detect large vol-
umes of e-mail that originate from a common source simulta-
neously and the software used by the ISP correctly interprets that
e-mail to be spam. And so that filter employed by the ISP is suffi-
cient to keep that spam from reaching the recipient.

What the spammers have now started to do, in order to defeat
that software, is change in each of the items of e-mails that goes
out and each of the items of spam that is sent a little bit of the
header information. The origination information may be altered in
each subsequent message. The time that it is sent may be altered
in each subsequent message just sufficiently to defeat the software
that is used by the ISP as the filter.

And what the legislation that the gentleman from Virginia, Mr.
Goodlatte, has offered, which I am pleased to co-sponsor, and what
his amendment, which I strongly support, would help to imple-
ment, is a means of criminalizing the way in which spammers are
now defeating the ISP’s software because it would say that you
cannot falsify any of the header information. It is a sound ap-
proach. It entirely addresses the concern that my friend, to my left,
from Virginia—that is where he normally sits, on my left—has
raised, and I think it is the right way, in the most minimalist pos-
sible fashion, to address the genuine problems associated with
spam.

And I thank the gentleman for yielding.

Mr. ScoTT. Reclaiming my time, Mr. Chairman. I think there’s
a typo at the bottom of Page 1, lines 15 and 16, “such” is men-
tioned twice, and I think that could probably be taken out by unan-
imous consent.

I yield back.

Chairman SENSENBRENNER. The question is on——

Mr. WATT. Mr. Chairman?
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Chairman SENSENBRENNER.—the adoption of the Goodlatte
amendment.

For what purpose does the gentleman from North Carolina seek
recognition?

Mr. WATT. I move to strike the last word.

Chairman SENSENBRENNER. The gentleman is recognized for 5
minutes.

Mr. WATT. Mr. Chairman, unless I'm missing something here, we
have started with a bill that was designed to protect consumers
from annoying spam and have ended up with a bill that really
doesn’t do anything to help consumers be protected from annoying
spam. And while this is a better bill than—probably drafted better,
it does less. And this amendment, while it is better than nothing,
doesn’t give any remedy to the ultimate customer, which is, I
mean, we didn’t start off necessarily to protect the ISPs. I thought
we started off this bill to protect customers.

So, unless I'm missing something here, let me just ask Mr. Good-
latte a question. In the—in the phone context, is it only the phone
company that can file a lawsuit against somebody who keeps call-
ing you, and you tell them to quit calling or is it the customer?

Mr. GOODLATTE. I don’t know the answer to that. I suspect it
may also include the customer. However——

Mr. WaATT. Okay. But that’s the parallel here. We've given a—
your amendment gives a cause of action to the phone company, the
service provider, but no cause of action to the customer.

Mr. GOODLATTE. Wood the gentleman yield?

Mr. WATT. I'll yield.

Mr. GOODLATTE. I understand the gentleman’s point. However, in
no way, shape or form is an Internet service provider to be com-
pared with the phone company which takes a complete hands-off
approach to what is going over its lines. The Internet service pro-
vider very much right now is very dedicated to controlling the
amount of spam that goes over their system, and so we’re—they’re
the best tool, far better than the individual consumer who, for $5,
is not going to go to court to protect themselves against spam. But
the Internet service provider faces a bigger problem.

Mr. WATT. Then what’s the problem with giving an individual
customer the right to file a cause of action? I mean, that’s the ulti-
mate protection we have. And, you know, we can criminalize this
stuff, you're absolutely right. The criminal authorities are going to
do absolutely nothing in this context. The ISP may or may not do
anything, but the ultimate beneficiary of this bill ought to be the
customer, it seems to me. And——

Mr. GOODLATTE. I understand the gentleman’s concern, but I do
not believe that will be an effective remedy. It’s a far more effective
remedy to have the ISP

Mr. WATT. Let me see if I can get this

Mr. GOODLATTE.—power to protect the consumer.

Mr. WATT. Let me see if I can get this squarely before us, Mr.
Chairman. I have an amendment to the Goodlatte amendment at
the desk.

Chairman SENSENBRENNER. The gentleman has been recognized
to strike the last word. You know, you’ve got to offer your amend-
ment at the beginning.
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The gentleman from California—well, the gentleman from North
Carolina still has the time.

Mr. WATT. I ask unanimous consent to offer the amendment.

Chairman SENSENBRENNER. Without objection, and the clerk will
report the amendment. The clerk is reporting the Watt amend-
ment.

The CLERK. Amendment offered by Mr. Watt to the Goodlatte
amendment to the amendment in the nature of a substitute to H.R.
718. On Page 2, after line 19, insert the following: “(c) Private
Right of Action—"

Mr. WATT. Mr. Chairman, I ask unanimous consent the amend-
ment to the amendment be considered

Chairman SENSENBRENNER. Without objection, so ordered.

[The amendment follows:]

Watt Amendment To Goodlatte Amendment
To H.R. 718
Offered by Mr. Sensenbrenner and Mr. Conyers

On page 2, after line 19, insert the following:
“(c) Private Right of Acton.—

“(1) Actions authorized.—A provider of Internet access service or
a customer of such provider, if otherwise permitted by the laws or
rules of a court of a State, may bring in an appropriate court of
that State, or, if such laws or rules do not so permit, may bring
in an appropriate Federal court, an action to recover for actual or
statutory damages, as provided in subsection 2, and for costs, as
provided in subsection 3.

“(2) Award of Damages.—A person committing a violation of sub-
section (a) is liable to a provider of Internet access service or a cus-
tomer of such provider for either—

“(A) the actual damages suffered by the provider of Internet ac-
cess service; or

“(B) statutory damages, as provided in this paragraph. At any
time prior to final judgment in an action, a provider of Internet
access service may elect to recover an award of statutory dam-
ages for each violation of subsection (a) in the sum of $5 per
violation, not to exceed a total of $1 million: Provided, That,
during any one-year period for which the defendant has trans-
mitted in excess of 20 million unsolicited commercial electronic
mail messages, no such limit on liability shall exist.

“(3) Attorneys Fees.—In any action brought under paragraph (1),
the court may, in its discretion, require the payment of the costs
of such action, and may assess reasonable costs, including reason-
able attorneys’ fees, against any person found to have committed
a violation of subsection (a).”.

Chairman SENSENBRENNER. And the gentleman from North
Carolina is recognized for 5 minutes.

Mr. WATT. Thank you, Mr. Chairman. I hope this came out good
enough on the copy because I wrote it in.

Basically, what I'm doing, in two places, one on the first line, on
the first line of subparagraph (c), I'm inserting language that
would give a customer the same right to a cause of action as the
Internet access service provider.
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And in paragraph (2), also, subparagraph (2), I'm inserting that
same, the same language.

Ms. LOFGREN. Read it, Mel, because you can hardly read it. What
is it, “or a customer—"

Mr. WATT. It says, “A provider of Internet access service or a cus-
tomer of such provider,” and that gets inserted on—in that first
line, and it gets inserted in the second line of subparagraph (2).

Ms. LOFGREN. Mr. Chairman?

Mr. WATT. Now, maybe—maybe this will never be used, but I, I
mean, if 'm a customer, I think all of this is designed for the ben-
efit of the ultimate customer. The Internet was not designed for the
ISPs, the—it wasn’t, I mean, any more than telephones were de-
signed for the telephone company. Now maybe that’s not a good
parallel. I acknowledge that there is a difference, but I don’t think
criminalizing this is going to make a snip of difference in what
happens in our life. The criminal law is never going to address this
issue, and I don’t think Internet service providers are going to be
the ultimate people who address this issue. If you don’t give the
right to the ultimate customer, then I think it’s never going to be
addressed.

Mr. GOODLATTE. Mr. Chairman?

Chairman SENSENBRENNER. Would the gentleman yield back the
balance of his time? Would the gentleman yield back? Mr. Watt?

Mr. WaTT. I do, yes, Mr. Chairman.

Chairman SENSENBRENNER. For what purpose does the gen-
tleman from Virginia, Mr. Goodlatte, seek recognition?

Mr. GOODLATTE. Move to strike the last word.

Chairman SENSENBRENNER. The gentleman is recognized for 5
minutes.

Mr. GOODLATTE. Thank you, Mr. Chairman.

Mr. Chairman, I will have to oppose this amendment because I
think it’s going to put us back in the direction of the major com-
plaint about the legislation passed out of the Commerce Committee
that it could provide a proliferation of litigation. I don’t know if it
will or not. It provides for attorneys’ fees so somebody may think
that because it provides for attorneys’, even if they only have $5
in damages, that they’re going to go ahead and bring a lawsuit for
that purpose. I don’t think that is necessary.

And I think the clear distinction here between this and the right
of action that I don’t know, but I assume may exist, under the ear-
lier law related to faxes is that Internet service providers do have
a very strong incentive, I do believe they will be in there aggres-
sively combating those who flagrantly abuse this law and who do
a multitude of faxes to thousands of people, no one of whom has
any real incentive to take the action here, but they clearly do, and
I think that we can narrowly provide for a way to give consumers
very good protection without being accused of opening up—this up
to a proliferation of litigation, and therefore I have to oppose the
amendment to the amendment.

Ms. LOFGREN. Would the gentleman yield?

Mr. GOODLATTE. I yield to the gentlewoman.

Ms. LOFGREN. Thank you for yielding.

I agree that this amendment offered by my esteemed colleague
is one that I cannot support, and it’s not because I don’t care about
consumers versus ISPs, it’s we should not legislate where there is
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no need for passing laws. And right now the technology is more ef-
ficient to protect us than a Federal law. I mean, there are free sites
that if you e-mail the offense—the offending spam to them for free,
they will block all further spam.

I mean, there’s—we don’t need to pass a law. We don’t need to
clog up courts because the technology is way ahead of what we’re
doing here, and therefore I, although I appreciate the motivation
of the amendment, I don’t think it’s an appropriate thing to do, and
I still have reservations about the underlying Goodlatte amend-
ment, at least as to 2(B).

But I yield back, and I thank the gentleman for yielding.

Mr. IssA. Mr. Chairman?

Mr. GOODLATTE. I yield to the gentleman from California.

Mr. IssA. I'll make it very quick. I see that there is no reason,
again, for this amendment to Mr. Goodlatte’s amendment. How-
ever, trying to kill two birds with one stone, for my colleagues,
please understand from my experience specifically in this industry
that what Mr. Goodlatte is trying to do here is to provide a legal
remedy for that which cannot easily be technologically caught, and
that is extremely important because this is a tool that the ISPs do
not have today, and that is the proliferation of “sneaky” mail, if
you will, this fraudulent mail.

By giving the ISPs the ability, on behalf of their customers, to
provide this type of protection for themselves and their paying cus-
tomers, we do what we really need to do, while both the ISP and
the individual customer, with Outlook and other e-mail-receiving
devices, have the ability to screen those pieces of mail which have
a consistent address after the first time.

So, between the ISP and the consumer, we have tremendous
power in the technology today, and I recommend that you look fa-
vorably on the Goodlatte amendment because it takes the one piece
of the puzzle that doesn’t exist today, it closes that loophole, and
I believe we will all benefit very quickly from this change in the
power of the ISP. And then if it doesn’t work completely, I will be
the first to come back to this body and say we have to do more.
But I believe this will take care of 99 percent.

Ms. JACKSON LEE. Would the gentleman yield? Would the gen-
tleman yield?

Mr. IssA. I’'d be happy to yield to the gentlewoman from Texas.

Ms. JACKSON LEE. Let me, first of all, I support your amend-
ment, Mr. Goodlatte, and taking the gentleman’s comments, the
prior speaker’s comments, Issa, comments about the value of this
particular amendment to the ISP community, why not give the
same limited leverage, if you will, to a customer, as Mr. Watt’s
amendment has offered?

And I guess I will ask the question and yield back to you. Does
your amendment do anything, and this collective management
amendment, do anything on the issue of pornography? Because
when the witnesses were before on the other bill, the Wilson bill,
they were talking about that. When I say “the witnesses,” the
members who were presenting their bills, they were talking about
that. Can you help me on both the question as to why we wouldn’t
want to give the same privilege to the customer, and also my last
point is whether or not this is a criminal action. I heard Mr. Bou-
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cher say that, and I don’t see it. It looks like a private right of ac-
tion.

I yield back to the gentleman.

Mr. GOODLATTE. Well, my time has expired. If the gentleman
would yield—if the chairman would yield me an additional minute.

Ms. JACKSON LEE. Can I yield him an additional minute?

Chairman SENSENBRENNER. Without objection, the gentleman is
recognized for an additional minute.

Mr. GOODLATTE. I thank the chairman.

Ms. JACKSON LEE. I yield back. Thank you, Mr. Goodlatte.

Mr. GOODLATTE. In response to the gentleman, yes, my amend-
ment will be a very effective tool to combat pornography on the
Internet because it will, that is one of the prime violators of this
false identification that is used for people to spam other people.
You'll hear some friends of yours or constituents say, “Well, I got
somebody who I thought was a friend of mine sent me porno-
graphic material over the Internet.” Well, they didn’t send it to
you. Someone stole their identification and sent it to them, and this
is a very serious problem. The Internet service providers want this
amendment. They strongly support this amendment in order to be
able to combat that.

My reservation about going a step further of giving it to the indi-
vidual consumer is that the criticism we have faced is that we’re
going to provide for a proliferation of litigation, particularly where
we allow for attorneys’ fees in this amendment. And, therefore, peo-
ple who have a $5 statutory damage I don’t think ought to be
bringing an action like that. Let me consoli—they can also—they
can complain to the Internet service provider. They can also com-
plain to the various Government enforcement agencies.

Chairman SENSENBRENNER. The time of the gentleman has ex-
pired.

Mr. BERMAN. Mr. Chairman?

Chairman SENSENBRENNER. For what purpose does the gen-
tleman from California, Mr. Berman, seek recognition?

Mr. BERMAN. Thank you, Mr. Chairman.

Chairman SENSENBRENNER. The gentleman is recognized for 5
minutes.

Mr. BERMAN. Yes. The gentleman from Virginia is persuading of
the wisdom of his amendment for two reasons: One is there is ac-
tual damages to the Internet service provider when the volume of
mail as a result of this kind of false header, spam mail causes the
server to crash, but then the ISP can also be sort of a surrogate
plaintiff for all the annoyances and inconveniences and other dam-
ages that the individual consumers face.

It’s hard for me to quite understand why giving the individual
consumer the right of action automatically results in proliferation.
You seem to think it is the attorneys’ fees part of that that makes
that so. But the one flaw in this is you have two provisions in here,
actual damages and statutory damages. Actual damages that the
ISP suffers they collect for, if it’s not greater than the statutory
damages. Now, as surrogate, they collect what could be substantial
amounts of funds from the offender on behalf of the consumer, but
the provision to return it to the consumer isn’t included in this
amendment.
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So it almost—this becomes a new revenue source for them for
damages they didn’t suffer, the consumer suffered.

Mr. GOODLATTE. If the gentleman would yield, that problem has
been anticipated. That’s why we put a, I think, a low cap on this.
It’s comparable to the low cap that is on the other previous bill.

Mr. BERMAN. Oh, I see.

Mr. GOODLATTE. And the hope is that it will be a deterrent rath-
er than an incentive to do that.

Mr. FRANK. Mr. Chairman?

Chairman SENSENBRENNER. Does the gentleman yield back?

Mr. FRANK. Mr. Chairman?

Chairman SENSENBRENNER. For what purpose does the gen-
tleman from Massachusetts seek recognition?

Mr. FRANK. To strike the requisite number of words.

Chairman SENSENBRENNER. The gentleman is recognized for 5
minutes.

Mr. FRANK. I want to speak in favor of the gentleman’s from
North Carolina’s amendment. The gentlewoman from California ar-
gued that the gentleman from North Carolina’s amendment is un-
necessary because of technology, and I think she acknowledged her
uncertainty about her feelings about the underlying amendment. I
would think her argument would be, if it’s technologically unneces-
sary for the Watt amendment, then the Goodlatte amendment is
also technologically unnecessary, and I appreciate the consistency
with which she stated her point. But it does seem to me it applies
with equal force, both to the underlying amendment and the sec-
ondary amendment.

And I'm all for the secondary amendment. I think we’re getting
kind of “big brotherly” here. The notion is that the consumer need
not worry. Her independent service provider will take care of her,
and I think people may have developed this kind of warm relation-
ship with their ISP, and they may be prepared to designate the ISP
as their next friend and have the ISP be the defender of their
rights. But in those cases where people aren’t prepared to yield
their rights to the ISP, I think they ought to be able to retain
them.

And, also, it seems to me there are a couple of points here. One,
the gentleman from Virginia correctly said the ISP can step in
when this becomes a flagrant abuse. Well, what’s a flagrant abuse
as an ISP as a whole may be a higher threshold than a flagrant
abuse to an individual group of individuals. It may well be that
particular individuals are targeted by particular marketing oper-
aéions, but this doesn’t rise to the level of interference with the
ISP.

It is possible for an individual to be given serious problems with
an excess of unwanted commercial e-mail long before it’s going to
crash the system. And so it does seem to me that the logic of giving
this right of action to protect, with all of the safeguards that the
gentleman said. The gentleman from North Carolina’s amendment
plugs into the gentleman from Virginia’s scheme. So the caps, and
the low level, the $5, that’s all in there.

I just think that there is really very little argument for the no-
tion that the interest of the individual consumers and the ISP will
be so substantially identical that they can be merged and that the
individual can have that right given to the ISP.
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There is also the case that there may be some oth