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[ I ntroduction

Thank you, Mr. Chairman and members of the subcommittee for this opportunity to offer
my industry perspective on the accuracy and access to Whois data and its impact on those
partiesthat rely upon it.

My nameis Michad D. Pdage, and | am actively involved in domain name policy issues
basad upon the following rolesinwhich | currently serve:

chair of the ICANN Registrar Congtituency;

trademark and policy consultant to Afilias, the regisiry operator for the .info top-
level domain;

World Intellectud Property Organization (WIPO) Uniform Dispute Resolution
Policy (UDRP) pandis; and

founding member of the .us Policy Council.

| believe these multiple perspectives dlow me to gve an objective view regarding
problems with the accuracy and access of Whois data and a meaningful framework
toward improvement and reform.

. Summary

Whoaisis an important resource; it is reied on by individuds, trademark attorneys,
copyright owners, law enforcement, and other governmental agencies, such asthe FTC
and their globa counterparts. Itisacritical resource. However, asimportant as the
Whoaisis, the present gpproach to ensuring accuracy and access to the Whois databases
has proven ineffective.

In my written testimony | will describe to you the following:

problems associated with false and inaccurate Whois data;

the cause of fdse and inaccurate data, including both willful and unintentiona
acts of regidrants;

difficultiesin correcting fase and inaccurate data once it isidentified;

an overview of the structural differences between registries, and how thisimpacts
the accuracy of Whois data; and
regidration authority issues regarding Whois data initiatives.

[Il.  Symptomsof False and I naccurate Whois Data.
The effects of fase and inaccurate Whois data have been well documented, but it is

important to reiterate and highlight these effects so that they provide aframework for
discusson. The following is not intended to be an exhaustive ligt:

theinability of law enforcement to timely investigate and prosecuteillega
activity;



the ability of cybersguatters to frustrate intellectual property ownersin their
efforts to police and enforce their intellectud property rights online;

domain name owners that are unable to timely and properly renew their existing
domain name regisrations because of outdated and inaccurate information thus
resulting in the unintended deletion of their domain names, and

interfering with competitive trandfers of domain name between registrars.

IV.  Identifying the Cause of False and I naccur ate Whois Data

Fdse and inaccurate Whois data falls into one of either two categories: (A) willful or (B)
unintentiond.

A. Willful Submission of | naccurate Whois Data

Thefirg and most egregious category is domain name registrants that knowingly and
willfully provide inaccurate Whois data. This conduct is most often associated with
individuas, busnesses or organizations involved inillegd activities such as
cybersquaiting and piracy.

This category of offendersis most problematic because the willful submisson of Whois
data prevents law enforcement and intellectua property owners from taking appropriate
and timely action againg domain name registrants engaged in illegd activity.

Included as attachment #1 is some research that is currently being conducted by Mr. Ben
Edleman, a senior at Harvard University where he studies economics and satistics. Mr.
Edleman is dso atechnology andyd for the Berkman Center for Internet & Society at
Harvard Law School. Thetopic of his research paper is Large Scale Intentiond Invadid
Whois Data. In his paper, Mr. Edleman focuses on the various techniques used by one
gpecific domain name registrant to keep its identity secret. The domain name registrant
that is the subject of Mr. Edleman’s case study is operating under the diases of NICGod
Productions and Domains for Sale.

This particular registrant has been the subject of numerous UDRP proceedings and was
the individua involved in the domain name dispute with the Organization for Economic
Co-operation and Development (OECD).

B. Unintentional/Unavoidable | naccurate or Outdated Whois Data

The second category of domain name registrants associated with inaccurate Whois detais
registrants that initidly provided accurate data that over time has become inaccurate.
These domain name registrants can usualy be tracked down with minima effort, thus not
possessing a sgnificant threet to anyone but himsdf or hersdlf. The greater harm arises
when thisinaccurate Whois data prevents competitive transfers of domain names and
threatens the accidenta deletion of a domain name with potential drastic economic

effects to the regisirant.



It isimportant that this second category of domain name registrants not be made
criminds for actions (or inactions) beyond their control. Included in attachments #2 thru
#9 isachronology of my persond efforts to correct outdated \Whois data, which took
over two months. During thistime, | was prevented from timely transferring my domain
name to another registrar of my choice, and my domain name expired, dthough | was
able to renew my domain name prior to its cancdlation.

V. Difficultiesin Correcting Potentially False and Inaccurate Whois Data

One of the problems with the current system is that there is no uniform procedures or
mechanisms for third parties to follow when they have an inquiry regarding the accuracy
of Whois data. Instead, intellectud property owners and law enforcement personnd are
required to identify and comply with individua mechanismsfor over one hundred and
fifty ICANN accredited registrars.

On May 10, 2002, ICANN released a Regisirar Advisory Concerning Whois Data
Accuracy, see attachment # 10. This advisory was intended to assist ICANN accredited
registrars in understanding their obligations under the ICANN Registrar Accreditation
Agreement.

In summary these obligations include:

require each registrant to submit (and keep updated) accurate contact details
(Section 3.7.7.1);

provide both aweb-based and Port 43 Whois service providing access to complete
contact information for all TLDs covered under the RAA (Section 3.3.1);

require registrants to agree that willfully submitting inaccurate contact details (or
faling to respond within 15 daysto an inquiry regarding accuracy) shdl be a

basis for cancellation of the registration (Section 3.7.7.2); and,

take reasonable steps to investigate and correct the contact details in response to
any reported inaccuracy (Section 3.7.8).

It isimportant to note that the ICANN advisory has attempted to provide uniform
guidance on the gppropriate course of action registrars are to take when a domain name
registrant is found to have committed a materid breach of their contract by failing to
respond for over fifteen caendar daysto aregistrar inquiry regarding the accuracy of
Whois data. The ICANN advisory states clearly that absent “ extenuating circumstances
the registrar should cancdl the domain name regidtration.” Thisinterpretation issmilar to
the guiddinesincorporated by NeuStar into their registry registrar agreement for .us. See
attachment #11 for this provision in NeuStar’ s origina proposd to the Department of
Commerce.

Notwithstanding these positive steps, there are till other mechanisms that should be
explored to provide a more uniform process for third parties to report false or inaccurate
registration data. Some of these mechanisms could include:



adandard emall addressfor each registrar to maintain for third partiesto report
false or inaccurate Whois data, i.e. (Whois@I CANN-REGISTRAR.TLD);
acentra repository to track Whois verification requests to registrars, however,
questions of who would run this repository and how it would be funded are tough
questions that will not easily be answered.

Because of the contractud relationship between the parties, the ultimate responsibility to
inquiry and substantiate the accuracy of the Whois data must reside between the registrar
of record and the domain name registrant.

VI.  An Overview of the Differ ences Between Registry Operations

It isvita to understand the various differences and nuisances between registry operators
to design and implement a universd solution to Whois data accuracy, falureto
understand the big picture will perpetuate the patchwork solutions that have failed to
date.

A. Generic top-level domains versus Country Code top-level domains

Generic top-level domains (gTLDs) are those administered by ICANN through a
contractua agreement with the registry administrator. Examples of gTLDs include .com,
.0rg, .net, .info, .biz, .museum, .coop, .name., .aero and .pro. Additiona qualifiers
sometimes used to distinguish gTLDs are: ponsored versus unsponsored and open versus
restricted.

Generally speaking, an unsponsored TLD operates under policies established by the
globa Internet community directly through the ICANN process. A sponsored TLD,
however, isaspecialized TLD that has a sponsor representing the narrower community
that is most affected by the TLD, and to which ICANN has delegated certain policy
consderations.

An open gTLD isone in which there are no regidration redrictions aside from those
imposed by ICANN, i.e. UDRP, data accuracy, etc. Examples of open gTLDs include
.com, .net .org and .info. Redtrictive gTLDs, however, may include awide range of
addition regidration redrictions which are generdly included in Appendix L of the
standard ICANN Unsponsored Registry Agreement. For example, NeuL evel, the registry
operator for .biz, has an anti- gpeculation provision and arequirement that the domain
name registered must be used or intended to be used primarily for bonafide business or
commercia purposes. RegistryPro, the recently accredited registry operator for .prois
exclusvely available to only licensed professonds.

Listed below is a chart that provides alist of the current gTLDs and their relevant
characterigtics.

Open/Redtrictive | Sponsored/Un- Sponsored

.com Open Unsponsored




.0rg Open Unsponsored
Net Open Unsponsored
info* Open Unsponsored
biz* Redtricted Unsponsored
pro* Redtricted Unsponsored
name* Restricted Unsponsored
2ero* Restricted Sponsored
.coop * Restricted Sponsored
.museum * Redtricted Sponsored

* - ICANN Proof of Concept TLD

Although restricted and sponsored gTLDs such as .museum, .aero or .coop have only
been in operation less than ayear as part of ICANN’s proof of concept, most experts
agree that the verification processes used in these gTL Ds minimizes the incidence of

fdse and inaccurate Whois data. The biggest problem regarding fase and inaccurate
Whois data generdly involves unsponsored gTLDs. One exception may be .pro that has
proposed a professond verification into their registration process. However, the .pro
registry is not yet scheduled to be operationa until the end of 2002 or early next yesr.

Unlike gTLDsthat have aforma contractua agreement with ICANN, amost al ccTLDs
such as .uk (United Kingdom), .de (Germany) and .ca (Canada) have no forma
agreement with ICANN. It isimportant to note that there are Sgnificant differences and
diversity between ccTLDs and gTLDs. ICANN is currently working with the 240 plus
ccTLD adminigtrators to enter into more formal agreements. Specificaly, ICANN has
proposed amode agreement based on a tripartite agreement between ICANN, the
national government and the registry administrator. To date, only two ccTLDs have
entered into this proposed mode agreement, Japan and Australia. This monumental task
confronted by ICANN has been further complicated by the fact that previous delegations
of the ccTLDs were to adminigtrators with no formd ties to the national governments.

Although the tripartite agreements are designed to recognize and preserve the sovereignty
of the nationa government, ICANN has incorporated a provision in this model agreement
that would require the sponsoring organization to conform to ICANN policiesin limited
circumstances.

B. Thick Registries versus Thin Registries

Although gTLDs and ccTLDs function the same in how they provide DNS resolution,
there are Sgnificant differences in the underlying technologies. One of the most
important distinctions between regigtries in connection with Whois accuracy isthe
digtinction between “thick” and “thin” regitries.

A thick regigry isonein which dl of the Whois deta is stored within a centrd registry
repogtory. In contrast, athin registry only stores limited technical information such as
the domain name, name servers, regstrar of record, expiration dates etc. The registrant,
adminigrative, technica and billing contacts are al stored in a distributed manner among



the registrars of records. As aresult, each of these registrars must provide access to this
information through their own Whois server.

Listed below is a chart summarizing the protocol and Whois data ditribution of the
current gTLD regidries:

Protocol Thick v. Thin

.com RRP Thin

.0rg RRP Thin

net RRP Thin

info* EPP Thick
biz* EPP Thick
pro* N/A Thick
.name* EPP Thick
.2ero * SRSIO Thick
.coop * N/A Thick
.museum * N/A Thick

* - ICANN Proof of Concept TLD
VIl. Registration Authorities|ssues Regarding Whois Data I nitiatives

Domain name regidration authorities, including both registrars and regidtries, have a
vested interest to work with dl parties involved in this debate to provide full and open
access to accurate Whois data for those parties that need it. However, it is equaly
important that other parties gppreciate the following issues that are important to
regigtration authorities:

A. Continued Open Communication Between | P Owners and Registration Authorities

As chair of the ICANN Registrar Condtituency, | strive to maintain an open line of
communication between the intellectud property community and the ICANN Registrar
Condtituency. Over the last sx months, the ICANN Registrar Congtituency has had two
presentations from the intellectua property regarding the accuracy of the Whois data

The first was from a representative from the Motion Picture Association during ICANN's
annua meeting in Marinadd Rey, Cdifornialast November. The second was from Joe
Kedey from the BSA during aregistrar congtituency meeting in Dulles, Virginiathis past
February. Maintaining an active ongoing diaogue alows for the exchange of ideas and
continued progress toward amutualy acceptable solution.

B. Pre-Screening

The pre-screening of Whois data at the current time remains neither atechnicaly or
economically viable solution for regidration authorities. This fact was recently
reaffirmed in the recent launch of the ICANN proof of concept TLDs and the .us TLD.
Instead, the focus must concentrate on standardizing the processing for identifying and



correcting false or inaccurate data that is brought to the attention of ICANN registrars
through third parties.

C. ICANN Board Resolution 02.45

An important step to mitigate some of the effects of false and inaccurate Whois data was
taken with ICANN Board resolution 02.45. This resolution provided for the convening of
atechnica steering group to "to develop a concrete proposa implementing the
Redemption Grace Period Proposal.” This redemption grace period is designed to provide
domain name registrants with a safety net againgt accidentally deleted names, such asin

the OECD case. A technica steering group of registrar and registry representatives has
been convened and has dready undertake progress toward producing a much needed
safety net for domain name registrants, see
http://mwww.icann.org/announcements/announcement-04apr02.htm.

D. Bulk Accessto Whois

In accordance with Section 3.3.6 of the ICANN Registrar Accreditation Agreement, al
ICANN accredited registrars are required to provide bulk-access to their Whois data for
an annual fee not to exceed $10,000. Intellectua property owners and law enforcement
may view this provision as amechanism to integrate Whois datainto a valuable
investigetive tool. However, there are others that view this contractua requirement with
less dtruigic maotives.

| remain a staunch advocate of Whois data being viewed as an open public resource.
However the following factors give me cause for concern:

theinitid competitive advantage that NSI/VeriSign registrar had from the legecy
Whois datais not as compdlling;

Whois data represents one of the registrar’ s most valuable assets which it
contractualy must make available to any third party, including a competitor, for a
fixed feg

certain regigrars attempts to circumvent these contractud requirements and limit
access to their Whois data has frustrated legitimate uses of the Whois data;

the Internet isagloba communication medium and the privacy laws of other
countries need to be taken into account, particularly when the contractua terms of
the ICANN accreditation agreement might subject aregistrar in another country
to pendlties.

Notwithgtanding these factors, | remain steadfastly committed to intellectud property
owners, law enforcement and other necessary parties, including consumers, having aright
to access accurate Whois data to meet their individual needs.



E. Spam/Slamming

Unfettered access to Whois data has resulted in a proliferation of questionable marketing
practices by third parties that threatens to undermine legitimate users from maintaining
accurate Whois data. Included as attachment # 12 is a series of direct mail solicitations
that my wife received in connection with adomain name that she initidly registered with
another registrar. The hodtilities surround these questionable marketing practices
continues to escaate and erode user confidence, and has resulted in one of the top-five
registrars filing suit to stop the direct- marketing campaign of another top-five regisrar.

F. Registrar Whois Data Verification

Despite the controversies, ICANN accredited registrars remain committed toward
ensuring the accuracy of Whois data. Included as attachment #13 is an email notification
that | recently received from my registrar of record seeking to verify the accuracy of my
Whois data. | welcomed this procedure and would encourage other registrars to employ
identical or Smilar mechanism.

VIIl. Conclusion

There has been a series of positive steps taken to date to address some of the immediate
problems associated with false and inaccurate Whois data, these include:

ICANN'’s Regigtrar Advisory;

ICANN Board resolution 02.45;

continued communication between the intelectua property community and
regigration authorities,

efforts by ICANN registrars to periodicdly re-verify Whois data; and

atrend among ICANN proof of concept gTLD registries toward thick registries
with centralized Whois data.

These pogtive steps do not indicate the end of ajourney, merely its beginning. Issuesthat
loom on the horizon and which will directly impact a permanent solution to Whois data
accuracy include the following:

successful restructuring of ICANN,;

design and adoption of uniform mechanisms for third parties to report claims of
fase or inaccurate Whois data;

viahility of acentral repository to track Whois verification requests to registrars;
usefulness of gandard email address for each registrar to maintain for third parties
to report false or inaccurate Whois data; and

outreach to al Internet users and interested parties effected by Whois data issues
but which are not presently included in the current debate;



