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Vendor Management Policy for Management of Contractor
Access to House Resources

Identification Badges

A. New Contractor employees shall obtain a House identification/access pass issued by the House Sergeant at Arms before the Contractor employee enters on duty if unescorted access is required outside of normal public building visiting hours. Public building visitor hours are Monday through Friday 7am to 7pm. House identification badges will not be issued to a Contractor employee unless the United States Capitol Police (USCP) forms for a background investigation (BI) are submitted in accordance with this policy. 

B. The Contractor shall ensure that the Contractor employee surrenders the House identification/access card upon termination of employment or performance is no longer required under the Technology Services Contract by and between the Contractor and the CAO (the “Technology Services Contract” or “Contract”). House identification/access cards shall be surrendered to the Contracting Officer’s Representative (the “COR”) and reconciled within ten (10) business days following an employee termination or service release under the Contract. A penalty may be levied for failure to return House identification/access cards in the amount of $100 per week for each House identification/access card not returned to the COR within ten (10) business days following an employee’s termination or employee service is no longer required under the Contract. The damage amount will be prorated in the month of termination or release from service to the date the House identification/access card was to be returned to the COR and reconciled. 

C. Final payment will not be made under the Contract until all House identification/access cards issued under the Contract have been returned, and a release provided to the Contractor signed by the COR. 

D. Lost House Contractor identification/access cards must be reported to the Office of the Sergeant at Arms Identification Services located in 112 Cannon House Office Building or 116 Ford House Office Building immediately either by telephone (202-225-3820) or in person, and the contractor must complete a police report and provide a copy of the report to the COR. 

There is a three (3) business day waiting period from the time the Contractor identification/access card is reported lost or stolen before a new identification/access card may be issued. 

Prospective Contractor Employee Background Investigation  
E. All Contractors must complete and pass a USCP BI prior to accessing the House network or data, accessing House building as a Contractor representative, or commencement of work. To initiate this process, the Contractor must submit the following forms to the Contracting Officer Representative (COR):
1. Vendor ID Request Form;
2. USCP Request for Check of Criminal History Records (CP-491);
3. CAO Contractor Employment Eligibility Verification Form;
4. Affirmation of Non-Disclosure;
5. Principles of Behavior for Information System Users; and
6. Fingerprint cards (if an employee is not within driving distance of Washington, DC; provided by COR).

F. House ID badges should only be requested for those employees who will need regular access to House office buildings in support of House customers. Do not request a badge for remote employees or those who do not need access to House office buildings. 

G. To obtain a House ID badge, the Contractor must complete the U.S. Capitol Police form CP-491, Request for Check of Criminal History Records Form. The information is then added to the CAO HR database. The Contractor must report to the U.S. Capitol Police Headquarters, Identification Section, Fairchild Building, 499 South Capitol Street, at 7:00AM or 12:00PM to be fingerprinted. Once fingerprinted, the USCP Officer will sign the authorization memo, the vendor must return an authorization memo signed by a USCP officer to CAO Human Resources. 
Note: If an employee is not within driving distance of Washington, DC fingerprint cards may also be completed by a remote authorized law enforcement agency and returned via overnight courier to the HIR Vendor Management Team at H2-633 Ford House Office Building, Washington DC, 20515. Do not mail by US Postal Service. Please contact the COR for more information and qualifying criteria. 
H. CAO Human Resources will receive the criminal background report from the USCP usually within ten (10) business days. CAO Human Resources will review the results against an established set of criteria. Depending on the nature and severity of any criminal history discovered, the review of the background report may take additional time. Once a decision is made, CAO Human Resources will notify the COR or POC of the approval or disapproval of a vendor ID. If approved, the COR or POC will receive instructions for the Contractor to report to Office of the Sergeant at Arms, Identification Services located in 112 Cannon House Office Building or 116 Ford House Office Building to receive their House Vendor ID. 

Three-Year Background Investigation Requirements
I. All Contractor employees working on the Contract with access to House facilities or information are required to be cleared by the USCP, at a minimum of every three (3) years. However, further BIs may be conducted at any time as is warranted.
J. All  BIs for employees must be submitted within the month they are due. An employee’s failure to submit for a BI before the due date will result in:
1. Mandatory forfeiture of employee’s House ID badge;
2. The employee will be made inactive with CAO Human Resources;
3. Mandatory disabling of all employee’s Active Directory (AD) accounts (AD accounts shall not be re-enabled until the BI is successfully passed);
4. The employee being restricted from accessing the House network; and
5. The employee being restricted from providing services to House customers.
K. It is incumbent upon the provider to maintain a list of due dates and ensure that employees submit to BIs when required. BIs may be submitted before the month due.

Active Directory Accounts and SecurID Requests
L. A new Contractor employee must successfully pass a USCP BI before an AD account may be created for the employee, or a SecurID requested. 

M. SecurIDs should only be requested for those employees who require remote House network access to support House customers.

Mandatory Security Training
N. In accordance with HISPOL 012.0 The United States House of Representatives Information Security Policy for Awareness and Training, all Contractors with access to any part of the House network must complete Information Security & Privacy Awareness Training within sixty (60) days of the start of employment, and Role-Based (System Administrator) Training within thirty (30) days of having a privileged AD account created. 

O. Contractor employees with access to any part of the House network are required to re-take training once every 365 days.
Employee Termination
P. Upon termination of a Contractors employee, the contractor must immediately notify the COR of any employee terminations or departures.




1. Submit all notifications of any departure or termination to the COR via email at ContractorEmployeeTerminations@mail.house.gov to include the table below with information requested (subject to change):
	Technology Service Provider 
(and Contract # if applicable)
	

	Employee Name
	

	Date of Last Employment
	

	Badge
	(e.g. To be returned (include date)/Lost/No Badge Issued)

	Badge Proxy Number 
(back of badge)
	

	House Email Address
	

	Active Directory Account
	(e.g. Disabled/Deleted/Not Applicable)

	ADM Active Directory Account
	(e.g. Disabled/Deleted/Not Applicable)

	SecurID Token Number
	

	ADM SecurID Token Number
	

	Mobile Device for House Email
	Yes/No


Q. House ID badge must be returned to the HIR Vendor Management Team within ten (10) business days of termination, pursuant to §I(B) of this Attachment J.9.
1. The termination notification should state whether the employee was issued a House ID badge.
R. Employee AD account should be (at a minimum) disabled, preferably deleted. If you do not administer your company’s organizational unit (OU) please send your request to disable or delete to HIRVendorManagement@mail.house.gov.  
1. Vendors must delete employee user accounts within 30 days of being disabled.
2. Employee account should be removed from all groups (redundancy required by House Cybersecurity).
S. SecurID keyfob(s) must be returned to the HIR Vendor Management Team.
Employee Background Investigation Status & Notification Requirement
T. The Contractor shall ensure that all personnel assigned to perform work under the contract maintain eligibility for access as required by the CAO. 

U. The Contractor shall implement procedures to continuously monitor the status of all personnel performing under this contract to ensure they remain in good standing and retain the ability to meet the CAO’s background investigation, suitability, and fitness requirements for the duration of their assignment.

V. The Contractor shall notify the COR in writing within five (5) business days of becoming aware of any event, condition, or information that may affect an employee’s ability to maintain good standing or pass a required background investigation. Such events include, but are not limited to:
1. Loss of eligibility or adverse information affecting suitability or fitness;
2. Arrests, indictments, or criminal charges;
3. Significant financial or personal conduct issues relevant to background investigation determinations;
4. Failure to submit required reinvestigation paperwork; and 
5. Any Government notice of unfavorable adjudication or suspension of access.

W. Upon notification or CAO determination that an employee is no longer eligible or suitable to perform under this contract, the Contractor shall immediately remove the affected individual from duties requiring House access and take the steps, as outlined in Section VI above, to return the House ID Badge to the Vendor Management Team and disable and terminate the employee’s AD and user account(s)

X. Failure to comply with the requirements of this clause may be considered a breach of the contract and may result in remedies including, but not limited to, withholding of payments, issuance of cure notices, or Contract termination.
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